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�6989A<9 

*9?PR <;GK9A<S 8<EJ<C?<AO S6?S9FES  HBD@<DB64A<9 G EFG89AF4 CDBH9EE<B-

A4?PAOI >B@C9F9AJ<= CB A4CD46?9A<R CB87BFB6>< 15.04.04 �6FB@4F<;4J<S F9IAB?B-

7<K9E><I CDBJ9EEB6 < CDB<;6B8EF6, 4 F4>:9 CD<B5D9F9A<9 F9BD9F<K9E><I ;A4A<= < 

CD4>F<K9E><I A46O>B6 CB <ECB?P;B64A<R ED98EF6 ;4M<FO 8?S B59EC9K9A<S <AHBD@4-

J<BAAB= 59;BC4EABEF< < ;4M<FO <AHBD@4J<< BF A9E4A>J<BA<DB64AAB7B <ECB?P;B64-

A<S D9EGDEB6 �%' &#.. 

�484K< <;GK9A<S 8<EJ<C?<AO ;4>?RK4RFES:  

-CD<B5D9F9A<< EFG89AF4@< ;A4A<= < CD4>F<K9E><I A46O>B6 6 B5?4EF<, BCD989-

?S9@B= BEAB6AB= J9?PR 8<EJ<C?<AO; 

-CD<B5D9F9A<9 CD4>F<K9E><I A46O>B6 D45BFO E 4?7BD<F@4@< ;4M<FO <AHBD@4-

J<<. 

�B8, HBD@G?<DB6>4 
>B@C9F9AJ<< �B8, HBD@G?<DB6>4 <A8<>4FBD4 

#?4A<DG9@O9 D9;G?PF4FO B5GK9A<S CB 
8<EJ<C?<A9 (@B8G?R), I4D4>F9D<;GR-
M<9 QF4CO HBD@<DB64A<S >B@C9F9A-

J<=, <A8<>4FBDB6 
#�-3. %CBEB59A EB-
5<D4FP < 4A4?<;<-
DB64FP <EIB8AO9 
84AAO9 8?S CDB9>-
F<DB64A<S ED98EF6 
< E<EF9@ 46FB@4F<-
;4J<< 

��-1 #�-3. %B5<D49F < 4A4?<-
;<DG9F <EIB8AO9 84AAO9 8?S 
CDB9>F<DB64A<S ED98EF6 < 
E<EF9@ 46FB@4F<;4J<< 

#DB<;6B8<F E5BD < 4A4?<; <E-
IB8AOI 84AAOI 8?S CDB9>F<-
DB64A<S ED98EF6 < E<EF9@ 46-
FB@4F<;4J<< E 6EFDB9AAO@< 
@9I4A<;@4@< B59EC9K9A<S <A-
HBD@4J<BAAB= 59;BC4EABEF< 

< ;4M<FO 84AAOI. 
��-2 #�-3. "HBD@?S9F F9IA<-
K9E>B9 ;484A<9 < B5BEAB6O-
649F 97B 8?S ;4>4;K<>4 

#DB<;6B8<F BHBD@?9A<9 F9I-
A<K9E>B7B ;484A<S 8?S CDB9>-
F<DB64A<S ED98EF6 < E<EF9@ 
46FB@4F<;4J<< E 6EFDB9AAO@< 
@9I4A<;@4@< B59EC9K9A<S <A-
HBD@4J<BAAB= 59;BC4EABEF< 

< ;4M<FO 84AAOI 

��-3 #�-3. �ECB?P;G9F EB6D9-
@9AAO9 <AHBD@4J<BAAO9 
F9IAB?B7<< 8?S E5BD4 < 4A4-
?<;4 <EIB8AOI 84AAOI 8?S 
CDB9>F<DB64A<S ED98EF6 < 
E<EF9@ 46FB@4F<;4J<< 

�@99F CD4>F<K9E><= BCOF <E-
CB?P;B64A<S EB6D9@9AAOI <A-
HBD@4J<BAAOI F9IAB?B7<= 
8?S E5BD4 < 4A4?<;4 <EIB8AOI 
84AAOI 8?S CDB9>F<DB64A<S 
ED98EF6 < E<EF9@ 46FB@4F<;4-

J<< 

 



�45BD4FBDA4S D45BF4 №1 

#BDB7B6B9 D4;89?9A<9 E9>D9F4 

*9?P D45BFO: <EE?98B64FP 6B;@B:ABEF< CBDB7B6B7B D4;89?9A<S E9>D9F4. 
�D4F><9 E6989A<S <; F9BD<< 

$4;D45BF>4 EI9@ CDBEFD4AEF69AAB7B D4;89?9A<S E9>D9F4 C9D6BA4K4?PAB 5O?4 

A4CD46?9A4 A4 EBID4A9A<9 E9>D9FAB7B >?RK4 BF CBF9D<. !4 84AAB@ QF4C9 D4;6<F<S <A-

HBD@4J<BAAOI F9IAB?B7<= B5?4EFP CD<@9A9A<S EI9@ D4;89?9A<S E9>D9F4 D4EL<D<-

?4EP A4 CBDB7B6B9 D4;89?9A<9 <AHBD@4J<<, 8<A4@<K9E>B9 D4ECD989?9A<9 A47DG;>< 

C9D984K< 84AAOI @9:8G >B@CPRF9D4@< 6 E9F<, ;4>DOFGR C9D984KG 84AAOI, Q?9>FDBA-

AB9 7B?BEB64A<9. 

1. #BDB7B64S EI9@4 D4;89?9A<S E9>D9F4  <APBFF4. #BDB7B64S EI9@4 D4;89?9-
A<S E9>D9F4  <APBFF4 <ECB?P;G9F EC9J<4?PAO9 CBE?98B64F9?PABEF< J9?OI K<E9?, 

A4;64AAOI CBE?98B64F9?PABEFS@<  <APBFF4. 

#GEFP n 5G89F J9?O@ K<E?B@, 2n ó , < 2 k n  . (k, n)-CBE?98B64F9?PABEFP  <-

APBFF4 3 CBE?98B64F9?PABEFP CB?B:<F9?PAOI J9?OI K<E9? 
1 ... nm mü ü  F4><I, KFB 

( ), 1i jm m = , 8?S 6E9I 1 i j n ü  , < 2 1n k n km m m m− +    ü   . 

% ;484AAB= (k, n)-CBE?98B64F9?PABEFPR  <APBFF4 EI9@4 D45BF49F E?98GRM<@ 

B5D4;B@:  

- E9>D9F S 6O5D4A >4> E?GK4=AB9 J9?B9 K<E?B F4>B9, KFB Sò ñü ü , 789 

1 km mñ =  ·< 2n k nm mò − +=  ; 

- K4EF< E9>D9F4 modi iI S m= , 8?S 6E9I 1 i n  ; 

- 84AB k D4;?<KAOI K4EF9= 
1
,...,

ki iI I , E9>D9F S 6BEEF4A46?<649FES E <ECB?P;B64-

A<9@ EF4A84DFAB= �<F4=E>B= F9BD9@O B5 BEF4F>4I, >4> GA<>4?PAB9 D9L9A<9 E<EF9@O 

CB @B8G?R 
1
,...,

ki im m  

1 1
mod

mod
k k

i i

i i

x I m

x I m

úü
ÿ
ý
ÿ úþ

 

2. "5B5M9AA4S EI9@4  <APBFF4 CB;6B?S9F <ECB?P;B64FP @B8G?<, >BFBDO9 A9 
B5S;4F9?PAB CBC4DAB 6;4<@AB CDBEFO9. 



#GEFP n 5G89F J9?O@ K<E?B@, 2n ó , < 2 k n  . "5B5M9AA4S (k, n)-CBE?98B64-

F9?PABEFP  <APBFF4 3 CBE?98B64F9?PABEFP 
1,..., nm m  CB?B:<F9?PAOI J9?OI K<E9? F4-

><I, KFB  ( )  ( )
1 1 11 ... 1 1 1 ... 1max ,..., min ,...,

k ki i n k i i n ki i i i
− ü ü  −  ü ü ù ù ù ùüû  û  . 

#DBEFB G6<89FP, KFB >4:84S (k, n)-CBE?98B64F9?PABEFP  <APBFF4 S6?S9FES B5B5-

M9AAB= (k, n)-CBE?98B64F9?PABEFPR  <APBFF4. �DB@9 FB7B, 9E?< @O G@AB:49@ >4:-

8O= Q?9@9AF (k, n)-CBE?98B64F9?PABEF<  <APBFF4 A4 H<>E<DB64AAO= Q?9@9AF Z þ , 

( )1, ,..., 1nm m =  @O CB?GK49@ B5B5M9AAGR (k, n)-CBE?98B64F9?PABEFP  <APBFF4. 

"5B5M9AA4S EI9@4  <APBFF4 D45BF49F CB8B5AB EI9@9  <APBFF4, E 

 ( )
11 ... 1min ,...,

ki i n ki iñ  ü ü  ù ù= û   <  ( )
1 11 ... 1 1max ,...,

ki i n ki iò
− ü ü  −ù ù= û  . 

3. #BDB7B64S EI9@4 D4;89?9A<S E9>D9F4 �E@GF4-�?G@4. 1F4 EI9@4, CD98?B-
:9AA4S �E@GFB@ < �?G@B@, <ECB?P;G9F EC9J<4?PAO9 CBE?98B64F9?PABEF< J9?OI K<-

E9?: CBE?98B64F9?PABEFP CBC4DAB 6;4<@AB CDBEFOI CB?B:<F9?PAOI J9?OI K<E9? 

1, ... nr m mü ü , 6O5D4AAOI F4>, KFB 2 1n k n kr m m m m− +    ü  . 

% ;484AAB= CBE?98B64F9?PABEFPR, EI9@4 D45BF49F E?98GRM<@ B5D4;B@: 

- F4=A4 S 6O5<D49FES >4> E?GK4=AO= Q?9@9AF @AB:9EF64 rZ ; 

- K4EF< ( )modi iI S r m= +  , 8?S 6E9I 1 i n  , 789   3 CDB<;6B?PAB9 J9?B9 

K<E?B F4>B9, KFB 
1... km mS r Z+  þ ; 

- 84AB k BF?<KAOI K4EF9= 
1
,...,

ki iI I , E9>D9F S @B:9F 5OFP CB?GK9A >4> 0 modS x r=

, 789 0x  CB?GK9A E <ECB?P;B64A<9@ EF4A84DFAB= �<F4=E>B= F9BD9@O B5 BEF4F>4I, >4> 

GA<>4?PAO= D9L9A<9 E<EF9@O CB @B8G?R 
1
,...,

ki im m  

1 1
mod

mod
k k

i i

i i

x I m

x I m

úü
ÿ
ý
ÿ úþ

 

4. "5B5M9AA4S EI9@4 �E@GF4-�?G@4 8BCGE>49F @B8G?<, >BFBDO9 A9 B5S;4-
F9?PAB CBC4DAB 6;4<@AB-CDBEFO9.  B:AB <ECB?P;B64FP ?R5GR CBE?98B64F9?PABEFP 

1, ... nr m mü ü  F4>GR, KFB  ( )  ( )
1 1 1 11 ... 1 1 1 ... 1max ,..., min ,...,

k ki i n k i i n kr i i i i
− − ü ü  −  ü ü ù ù ù ù üû  û  . 



#DBEFB G6<89FP, KFB, 9E?< @O G@AB:49@ >4:8O= Q?9@9AF B5OKAB= CBE?98B64-

F9?PABEF< �E@GF4-�?G@4 ;4 <E>?RK9A<9@ r A4 H<>E<DB64AAO= Q?9@9AF Z þ , 

( )1, ,..., 1nm m = , @O CB?GK49@ B5B5M9AAGR CBE?98B64F9?PABEFP �E@GF4-�?G@4. 

5. %I9@4 �FB-%4<FB-!<L<;9><. �FB, %4<FB, < !<L<;9>< 669?< F4> A4;O649-

@GR @9FB8<>G EB6B>GCAB7B @4EE<64 8?S @BABFBAAOI EFDG>FGD 8BEFGC4. 

#GEFP А 5G89F @BABFBAAB= EFDG>FGDB= E4A>J<BA<DB64AAB7B 8BEFGC4 D4;@9D4 n 

< CGEFP 
1,..., mB B  5G8GF EBBF69FEF6GRM<@< @4>E<@4?PAO@< @AB:9EF64@< A9E4A>J<B-

A<DB64AAB7B 8BEFGC4. %B6B>GCAO= @4EE<6 8?S EFDG>FGDO 8BEFGC4 A, B5B;A4K9AAB= 

AC , S6?S9FES n mô  @4FD<J4, ( )1,
1

A A

i ni j
j m

C C  
 

= , 789 ,

0,  9E?< 
1,  9E?< 

jA

i j

j

i B
C

i B

þü
= ý ÿþ

, 8?S 6E9I 

1 i n   < 1 j m  . �464=F9 D4EE@BFD<@ F9C9DP CDB<;6B?PAGR (m, m)-EI9@G CBDB7B-

6B7B D4;89?9A<S E9>D9F4 E E9>D9FB@ S < EBBF69FEF6GRM<@< F9AS@< 
1,..., ms s . � A-EI9@9 

D4;89?9A<S E9>D9F4, F9A< 1,..., nI I  EBBF69FEF6GRM<9 E9>D9FG S 5G8GF BCD989?9AO >4> 

 ,| 1A

i j i jI s C= =  8?S 6E9I 1 i n   < 1 j m  . 

ПDимеD. #GEFP n = 4 < minA  = {{1, 2}, {3, 4}}. � QFB@ E?GK49, @O CB?GK<@, KFB 

maxA  = {{1, 3}, {1, 4}, {2, 3}, {2,4}} < m = 4. %B6B>GCAO= @4EE<6 8?S EFDG>FGDO 8B-

EFGC4 A  

0 0 1 1

1 1 0 0

0 1 0 1

1 0 1 0

AC

ö ö
÷ ÷
÷ ÷=
÷ ÷
÷ ÷
ø ø

 

� QFB@ E?GK49 I1 = {s3, s4}, I2 = {s1, s2}, I3 = {s2, s4} < I4 = {s1, s3}, 789 s1, s2, s3, s4 3 F9A< 

(4, 4)-EI9@O CBDB7B6B7B D4;89?9A<S E9>D9F4 S. 

6. %I9@4 �9A4?B-�<IF9D4. �9A4?B < �<IF9D CD98EF46<?< EFDG>FGDO 8BEFGC4, 
<ECB?P;GS HBD@G?O. �B?99 FBKAB, 8?S @BABFBAAB= EFDG>FGDO E4A>J<BA<DB64AAB7B 

8BEFGC4 A D4;@9D4 n, BA< BCD989?<?< @AB:9EF6B FA >4> @AB:9EF6B HBD@G? A4 @AB:9-

EF69 C9D9@9AAOI {v1, v2..., vn} F4>B9, KFB 8?S >4:8B7B F AFþ  <AF9DCD9F4J<S F BFABE<-

F9?PAB CD<E64<64A<S C9D9@9AAOI S6?S9FES <EF<AB=, 9E?< < FB?P>B 9E?< <EF<AAO9 C9-

D9@9AAO9 EBBF69FEF6GRF @AB:9EF6G Aþ . "A< BF@9F<?<, KFB F4><9 HBD@G?O @B7GF 

<ECB?P;B64FPES >4> L45?BAO 8?S FB7B, KFB5O BC<E4FP, >4> E9>D9F @B:9F 5OFP 



D4;89?9A BFABE<F9?PAB 84AAB= EFDG>FGDO 8BEFGC4. #BE>B?P>G HBD@G?O @B7GF 5OFP 

6OD4:9AO, <ECB?P;GS FB?P>B BC9D4FBDO ù  < ú , 8BEF4FBKAB G>4;4FP, >4> "D4;5<FP" 

E9>D9F CBC9D9> QF<I BC9D4FBDB6. &4><@ B5D4;B@, @O @B:9@ BCD989?<FP K4EF< E9>D9F4 

S BFABE<F9?PAB HBD@G? F E?98GRM<@ B5D4;B@ 

( )
( )

( )

( )
1 21

1 21

, ,                   9E?< F ,1 ;

,F ,F ,    9E?< F F F ... F ;

,F ,    9E?< F F F ... F ,

i

k

i ki

k

i i ki

S i v i n

ЧаEFи S ЧаEFи S

ЧаEFи s
=

=

ü =  
ÿÿ= = ú ú úý
ÿ

= ù ù ùÿþ

 

789, 8?S E?GK4S 
1 2F F F ... Fk= ù ù ù , @O @B:9@ <ECB?P;B64FP ?R5GR (k, k)-CBDB7B6GR 

EI9@G D4;89?9A<S E9>D9F4 8?S CB?GK9A<S A9>BFBDOI K4EF9= s1,&, sk EBBF69FEF6GRM<I 

E9>D9FG S <, A4>BA9J, K4EF< >4> ( ) ( ) | , ,FiI s s i ЧаEFи S= þ , 8?S 6E9I 1 i n  , 789 F 3 

CDB<;6B?PA4S HBD@G?4 <; @AB:9EF64 FA. 

ПDимеD. #GEFP n = 3 < EFDG>FGD4 E4A>J<BA<DB64AAB7B 8BEFGC4 A ;484A4 
minA  = 

{{1, 2}, {2, 3}}. !4CD<@9D, HBD@G?4 ( ) ( )1 2 2 3F v v v v= ù ú ù  A4IB8<FES 6B @AB:9EF69 

FA. � QFB@ E?GK49 ( ),FЧаEFи S , 8?S A9>BFBDB7B E9>D9F4 S, @B:9F 5OFP CB?GK9A4, >4>  

( ) ( ) ( )
( ) ( ) ( ) ( )

( ) ( ) ( ) ( ) 

1 2 2 3

1 1 2,1 2 2,2 2 3 3

1 2,1 2,2 3

,F , ,

= , , , ,

,1 , ,2 , ,2 , ,3 ,

ЧаEFи S ЧаEFи S v v ЧаEFи S v v

ЧаEFи s v ЧаEFи s v ЧаEFи s v ЧаEFи s v

s s s s

= ù ù =

=

=

 

789 
1s , 

2,1s  <, EBBF69FEF69AAB, 
2,2s , 

3s  3 F9A< E9>D9F4 S BFABE<F9?PAB 86GI CDB<;6B?P-

AOI (2, 2)-CBDB7B6OI EI9@. &4><@ B5D4;B@, K4EF<, EBBF69FEF6GRM<9 E9>D9FG S BFAB-

E<F9?PAB EFDG>FGDO 8BEFGC4 A 3 I1 = {s1}, I2 = {s2,1, s2,2} < I2 = {s3}. 

�484A<9 A4 ?45BD4FBDAGR D45BFG 
�EE?98B64FP CBDB7B6GR EI9@G D4;89?9A<S E9>D9F4 6 EBBF69FEF6<< E 64D<4AFB@ 

(F45?<J4 1).  B8G?< 6O5D4FP <; #D<?B:9A<S 1. 

 

 

 

 

 

 



&45?<J4 1 3 �4D<4AFO 8?S ?45BD4FBDAB= D45BFO № 1 

�4D<4AF #BDB7B64S 
EI9@4 &<C EI9@O 

1 

#BDB7B64S EI9@4 
D4;89?9A<S E9>D9F4 

 <APBFF4 
3-<;-5 

2 
"5B5M9AA4S EI9@4 

 <APBFF4 3-<;-5 

3 

#BDB7B64S EI9@4 
D4;89?9A<S E9>D9F4 
�E@GF4-�?G@4 

3-<;-5 

4 
"5B5M9AA4S EI9@4 
�E@GF4-�?G@4 3-<;-5 

5 
%I9@4 �FB-%4<FB-
!<L<;9>< 

3-<;-5 

6 
%I9@4 �9A4?B-�<I-

F9D4 3-<;-5 

7 

#BDB7B64S EI9@4 
D4;89?9A<S E9>D9F4 

 <APBFF4 
2-<;-3 

8 
"5B5M9AA4S EI9@4 

 <APBFF4 
2-<;-3 

9 

#BDB7B64S EI9@4 
D4;89?9A<S E9>D9F4 
�E@GF4-�?G@4 

2-<;-3 

10 
"5B5M9AA4S EI9@4 
�E@GF4-�?G@4 

2-<;-3 

11 
%I9@4 �FB-%4<FB-
!<L<;9>< 

2-<;-3 

12 
%I9@4 �9A4?B-�<I-

F9D4 
2-<;-3 

 

%B89D:4A<9 BFK9F4 
� BFK9F9 G>4;4FP J9?P D45BFO, CD98EF46<FP D9;G?PF4FO <EE?98B64A<=. 

�BAFDB?PAO9 6BCDBEO 

1. !4;A4K9A<9 CBDB7B6B= EI9@O. 

2. %D46A<F9 QAFDBC<R K4EFAB7B >?RK4 8?S EI9@  <APBFF4 < �E@GF-�?G@4. 

3. �<F4=E>4S F9BD9@4 B5 BEF4F>4I. +<E?9AAO= CD<@9D. 

4. �4 EK9F K97B CBDB7B64S EI9@4 B59EC9K<649F A489:AB9 ID4A9A<9 E9>D9FAB= <A-

HBD@4J<<. 



�45BD4FBDA4S D45BF4 №2 

�D<CFB7D4H<S A4 54;9 Q??<CF<K9E><I >D<6OI 

*9?P D45BFO: <EE?98B64FP >D<CFB7D4H<K9E><9 CD<@<F<6O EI9@ ;4M<FO 84AAOI A4 

54;9 4?795DO FBK9> Q??<CF<K9E>B= >D<6B= 

�D4F><9 E6989A<S <; F9BD<< 

"C9D4J<< A48 FBK>4@< Q??<CF<K9E>B= >D<6B= BCD989?SRFES A48 CB?9@ �4?G4 

GF(p), 789 D 3 CDBEFB9 K<E?B (D > 3). �E9 4D<H@9F<K9E><9 BC9D4J<< 6OCB?ASRFES CB 

@B8G?R D. 1??<CF<K9E>4S >D<64S � ;4849FES 6OD4:9A<9@ 

2 3y x ax b= + + , 

789 2 24 27 0a b+ ù  < ( ), , ,x y a b GF pþ . &4>:9 EGM9EF6G9F B8<A Q?9@9AF, A4;O649@O= 

59E>BA9KAB= FBK>B= < B5B;A4K49@O= E<@6B?B@ «"», >BFBDO= 6OEFGC49F 6 DB?< 488<-

F<6AB= 98<A<JO: ( ), :P x y E P O P þ + = . 

�?S E?B:9A<S FBK9> Q??<CF<K9E>B= >D<6B= EGM9EF6GRF E?98GRM<9 CD46<?4: 

• O O= − , 

• ( ) ( ), ,P x y O P x y+ = , 

• ( ) ( ), ,P x y P x y O+ − = . 

"C9D4J<S E?B:9A<S 86GI CDB<;6B?PAOI FBK9> Q??<CF<K9E>B= >D<6B= 6OCB?AS-

9FES E?98GRM<@ B5D4;B@: 

( ) ( ) ( )1 1 2 2 3 3, , ,P x y P x y P x y+ = , 

789 2

3 1 2x x x= − − ; ( )3 1 3 1y x x y= − − ; ( ) ( )2 1 1 2y y x x = − −  3 G7?B6B= >BQHH<J<9AF 

>4E4F9?PAB= > Q??<CF<K9E>B= >D<6B=, <ECB?P;G9@B= 8?S BCD989?9A<S D9;G?PF4F4 E?B-

:9A<S. 

"C9D4J<S G86B9A<S FBK><: 

( ) ( ) ( )1 1 1 1 3 3, , ,P x y P x y P x y+ = , 

789 2

3 12x x= − ; ( )3 1 3 1y x x y= − − ; ( )( ) ( )2

1 13 2x a y = + . 

'@AB:9A<9 FBK>< ( ),P x y Eþ  A4 E>4?SD k A48 GF(p) BCD989?S9FES E9D<9= E?B-

:9A<=: 

 
 D4;

...
k

Q k P P P P= = + + + . 



'@AB:9A<9 FBK>< A4 E>4?SD ?9:<F 6 BEAB69 >D<CFB7D4H<K9E><I 4?7BD<F@B6 A4 

54;9 7DGCCO FBK9> Q??<CF<K9E>B= >D<6B=. 

#D< D4;D45BF>9 >D<CFB7D4H<K9E><I 4?7BD<F@B6 A4 Q??<CF<K9E>B= >D<6B= <AB-

784 FD95G9FES EBCBEF46<FP 84AAB@G BF>DOFB@G F9>EFG A9>BFBDGR FBK>G >D<6B=, CD< 

QFB@ B5D4FAB9 BFB5D4:9A<9 8B?:AB CB;6B?SFP B8AB;A4KAB BCD989?<FP BF>DOFO= 

F9>EF. "8<A <; ECBEB5B6 3 8?S H<>E<DB64AAB7B GD46A9A<S >D<6B= ( )2y f x=  E D4;@9-

DB@ ;484K< l 5<F A48 CB?9@ K 6 >4K9EF69 x->BBD8<A4FO <ECB?P;B64FP ( )n k− -D4;DS8-

AO= F9>EF, 8BCB?A9AAO= k 86B<KAO@< D4;DS84@< F4>, KFB K<E?B ( )f x  3 >648D4FAO= 

6OK9F 6 CB?9 K. �4DP<DGS K<E?B k, @B:AB <;@9ASFP E>BDBEFP L<HDB64A<S < 69DBSF-

ABEFP GEC9LAB7B L<HDB64A<S F9>EF4. &4>B= ECBEB5 J9?9EBB5D4;9A 8?S >D<6OI, A48 

CDBEFO@< CB?S@<, CBE>B?P>G 8?S A4IB:89A<S «8B546><» > BF>DOFB@G F9>EFG AG:AB 

6OK<E?SFP ;A4K9A<S >648D4F<KAB7B I4D4>F9D4, 4 QF4 BC9D4J<S G8B5AB 6OCB?AS9FES 6 

CDBEFB@ CB?9 3 8BEF4FBKAB A4=F< E<@6B? 3>B5<. 

�484A<9 A4 ?45BD4FBDAGR D45BFG 
� EBBF69FEF6<< E 64D<4AFB@ 6O5D4FP C4D4@9FDO Q??<CF<K9E>B= >D<6B= <; #D<-

?B:9A<S 2. �EE?98B64FP CDBJ9EE 6EFD4<64A<S BF>DOFB7B F9>EF4 (#D<?B:9A<9 3) 6 >B-

BD8<A4FG x FBK>< ;484AAB= Q??<CF<K9E>B= >D<6B=. 

%B89D:4A<9 BFK9F4 
� BFK9F9 G>4;4FP J9?P D45BFO, CD98EF46<FP D9;G?PF4FO <EE?98B64A<S. 

�BAFDB?PAO9 6BCDBEO 

1. �OK<E?9A<9 E<@6B?4 3>B5<.  

2. �;6?9K9A<9 >648D4FAOI < >G5<K9E><I >BDA9= 6 >BA9KAB@ CB?9. 

3. '@AB:9A<9 FBK>< Q??<CF<K9E>B= >D<6B= A4 K<E?B. +<E?9AAO= CD<@9D. 

4. #DB9>F<6AO9 >BBD8<A4FO. 

5. 1??<CF<K9E><9 >D<6O9 A48 >BA9KAO@ CB?9@ < A48 D4EL<D9A<9@ >BA9KAB7B 

CB?S. 

 



�45BD4FBDA4S D45BF4 №3 

1?9>FDBAA4S J<HDB64S CB8C<EP �"%& $ 34.10-2018 

*9?P D45BFO: <EE?98B64FP CDBJ9EE HBD@<DB64A<S < CDB69D>< Q?9>FDBAAB= J<HDB-

6B= CB8C<E< CB �"%& $ 34.10-2018 

�D4F><9 E6989A<S <; F9BD<< 

"5M9CD<;A4AA4S EI9@4 (@B89?P) J<HDB6B= CB8C<E< (E@. �%"/ 1� 1488831) 

BI64FO649F E?98GRM<9 CDBJ9EEO:  

3 79A9D4J<S >?RK9= (CB8C<E< < CDB69D>< CB8C<E<); 

3 HBD@<DB64A<9 CB8C<E<;  

3 CDB69D>4 CB8C<E<. � A4EFBSM9@ EF4A84DF9 CDBJ9EE 79A9D4J<< >?RK9= (CB8-

C<E< < CDB69D>< CB8C<E<) A9 D4EE@BFD9A. )4D4>F9D<EF<>< < ECBEB5O D94?<;4J<< 84A-

AB7B CDBJ9EE4 BCD989?SRFES 6B6?9K9AAO@< 6 A97B EG5N9>F4@<, >BFBDO9 GEF4A46?<-

64RF EBBF69FEF6GRM<9 C4D4@9FDO CB 6;4<@AB@G EB7?4EB64A<R.  9I4A<;@ J<HDB6B= 

CB8C<E< BCD989?S9FES CBED98EF6B@ D94?<;4J<< 86GI BEAB6AOI CDBJ9EEB6:  

3 HBD@<DB64A<9 CB8C<E<;  

3 CDB69D>4 CB8C<E<.  

*<HDB64S CB8C<EP CD98A4;A4K9A4 8?S 4GF9AF<H<>4J<< ?<J4, CB8C<E46L97B 

Q?9>FDBAAB9 EBB5M9A<9. �DB@9 FB7B, <ECB?P;B64A<9 1*# CD98BEF46?S9F 6B;@B:-

ABEFP B59EC9K<FP E?98GRM<9 E6B=EF64 CD< C9D984K9 6 E<EF9@9 CB8C<E4AAB7B EBB5M9-

A<S:  

3 BEGM9EF6?9A<9 >BAFDB?S J9?BEFABEF< C9D984649@B7B CB8C<E4AAB7B EBB5M9-

A<S, 

3 8B>4;4F9?PAB9 CB8F69D:89A<9 46FBDEF64 ?<J4, CB8C<E46L97B EBB5M9A<9, 

3 ;4M<F4 EBB5M9A<S BF 6B;@B:AB= CB889?><. 

 

$<EAGB> 1 3 %I9@4 CB8C<E4AAB7B EBB5M9A<S 

 



#B?9 «&9>EF», CB>4;4AAB9 A4 D<EGA>9 1 < 8BCB?ASRM99 CB?9 «*<HDB64S CB8-

C<EP», @B:9F, A4CD<@9D, EB89D:4FP <89AF<H<>4FBDO EG5N9>F4, CB8C<E46L97B EBB5-

M9A<9, </<?< @9F>G 6D9@9A<.  

'EF4AB6?9AA4S 6 �"%& $ 34.10-2018 EI9@4 J<HDB6B= CB8C<E< D94?<;B64A4 E 

<ECB?P;B64A<9@ BC9D4J<= 7DGCCO FBK9> Q??<CF<K9E>B= >D<6B=, BCD989?ёAAB= A48 >B-

A9KAO@ CDBEFO@ CB?9@, 4 F4>:9 IQL-HGA>J<<. �D<CFB7D4H<K9E>4S EFB=>BEFP 84AAB= 

EI9@O J<HDB6B= CB8C<E< BEAB6O649FES A4 E?B:ABEF< D9L9A<S ;484K< 8<E>D9FAB7B 

?B74D<H@<DB64A<S 6 7DGCC9 FBK9> Q??<CF<K9E>B= >D<6B=, 4 F4>:9 A4 EFB=>BEF< <E-

CB?P;G9@B= IQL-HGA>J<<. �?7BD<F@O 6OK<E?9A<S IQL-HGA>J<< GEF4AB6?9AO 6 

�"%& $ 34.11-2018. 

*<HDB64S CB8C<EP, CD98EF46?9AA4S 6 6<89 86B<KAB7B 69>FBD4 8?<AB= 512 <?< 

1024 5<F4. 

�484A<9 A4 ?45BD4FBDAGR D45BFG 
�EE?98B64FP CDBJ9EE HBD@<DB64A<S 1*# 8?S ;484AAB7B 64D<4AF4 F9>EF4: 

4) 6OCB?A<FP CDBJ9EE HBD@<DB64A<S 1*# 8?S 66989AAB7B F9>EF4, CB?GK<FP D9-

;G?PF4FO CB 6E9@ QF4C4@ HBD@<DB64A<S 1*# A4 Q>D4A9 8<EC?9S; 

5) 6OCB?A<FP CDBJ9EE CDB69D>< EBBF69FEF6<S 1*# 66989AAB@G F9>EFG, CB?G-

K<FP D9;G?PF4FO CB 6E9@ QF4C4@ CDB69D>< 1*# A4 Q>D4A9 8<EC?9S; 

6) 6A9EF< <;@9A9A<S 6 <EIB8AO= F9>EF, 6OCB?A<FP CDBJ9EE CDB69D>< 1*# 8?S 

@B8<H<J<DB64AAB7B F9>EF4, G598<FPES 6 A9EBBF69FEF6<< 1*# @B8<H<J<DB64AAB@G 

F9>EFG; 

7) CB6FBD<FP CGA>FO 4−6 8?S F9>EFB6 D4;?<KAB= 8?<AO < AB6OI <EIB8AOI K<E-

?B6OI ;A4K9A<= 8?S HBD@<DB64A<S 1*#; 

#DB69EF< E94AE HBD@<DB64A<S 1*# < CDB69D>< 99 CB8?<AABEF< CB E?98GRM9@G 

CDBFB>B?G: 

4) EFG89AF � 3 CB8C<E4AF Q?9>FDBAAB7B 8B>G@9AF4, E4@BEFBSF9?PAB 6OK<E?S9F 

>?RK< 8?S HBD@<DB64A<S < CDB69D>< CB8?<AABEF< 1*#; 

5) EFG89AF � C9D9849F CB BF>DOFB@G >4A4?G E6S;< (CG5?<KAB B5NS6?S9F, C9D9-

849F CB ?B>4?PAB= E9F<, >BC<DG9F A4 H?QL-8<E>) >?RK CDB69D>< CB8?<AABEF< 1*# 

EFG89AFG �. %9>D9FAO= >?RK 8?S HBD@<DB64A<S 1*# EBID4AS9FES <@ 6 F4=A9 BF 8DG-

7<I EFG89AFB6, 6OCB?ASRM<I ?45BD4FBDAGR D45BFG; 



6) EFG89AF � EBEF46?S9F Q?9>FDBAAO= 8B>G@9AF m þ M, 6OK<E?S9F 8?S A97B IQL-

;A4K9A<9 < 1*#; 

7) EFG89AF � C9D9849F CB BF>DOFB@G >4A4?G E6S;< (CB ?B>4?PAB= E9F<, >BC<DG9F 

A4 8<E>9FG) 6 48D9E EFG89AF4 � Q?9>FDBAAO= 8B>G@9AF E 1*#; 

8) EFG89AF � − CB?GK4F9?P Q?9>FDBAAB7B 8B>G@9AF4, ;4M<M9AAB7B 1*#, <ECB?P-

;GS <;69EFAGR HGA>J<R IQL<DB64A<S < BF>DOFO= >?RK 1*#, CDB69DS9F 99 CB8?<A-

ABEFP < G59:849FES 6 J9?BEFABEF< CB?GK9AAB7B Q?9>FDBAAB7B 8B>G@9AF4; 

9) EFG89AF % − 6OCB?ASS DB?P ";?BG@OL?9AA<>4", A4 QF4C9 C9D984K< Q?9>FDBA-

AB7B 8B>G@9AF4 E 1*# BF EFG89AF4 � > EFG89AFG � BEGM9EF6?S9F 97B @B8<H<>4J<R 

</<?< CB889?>G 1*# CBED98EF6B@ CB85BD4 E9>D9FAB7B >?RK4 8?S 99 6OK<E?9A<S. #B-

?GK9AAO= Q?9>FDBAAO= 8B>G@9AF E 1*# C9D9849FES EFG89AFG �; 

:) EFG89AF �, BEGM9EF6?SS CDB69D>G 1*#, G59:849FES 6 99 A9EBBF69FEF6<< CB-

?GK9AAB@G Q?9>FDBAAB@G 8B>G@9AFG. $9;G?PF4FO <EE?98B64A<S B5NS6?SRFES EFG89A-

F4@ � < %.  

%B89D:4A<9 BFK9F4 
� BFK9F9 G>4;4FP J9?P D45BFO, EI9@G HGA>J<< IQL<DB64A<S E C4D4@9FD4@<, EB-

BF69FEF6GRM<@< 64D<4AFG <A8<6<8G4?PAB7B ;484A<S, EI9@O 4?7BD<F@B6 <EE?98B64A-

AOI HGA>J<< IQL<DB64A<S < 1*#, D9;G?PF4FO, CB?GK9AAO9 CD< 4CDB5<DB64A<< CDB-

J9EEB6 IQL<DB64A<S < HBD@<DB64A<S 1*#, 4A4?<; CB?GK9AAOI D9;G?PF4FB6 < 6O6B8O 

CB ?45BD4FBDAB= D45BF9. 

�BAFDB?PAO9 6BCDBEO 

1. �?S >4><I J9?9= E?G:<F HGA>J<S IQL<DB64A<S < >4><@< BEAB6AO@< 

E6B=EF64@< BA4 B5?4849F? 

2. � K9@ ;4>?RK4RFES @9FB8O D94?<;4J<< HGA>J<< IQL<DB64A<S, BEAB64A-

AO9 A4 4?7BD<F@4I E<@@9FD<KAB7B 5?BKAB7B L<HDB64A<S? 

3. � K9@ ;4>?RK4RFES @9FB8O D94?<;4J<< HGA>J<< IQL<DB64A<S, BEAB64A-

AO9 A4 K<E?B6OI >BDD9>F<DGRM<I >B84I? 

4. !4 >4><I @4F9@4F<K9E><I CD<AJ<C4I < ;484K4I (CDB5?9@4I) BEAB64A4 

1*# CB 4?7BD<F@G �"%& $ 34.10−2018? 

5. �4> ;4849FES Q??<CF<K9E>4S >D<64S A48 CDBEFO@ CB?9@?  

6. +FB A4;O649FES <A64D<4AFB@ Q??<CF<K9E>B= >D<6B=?  



7. �4> BCD989?SRFES >BQHH<J<9AFO Q??<CF<K9E>B= >D<6B=? 

8. �4>GR 8?<AG <@99F IQL-;A4K9A<9, CB?GK9AAB9 CB �"%& $ 34.10−2018? 

9. �4> D94?<;G9FES HGA>J<S IQL<DB64A<S CB �"%& $ 34.11−2018? � K9@ 99 

CD9<@GM9EF6B CB ED46A9A<R E 8DG7<@< F<C4@< IQL-HGA>J<=?  

10. �4><9 8?<AO >?RK9= (<EIB8AOI ;A4K9A<=) D9>B@9A8B64AO 8?S <ECB?P;B-

64A<S A4 CD4>F<>9 CD< HBD@<DB64A<< 1*# �"%& $ 34.10−2018? 

11. �4><@ GE?B6<S@ 8B?:AO G8B6?9F6BDSFP C4D4@9FDO 1*# CB �"%& $ 

34.10−2018? 

12. �4><9 BF?<K<F9?PAO9 BEB59AABEF<, 8BEFB<AEF64 < A98BEF4F>< I4D4>F9DAO 

8?S 1*# CB �"%& $ 34.10−2018? 

 



�45BD4FBDA4S D45BF4 №4 

#4DB?PA4S ;4M<F4 

*9?P D45BFO: <EE?98B64FP @9DO CDBF<6B89=EF6<S G7DB;4@ C4DB?PAB= ;4M<FO. 

�D4F><9 E6989A<S <; F9BD<< 

!4<5B?99 D4ECDBEFD4A9AAO9 @9FB8O 4GF9AF<H<>4J<< BEAB64AO A4 CD<@9A9A<< 

@AB7BD4;B6OI <?< B8ABD4;B6OI C4DB?9=. �;-;4 E6B97B L<DB>B7B D4ECDBEFD4A9A<S < 

CDBEFBFO D94?<;4J<< C4DB?PAO9 EI9@O K4EFB 6 C9D6GR BK9D98P EF4AB6SFES @<L9APR 

4F4> ;?BG@OL?9AA<>B6. 1F< @9FB8O 6>?RK4RF E?98GRM<9 D4;AB6<8ABEF< ECBEB5B6 

4GF9AF<H<>4J<<: CB ID4A<@B= >BC<< C4DB?S <?< 97B E6ёDF>9 ( plaintext-equivalent ); 

CB A9>BFBDB@G CDB69DBKAB@G ;A4K9A<R ( verifier - based ); 59; A9CBED98EF69AAB= C9-

D984K< <AHBD@4J<< B C4DB?9 CDB69DSRM9= EFBDBA9 ( zero - knowledge ); E <ECB?P;B-

64A<9@ C4DB?S 8?S CB?GK9A<S >D<CFB7D4H<K9E>B7B >?RK4 ( cryptographic )  

� C9D6GR D4;AB6<8ABEFP ECBEB5B6 6IB8SF E<EF9@O 4GF9AF<H<>4J<<, CD98CB?4-

74RM<9 A4?<K<9 G B59<I EFBDBA >BC<< C4DB?S <?< 97B E69DF><. �?S BD74A<;4J<< F4-

><I E<EF9@ FD95G9FES EB;84FP < CB889D:<64FP 54;G 84AAOI, EB89D:4MGR C4DB?< <?< 

E69D>< C4DB?9= 6E9I CB?P;B64F9?9=. �I E?45B= EFBDBAB= S6?S9FES FB, KFB CB?GK9A<9 

;?BG@OL?9AA<>B@ QFB= 54;O 84AAOI CB;6B?S9F 9@G CDBIB8<FP 4GF9AF<H<>4J<R BF 

<@9A< ?R5B7B CB?P;B64F9?S. %CBEB5O, EBEF46?SRM<9 6FBDGR D4;AB6<8ABEFP, B59EC9-

K<64RF 5B?99 6OEB>GR EF9C9AP 59;BC4EABEF< C4DB?PAB= E<EF9@O, F4> >4> CDB69DBK-

AO9 ;A4K9A<S, IBFS BA< < ;46<ESF BF C4DB?9=, A9 @B7GF 5OFP A9CBED98EF69AAB <ECB?P-

;B64AO ;?BG@OL?9AA<>B@ 8?S 4GF9AF<H<>4J<<. !4>BA9J, 4GF9AF<H<>4J<S 59; CD98B-

EF46?9A<S CDB69DSRM9= EFBDBA9 >4>B= 5O FB A< 5O?B <AHBD@4J<< B C4DB?9 B59EC9-

K<649F A4<5B?PLGR EF9C9AP ;4M<FO. 1FBF ECBEB5 74D4AF<DG9F 59;BC4EABEFP 84:9 6 

FB@ E?GK49, 9E?< A4DGL9A4 D45BF4 CDB69DSRM9= EFBDBAO ( A4CD<@9D, 6 CDB7D4@@G 

D97<EFD4J<< 6 E<EF9@9 6A98D9A "FDBSAE><= >BAP" ). "EB5O@ CB8IB8B@ 6 F9IAB?B7<< 

CDB69D>< CB8?<AABEF< S6?SRFES >D<CFB7D4H<K9E><9 CDBFB>B?O 4GF9AF<H<>4J<<. &4-

><9 CDBFB>B?O BC<EO64RF CBE?98B64F9?PABEFP 89=EF6<=, >BFBDGR 8B?:AO EB69D-

L<FP EFBDBAO 8?S 6;4<@AB= 4GF9AF<H<>4J<<, >DB@9 FB7B, QF< 89=EF6<S, >4> CD46<?B, 

EBK9F4RFES E 79A9D4J<9= < D4ECD989?9A<9@ >D<CFB7D4H<K9E><I >?RK9= 8?S L<HDB-

64A<S CBE?98GRM97B <AHBD@4J<BAAB7B B5@9A4. �BDD9>FABEFP CDBFB>B?B6 4GF9AF<-

H<>4J<< 6OF9>49F <; E6B=EF6 ;489=EF6B64AAOI 6 A<I @4F9@4F<K9E><I < 



>D<CFB7D4H<K9E><I CD9B5D4;B64A<= < @B:9F 5OFP EFDB7B 8B>4;4A4.  

 

$<EGAB> 4.1 3 "EAB6AB= 64D<4AF EI9@O ;4M<M9AAOI C4DB?9= 

 

$<EGAB> 4.2 3 �4D<4AF EI9@O ;4M<M9AAOI C4DB?9=, GEFB=K<6O= > F45?<KAB= 

4F4>9 

 

$<EGAB> 4.3 3 "EAB6AB= 64D<4AF C4DB?PAB= ;4M<FO CD< >B@CDB@9F4J<< CDB-

69DSRM97B 



 

$<EGAB> 4.4 3 'EB69DL9AEF6B64AAO= 64D<4AF EI9@O C4DB?PAB= ;4M<FO CD< 

>B@CDB@9F4J<< CDB69DSRM97B 

 

$<EGAB> 4.5 3 �4M<F4 BF A9E4A>J<BA<DB64AAB7B 6BECDB<;6989A<S 

 

$<EGAB> 4.6 3 %I9@4 B8ABD4;B6OI C4DB?9= 



 

$<EGAB> 4.7 3 %I9@4 4GF9AF<H<>4J<< CB @9FB8G «;4CDBE-BF69F» 

�484A<9 A4 ?45BD4FBDAGR D45BFG 
�EE?98B64FP @9I4A<;@ C4DB?PAB= ;4M<FO. 

�4D<4AF %I9@4 

1 $<EGAB> 4.1 

2 $<EGAB> 4.2 

3 $<EGAB> 4.3 

4 $<EGAB> 4.4 

5 $<EGAB> 4.5 

6 $<EGAB> 4.6 

7 $<EGAB> 4.7 

8 plaintext-equivalent 

9 verifier-based 

10 zero-knowledge 

11 cryptographic 

12 One-Time Password System 

(N. Haller, C. Metz) 

%B89D:4A<9 BFK9F4 
� BFK9F9 G>4;4FP J9?P D45BFO, CD98EF46<FP D9;G?PF4FO <EE?98B64A<=. 

�BAFDB?PAO9 6BCDBEO 

1. "EAB6AB= 64D<4AF EI9@O ;4M<M9AAOI C4DB?9=. 

2. �4D<4AF EI9@O ;4M<M9AAOI C4DB?9=, GEFB=K<6O= > F45?<KAB= 4F4>9. 



3. "EAB6AB= 64D<4AF C4DB?PAB= ;4M<FO CD< >B@CDB@9F4J<< CDB69DSRM97B. 

4. 'EB69DL9AEF6B64AAO= 64D<4AF EI9@O C4DB?PAB= ;4M<FO CD< >B@CDB@9F4-

J<< CDB69DSRM97B. 

5. �4M<F4 BF A9E4A>J<BA<DB64AAB7B 6BECDB<;6989A<S. 

6. %I9@4 B8ABD4;B6OI C4DB?9=. 

7. %I9@4 4GF9AF<H<>4J<< CB @9FB8G «;4CDBE-BF69F». 

 



�45BD4FBDA4S D45BF4 № 5 

�D<CFB7D4H<K9E><9 @9FB8O 4GF9AF<H<>4J<< 

*9?P D45BFO: <EE?98B64FP D9:<@O 4GF9AF<H<>4J<<. 

�D4F><9 E6989A<S <; F9BD<< 

 AB7<9 E<EF9@O 4GF9AF<H<>4J<< <ECB?P;GRF 8?S E4@B= 4GF9AF<H<>4J<< <?< 

CD98EF46?9A<S >BAF9>EF4 8BEFGC4 4?7BD<F@ L<HDB64A<S E BF>DOFO@ >?RKB@ RSA. 

%CBEB5O 4GF9AF<H<>4J<<, BEAB64AAO9 A4 RSA, E6B8SFES > E?98GRM9@G 4?7BD<F@G. 

• %<EF9@4 � 79A9D<DG9F CBE?98B64F9?PABEFP 54=FB6, B5OKAB E?GK4=AGR, 

>B8<DG9F 99 E6B<@ >?RKB@ < CBEO?49F E<EF9@9 �. 

• %<EF9@4 � D4E>B8<DG9F 99 E6B<@ >?RKB@. 1FB 6B;@B:AB, FB?P>B 9E?< E<-

EF9@O 6?489RF C4DAO@< >?RK4@<. 

• %<EF9@O F9@ <?< <AO@ ECBEB5B@ B5@9A<64RFES "CD46<?PAO@<" ;A4K9A<-

S@< ;4L<HDB64AAB= CBEO?><. 

�?S CD<@9D4 D4EE@BFD<@ CD<AJ<C RSA-4GF9AF<H<>4J<< 6 C4>9F9 ssh 3 Secure 

Shell. #4>9F CD98EF46?S9F EB5B= HGA>J<BA4?PAGR ;4@9AG CDB7D4@@ rlogin/rsh < EBBF-

69FEF6GRM97B QF<@ CDB7D4@@4@ 89@BA4 rshd. � C4>9F 6IB8SF CDB7D4@@O ssh (>?<9AF) 

< sshd (E9D69D), 4 F4>:9 GF<?<FO 8?S 79A9D4J<< >?RK9= RSA < GCD46?9A<S <@<. ssh 

<ECB?P;G9F RSA 8?S CDB;D4KAB= 4GF9AF<H<>4J<< CB?P;B64F9?S CD< 6IB89 6 G84?9A-

AGR E<EF9@G. �DB@9 FB7B, ssh/sshd @B7GF BEGM9EF6?SFP L<HDB64A<9 84AAOI, C9D984-

649@OI CB ?<A<< 6B 6D9@S E94AE4 E6S;< < 6OCB?ASFP DS8 8DG7<I CB?9;AOI HGA>J<=. 

�B784 <; G84?9AAB= E<EF9@O->?<9AF4 CD<IB8<F ;4CDBE A4 4GF9AF<H<>4J<R, 

sshd ;4CD4L<649F CG5?<KAO= >?RK. �E?< CB?GK9AAO= >?RK EB6C4849F E ID4ASM<@ES 

6 H4=?9 ;A4K9A<9@ 8?S QFB= E<EF9@O, E9D69D 79A9D<DG9F E?GK4=AGR CBE?98B64F9?P-

ABEFP <; 256 5<F, L<HDG9F 99 CG5?<KAO@ >?RKB@ < CBEO?49F >?<9AFG. �?<9AF D4E-

L<HDB6O649F CBEO?>G E6B<@ ?<KAO@ >?RKB@, 6OK<E?S9F 128-5<FB6GR >BAFDB?PAGR 

EG@@G < 6B;6D4M4RF 99 E9D69DG. %9D69D ED46A<649F CB?GK9AAGR CBE?98B64F9?PABEFP 

E CD46<?PAB= >BAFDB?PAB= EG@@B= < CD<A<@49F 4GF9AF<H<>4J<R 6 E?GK49 EB6C489-

A<S. &9BD9F<K9E>< >BAFDB?PAO9 EG@@O @B7GF EB6C4EFP < 6 E?GK49 A9EB6C489A<S >?R-

K9=, AB 69DBSFABEFP F4>B7B EB5OF<S >D4=A9 @4?4. 

 



%<EF9@4 7DGCCB6B= D45BFO Lotus Notes F4>:9 <ECB?P;G9F 8?S 4GF9AF<H<>4J<< 

BF>DOFO= >?RK. #D< EB;84A<< GK9FAB= ;4C<E< CB?P;B64F9?S 79A9D<DGRFES 621-5<F-

AO= CD<64FAO= < EBBF69FEF6GRM<= 9@G CG5?<KAO= >?RK<. #G5?<KAO= >?RK D4;@9-

M49FES 6 8B@9AAB= 48D9EAB= >A<79. #D<64FAO= >?RK CB869D749FES L<HDB64A<R ;4-

>DOFO@ >?RKB@, >BFBDO= CBFB@ ;4CD4L<649FES G CB?P;B64F9?S 6 >4K9EF69 C4DB?S, < 

EBID4AS9FES 6 <89AF<H<>4J<BAAB@ H4=?9. 

+FB5O 4GF9AF<H<J<DB64FPES 6 E<EF9@9, CB?P;B64F9?P 8B?:9A G>4;4FP <89AF<-

H<>4J<BAAO= H4=? < A45D4FP C4DB?P, >BFBDO= CB;6B?<F D4EL<HDB64FP ID4ASM<=ES 6 

H4=?9 CD<64FAO= >?RK. #BE?9 QFB7B 6E9 C4>9FO, >BFBDO@< CB?P;B64F9?P B5@9A<64-

9FES E E9D69DB@ Notes, EA45:4RFES J<HDB6B= CB8C<EPR A4 BEAB69 QFB7B >?RK4. %9D-

69D @B:9F CDB69D<FP 4GF9AF<KABEFP CB8C<E<, <ECB?P;GS ID4ASM<=ES 6 97B 48D9EAB= 

>A<79 CG5?<KAO= >?RK. 

�B?99 E?B:A4S E<FG4J<S 6B;A<>49F, >B784 CB?P;B64F9?P 8B?:9A 4GF9AF<H<J<-

DB64FPES 6 8DG7B@ 8B@9A9, 6 48D9EAOI >A<74I >BFBDB7B BA A9 K<E?<FES. +FB5O E89?4FP 

F4>GR 46FBD<;4J<R 6B;@B:AB=, Notes 66B8<F 9M9 B8AB CBASF<9: E9DF<H<>4F 8B@9A4. 

1FBF E9DF<H<>4F F4>:9 CD98EF46?S9F EB5B= C4DG >?RK9=, C4DB?P > CD<64FAB@G >?RKG 

>BFBDB= <;69EF9A FB?P>B 48@<A<EFD4FBD4@ 8B@9A4. �4:8O= <89AF<H<>4J<BAAO= 

H4=?, EB;84649@O= 6 8B@9A9, CB8C<EO649FES CD<64FAO@ >?RKB@ QFB7B E9DF<H<>4F4. 

$97<EFD<DGSEP 6 KG:B@ 8B@9A9, CB?P;B64F9?P CD98NS6?S9F E6B< <@S < CG5?<K-

AO= >?RK, CB8C<E4AAO9 E9DF<H<>4FB@ E6B97B 8B@9A4. �E?< CD<A<@4RM<= 8B@9A A9 

;A49F F4>B7B E9DF<H<>4F4, 4GF9AF<H<>4J<S BF69D749FES. +FB5O 8B@9A @B7 CD<;A4FP 

KG:B= E9DF<H<>4F, 97B 48@<A<EFD4FBD 8B?:9A CDB69EF< >DBEE-E9DF<H<>4J<R, 4 CB-

CDBEFG 7B6BDS EB;84FP 6 8B@9AAB= 48D9EAB= >A<79 8B>G@9AF, 6 >BFBDB@ ID4A<FES CG5-

?<KAO= >?RK E9DF<H<>4F4 8B@9A4. 

 9FB8O, BEAB64AAO9 A4 RSA < 8DG7<I 4?7BD<F@4I L<HDB64A<S, A9 @B7GF D9-

L<FP CDB5?9@O D4ECDBEFD4A9A<S CDBDO64 59;BC4EABEF< @9:8G 8B69DS9@O@< E<EF9-

@4@<: CDBA<>L<= 6 8B69DS9@GR E<EF9@G 6;?B@M<> CB?GK49F 8BEFGC > CD<64FAO@ 

>?RK4@ < @B:9F <ECB?P;B64FP <I 8?S A9@98?9AAB= D97<EFD4J<< 6 ?R5B= <; 8B69DSR-

M<I E<EF9@ <?< 84:9 E>BC<DB64FP >?RK< 8?S CDBA<>AB69A<S 6 QF< E<EF9@O 6 5B?99 

G8B5AB9 6D9@S. ,<HDB64A<9 CD<64FAB7B >?RK4 C4DB?9@ A9E>B?P>B GE?B:AS9F BEG-

M9EF6?9A<9 F4>B= BC9D4J<<, AB 6 QFB@ E?GK49 6;?B@M<> @B:9F BEGM9EF6<FP 



E?B64DAGR 4F4>G. "8A4>B, >4> G:9 7B6BD<?BEP D4A99, QFB S6?S9FES CD4>F<K9E>< A9<;-

59:AB= C?4FB= ;4 D4;D9L9A<9 46FB@4F<K9E>B= D97<EFD4J<< 6 A9E>B?P><I E<EF9@4I. 

� FB :9 6D9@S >D<CFB7D4H<K9E><9 @9FB8O CD4>F<K9E>< GEFD4ASRF BC4EABEFP <@<F4-

J<< 8B69DS9@B= E<EF9@O CGF9@ CB8@9AO E9F96B7B 48D9E4 < ;A4K<F9?PAB G69?<K<64RF 

A489:ABEFP 8DG7<I @9FB8B6 4GF9AF<H<>4J<<. !4CD<@9D, C9D984K4 C4DB?S CB E9F< 6 

;4L<HDB64AAB@ 6<89, BEB59AAB CD< <ECB?P;B64A<< 86GI>?RK96B7B L<HDB64A<S <?< 

8<A4@<K9E><I >?RK9=, CD4>F<K9E>< GEFD4AS9F 6B;@B:ABEFP D4E>DOF<S C4DB?S E CB-

@BMPR 97B CB8E?GL<64A<S < F. 8. 

�484A<9 A4 ?45BD4FBDAGR D45BFG 
�EE?98B64FP >D<CFB7D4H<K9E><9 @9FB8O 4GF9AF<H<>4J<<. #D< EB6C489A<< 64-

D<4AFB6 @9FB8B6 4GF9AF<H<>4J<< 4?7BD<F@O L<HDB64A<S 8B?:AO D4;?<K4FPES. 

�4D<4AF  9FB8 

1 �GF9AF<H<>4J<S 6 D9:<@9 on-line A4 
54;9 E<@@9FD<KAB= >D<CFBE<EF9@O 

2 �GF9AF<H<>4J<S 6 D9:<@9 on-line A4 
54;9 4E<@@9FD<KAB= >D<CFBE<EF9@O 

3 �GF9AF<H<>4J<S CD< GK4EF<< A9E>B?P-
><I E9D69DB6 

4 �GF9AF<H<>4J<S 6 D9:<@9 off-line A4 
54;9 E<@@9FD<KAB= >D<CFBE<EF9@O 

5 �GF9AF<H<>4J<S 6 D9:<@9 off-line A4 
54;9 4E<@@9FD<KAB= >D<CFBE<EF9@O 

6 
�GF9AF<H<>4J<S E CD<6?9K9A<9@ 4D-
5<FD4 A4 54;9 E<@@9FD<KAB= >D<CFBE<-
EF9@O  

7 
�GF9AF<H<>4J<S E CD<6?9K9A<9@ 4D-
5<FD4 A4 54;9 4E<@@9FD<KAB= >D<CFBE<-
EF9@O 

8 �GF9AF<H<>4J<S 6 D9:<@9 on-line A4 
54;9 E<@@9FD<KAB= >D<CFBE<EF9@O 

9 �GF9AF<H<>4J<S 6 D9:<@9 on-line A4 
54;9 4E<@@9FD<KAB= >D<CFBE<EF9@O 

10 �GF9AF<H<>4J<S CD< GK4EF<< A9E>B?P-
><I E9D69DB6 

11 �GF9AF<H<>4J<S 6 D9:<@9 off-line A4 
54;9 E<@@9FD<KAB= >D<CFBE<EF9@O 

12 �GF9AF<H<>4J<S 6 D9:<@9 off-line A4 
54;9 4E<@@9FD<KAB= >D<CFBE<EF9@O 

 

%B89D:4A<9 BFK9F4 



� BFK9F9 G>4;4FP J9?P D45BFO, CD98EF46<FP D9;G?PF4FO <EE?98B64A<S. 

�BAFDB?PAO9 6BCDBEO 

1. �GF9AF<H<>4J<S 6 D9:<@9 on-line A4 54;9 E<@@9FD<KAB= >D<CFBE<EF9@O. 

2. �GF9AF<H<>4J<S 6 D9:<@9 on-line A4 54;9 4E<@@9FD<KAB= >D<CFBE<EF9@O. 

3. �GF9AF<H<>4J<S CD< GK4EF<< A9E>B?P><I E9D69DB6. 

4. �GF9AF<H<>4J<S 6 D9:<@9 off-line A4 54;9 E<@@9FD<KAB= >D<CFBE<EF9@O. 

5. �GF9AF<H<>4J<S 6 D9:<@9 off-line A4 54;9 4E<@@9FD<KAB= >D<CFBE<EF9@O. 

6. �GF9AF<H<>4J<S E CD<6?9K9A<9@ 4D5<FD4 A4 54;9 E<@@9FD<KAB= >D<CFBE<-

EF9@O. 

7. �GF9AF<H<>4J<S E CD<6?9K9A<9@ 4D5<FD4 A4 54;9 4E<@@9FD<KAB= >D<CFBE<-

EF9@O. 

 



�45BD4FBDA4S D45BF4 № 6 

�4M<F4 A4 >4A4?PAB@ GDB6A9 

*9?P D45BFO: <EE?98B64FP CDBFB>B?O ;4M<M9AAOI >4A4?B6 (PPTP, L2F, L2TP) 

�D4F><9 E6989A<S <; F9BD<< 

�<DFG4?PAO9 K4EFAO9 E9F< E G84?9AAO@ 8BEFGCB@ (Virtual Private Dialup Net-

works 4 VPDN) CB;6B?SRF >DGCAO@ >B@C4A<S@ D4EL<DSFP E6B< K4EFAO9 E9F<, <E-

CB?P;GS ?<A<< G84?9AAB= E6S;<. !B6O9 F9IAB?B7<< EA<@4RF CDB5?9@G 6OEB>B= EFB-

<@BEF< @9:8G7BDB8A9= <?< @9:8GA4DB8AB= E6S;< < CDB5?9@G A<;>B= ;4M<M9AABEF< 

B5M<I F9?9HBAAOI ?<A<= < >4A4?B6 �AF9DA9F, K9D9; >BFBDO9 G84?9AAO= CB?P;B64-

F9?P CB?GK49F 8BEFGC > >BDCBD4F<6AB= E9F<. !B6O9 F9IAB?B7<< CD98BEF46?SRF G84-

?9AAO@ BH<E4@ < CB?P;B64F9?S@ 59;BC4EAO= 8BEFGC > <AHD4EFDG>FGD9 CD98CD<SF<S 

K9D9; @9EFAB9 CB8>?RK9A<9 > E9F< �AF9DA9F. � A4EFBSM99 6D9@S 8?S QFB7B <ECB?P;G-

RFES FD< CDBFB>B?4: CDBFB>B? QEF4H9FAB= C9D984K< A4 6FBDB@ GDB6A9 (Layer 2 For-

warding 4 L2F), E>6B;AB= FGAA9?PAO= CDBFB>B? (Point-to-Point Tunneling Protocol 4 

$$&$) < FGAA9?PAO= CDBFB>B? 6FBDB7B GDB6AS (Layer 2 Tunneling Protocol 4 L2TP). 

#DBFB>B? QEF4H9FAB= C9D984K< A4 6FBDB@ GDB6A9 (Layer 2 Forwarding 4 L2F) 

5O? D4;D45BF4A >B@C4A<9= Cisco Systems. "A B59EC9K<649F FGAA9?<DB64A<9 CDBFB>B-

?B6 >4A4?PAB7B GDB6AS (FB 9EFP HD9=@B6 High-Level Data Link Control [HDLC], async 

HDLC <?< Serial Line Internet Protocol [SLIP]) E <ECB?P;B64A<9@ CDBFB>B?B6 5B?99 

6OEB>B7B GDB6AS, A4CD<@9D, IP. % CB@BMPR F4><I FGAA9?9= @B:AB D4;89?<FP @9EFB-

CB?B:9A<9 E9D69D4 G84?9AAB7B 8BEFGC4, > >BFBDB@G CB8>?RK49FES CB?P;B64F9?P, <E-

CB?P;GS @9EFAO9 >B@@GF<DG9@O9 ?<A<< E6S;<, < FBK><, 789 CDB<EIB8<F A9CBED98-

EF69AA4S B5D45BF>4 CDBFB>B?4 G84?9AAB7B 8BEFGC4 (SLIP, PPP), < CB?P;B64F9?P CB?G-

K49F 8BEFGC 6 E9FP. 1F< FGAA9?< 84RF 6B;@B:ABEFP <ECB?P;B64FP CD<?B:9A<S, FD95G-

RM<9 G84?9AAB7B 8BEFGC4 E K4EFAO@< 48D9E4@< IP, IPX < AppleTalk K9D9; CDBFB>B? 

SLIP/PPP CB EGM9EF6GRM9= <AHD4EFDG>FGD9 �AF9DA9F. #B889D:>4 F4><I @AB7BCDB-

FB>B?PAOI CD<?B:9A<= 6<DFG4?PAB7B G84?9AAB7B 8BEFGC4 BK9AP 6O7B8A4 >BA9KAO@ 

CB?P;B64F9?S@ < A9;46<E<@O@ CBEF46M<>4@ GE?G7, CBE>B?P>G CB;6B?S9F D4;89?<FP A4 

6E9I D4EIB8O A4 ED98EF64 8BEFGC4 < 54;B6GR <AHD4EFDG>FGDG < 849F 6B;@B:ABEFP BEG-

M9EF6?SFP 8BEFGC K9D9; @9EFAO9 ?<A<< E6S;<. �DB@9 FB7B, F4>B= CB8IB8 ;4M<M49F 

<A69EF<J<<, E89?4AAO9 6 EGM9EF6GRM<9 CD<?B:9A<S, D45BF4RM<9 A9 CB CDBFB>B?G 



IP, CD98BEF46?SS ;4M<M9AAO= 8BEFGC > A<@ < 6 FB :9 6D9@S CB889D:<64S <AHD4EFDG>-

FGDG 8BEFGC4 > �AF9DA9F. 

%>6B;AB= FGAA9?PAO= CDBFB>B? Point-to-Point Tunneling Protocol ($$&$) EB;84A 

>BDCBD4J<9= Microsoft. "A A<>4> A9 @9AS9F CDBFB>B? $$$, AB CD98BEF46?S9F 8?S A97B 

AB6B9 FD4AECBDFAB9 ED98EF6B. � D4@>4I QFB7B CDBFB>B?4 BCD989?S9FES 4DI<F9>FGD4 

>?<9AF/E9D69D, CD98A4;A4K9AA4S 8?S D4;89?9A<S HGA>J<=, >BFBDO9 EGM9EF6GRF 6 F9-

>GM<I NAS, < 8?S CB889D:>< 6<DFG4?PAOI K4EFAOI E9F9= (VPN). %9D69D E9F< $$&$ 

(PNS) 8B?:9A D45BF4FP CB8 GCD46?9A<9@ BC9D4J<BAAB= E<EF9@O B5M97B A4;A4K9A<S, 

4 >?<9AF, >BFBDO= A4;O649FES >BAJ9AFD4FBDB@ 8BEFGC4 > $$&$ ($�%), D45BF49F A4 

C?4FHBD@9 G84?9AAB7B 8BEFGC4. $$&$ BCD989?S9F CDBFB>B? GCD46?9A<S 6O;B64@<, >B-

FBDO= CB;6B?S9F E9D69DG GCD46?SFP G84?9AAO@ >B@@GF<DG9@O@ 8BEFGCB@ K9D9; F9-

?9HBAAO9 E9F< B5M97B CB?P;B64A<S (PSTN) <?< J<HDB6O9 >4A4?O ISDN <?< <A<J<4-

?<;<DB64FP <EIB8SM<9 >B@@GF<DG9@O9 EB98<A9A<S. $$&$ <ECB?P;G9F @9I4A<;@ B5-

M9= @4DLDGFAB= <A>4CEG?SJ<< (GRE) 8?S C9D984K< C4>9FB6 $$$, B59EC9K<64S CD< 

QFB@ >BAFDB?P CBFB>B6 < E9F96OI ;4FBDB6. �9;BC4EABEFP 84AAOI 6 $$&$ @B:9F B59E-

C9K<64FPES CD< CB@BM< CDBFB>B?4 IPSec. #DBFB>B?O L2F < $$&$ <@9RF EIB8AGR 

HGA>J<BA4?PABEFP. �B@C4A<< Cisco < Microsoft EB7?4E<?<EP 6@9EF9 (6 D4@>4I IETF) 

D4;D45BF4FP 98<AO= EF4A84DFAO= CDBFB>B?, >BFBDO= CB?GK<? A4;64A<9 FGAA9?PAB7B 

CDBFB>B?4 6FBDB7B GDB6AS (Layer 2 Tunneling Protocol 4 L2TP). 

�484A<9 A4 ?45BD4FBDAGR D45BFG 
�EE?98B64FP CDBFB>B?O FGAA9?<DB64A<S. 

%B89D:4A<9 BFK9F4 
� BFK9F9 G>4;4FP J9?P D45BFO, CD<69EF< D9;G?PF4FO <EE?98B64A<=. 

�BAFDB?PAO9 6BCDBEO 

1. (BD@4F ;47B?B6>4. 

2. &<CO GCD46?SRM<I EBB5M9A<=. 

3. #DBFB>B?PAO9 BC9D4J<<. 

4. #D<@9A9A<9 CDBFB>B?B6 FGAA9?<DB64A<S. #D<@9DO. 

5. �9;BC4EABEFP C4>9FAB7B GDB6AS. 

6. �9;BC4EABEFP A4 >BAJ9 FGAA9?S. 



�45BD4FBDA4S D45BF4 № 7 

�4M<F4 A4 E9F96B@ GDB6A9 

*9?P D45BFO: <EE?98B64A<9 ED98EF6 59;BC4EABEF< IPSec 

�D4F><9 E6989A<S <; F9BD<< 

�9;BC4EAO= CDBFB>B? IP (IPSec) CD98EF46?S9F EB5B= A45BD EF4A84DFB6, <ECB?P-

;G9@OI 8?S ;4M<FO 84AAOI < 8?S 4GF9AF<H<>4J<< A4 GDB6A9 IP. &9>GM<9 EF4A84DFO 

IPSec 6>?RK4RF A9;46<E<@O9 BF 4?7BD<F@B6 54;B6O9 EC9J<H<>4J<<, >BFBDO9 S6?S-

RFES EF4A84DFAO@< RFC. 

IPsec CD98A4;A4K9A 8?S 59;BC4EAB7B 6;4<@B89=EF6<S A4 BEAB69 >D<CFB7D4H<< 

8?S IPv4 < IPv6. !45BD E9D6<EB6 59;BC4EABEF< 6>?RK49F GCD46?9A<9 8BEFGCB@, J9-

?BEFABEFP EB98<A9A<S, 4GF9AF<H<>4J<R <EIB8AOI 84AAOI, ;4M<FG BF replay-4F4> (J9-

?BEFABEFP CBE?98B64F9?PABEF<), >BAH<89AJ<4?PABEFP (L<HDB64A<9) < >BAH<89AJ<-

4?PAO= CBFB> FD4H<>4. 1F< E9D6<EO CD98BEF46?SRFES A4 GDB6A9 IP, B59EC9K<64S ;4-

M<FG 8?S IP </<?< CDBFB>B?B6 5B?99 6OEB>B7B GDB6AS. 

IPsec CB889D:<649F 869 HBD@O J9?BEFABEF<: J9?BEFABEFP EB98<A9A<S < K4EF<K-

AGR J9?BEFABEFP CBE?98B64F9?PABEF<. *9?BEFABEFP EB98<A9A<S S6?S9FES E9D6<EB@ 

59;BC4EABEF<, >BFBDO= BCD989?S9F @B8<H<>4J<R >BA>D9FAB= IP 84F47D4@@O, 59;BF-

ABE<F9?PAB CBE?98B64F9?PABEF< 84F47D4@@ 6 CBFB>9 FD4H<>4. +4EF<KA4S J9?BEFABEFP 

CBE?98B64F9?PABEF< S6?S9FES anti-reply E9D6<EB@, E CB@BMPR >BFBDB7B BCD989?S9FES 

CB?GK9A<9 8G5?<>4FB6 IP 84F47D4@. 

IPsec B59EC9K<649F E9D6<EO 59;BC4EABEF< A4 IP-GDB6A9, 6O5<D4S AG:AO9 CDB-

FB>B?O 59;BC4EABEF<, BCD989?SS 4?7BD<F@O, <ECB?P;G9@O9 E9D6<E4@<, < CD98BEF46-

?SS 6E9 >D<CFB7D4H<K9E><9 >?RK< FD95G9@O@ E9D6<E4@. IPsec @B:9F <ECB?P;B64FPES 

8?S ;4M<FO B8AB7B <?< A9E>B?P><I «CGF9=» @9:8G C4DB= IBEFB6, @9:8G C4DB= L?R-

;B6 59;BC4EABEF< <?< @9:8G L?R;B@ 59;BC4EABEF< < IBEFB@. 

IPsec <ECB?P;G9F 864 CDBFB>B?4 8?S B59EC9K9A<S 59;BC4EABEF< FD4H<>4 3 

Authentication Header (AH) < Encapsulating Security Payload (ESP). 

• Authentication Header (AH) B59EC9K<649F J9?BEFABEFP EB98<A9A<S, 4GF9A-

F<H<>4J<R <EIB8AOI 84AAOI < 8BCB?A<F9?PAB @B:9F B59EC9K<64FP anti-replay E9D-

6<E.  



• Encapsulating Security Payload (ESP) CDBFB>B? @B:9F B59EC9K<64FP >BAH<-

89AJ<4?PABEFP (L<HDB64A<9) FD4H<>4. ESP F4>:9 @B:9F B59EC9K<64FP J9?BEFABEFP 

EB98<A9A<S, 4GF9AF<H<>4J<R <EIB8AOI 84AAOI < 8BCB?A<F9?PAB anti-replay E9D6<E. 

*9?BEFABEFP B59EC9K<649FES FB?P>B 8?S CDBFB>B?B6 5B?99 6OEB>B7B GDB6AS. )BFS 5O 

B8<A <; QF<I E9D6<EB6 8B?:9A 5OFP ;489=EF6B64A CD< <ECB?P;B64A<< ESP. 

1F< CDBFB>B?O @B7GF CD<@9ASFPES >4> CB BF89?PABEF< F4> < 6 >B@5<A4J<< 8DG7 

E 8DG7B@ 8?S B59EC9K9A<S A9B5IB8<@B7B A45BD4 E9D6<EB6 59;BC4EABEF< 6 IPv4 < IPv6. 

�4:8O= CDBFB>B? CB889D:<649F 864 D9:<@4 <ECB?P;B64A<S: D9:<@ FD4AECBDF4 < D9-

:<@ FGAA9?<DB64A<S. 

IPsec CB;6B?S9F E<EF9@AB@G 48@<A<EFD4FBDG GCD46?SFP 89F4?<;4J<9=, E >BFB-

DB= CD98BEF46?S9FES E9D6<E 59;BC4EABEF<. !4CD<@9D, @B:AB EB;84FP 98<AEF69AAO= 

;4L<HDB64AAO= FGAA9?P @9:8G 86G@S 59;BC4EAO@< L?R;4@<, <?< 8?S >4:8B7B &%$ 

EB98<A9A<S @B:9F 5OFP EB;84A ;4L<HDB64AAO= FGAA9?P @9:8G C4DB= IBEFB6. IPsec 

CB;6B?S9F G>4;O64FP E?98GRM<9 C4D4@9FDO: 

• >4><9 E9D6<EO <ECB?P;GRFES < 6 >4>B= >B@5<A4J<<; 

• A9B5IB8<@O= GDB69AP 89F4?<;4J<< CD<@9AS9@B= ;4M<FO; 

• 4?7BD<F@O, <ECB?P;G9@O9 8?S B59EC9K9A<S 59;BC4EABEF< A4 BEAB69 >D<C-

FB7D4H<<. 

#DBFB>B? IPSec 6>?RK49F >D<CFB7D4H<K9E><9 @9FB8O, G8B6?9F6BDSRM<9 CB-

FD95ABEF< GCD46?9A<S >?RK4@< A4 E9F96B@ GDB6A9 59;BC4EABEF<. #DBFB>B? GCD46?9-

A<S >?RK4@< �EEBJ<4J<< 59;BC4EABEF< �AF9DA9F (Internet Security Association Key 

Management Protocol 4 ISAKMP) EB;849F D4@BKAGR EFDG>FGDG 8?S GCD46?9A<S >?R-

K4@< 6 E9F< �AF9DA9F < CD98BEF46?S9F >BA>D9FAGR CDBFB>B?PAGR CB889D:>G 8?S EB-

7?4EB64A<S 4FD<5GFB6 59;BC4EABEF<. %4@B CB E959 QFB A9 EB;849F >?RK9= E9EE<<, B8-

A4>B QF4 CDBJ98GD4 @B:9F <ECB?P;B64FPES E D4;AO@< CDBFB>B?4@<, EB;84RM<@< F4-

><9 >?RK<. 

#DBFB>B? BCD989?9A<S >?RK9= Oakley Key Determination Protocol CB?P;G9FES 

7<5D<8AO@ @9FB8B@ �<HH<-)9??@4A4, KFB5O EB;84FP >?RK< E9EE<< �AF9DA9F 8?S 

J9AFD4?PAOI >B@CPRF9DB6 < @4DLDGF<;4FBDB6. #DBFB>B? Oakley D9L49F 64:AGR ;4-

84KG B59EC9K9A<S CB?AB= 59;BC4EABEF< QEF4H9FAB= C9D984K< 84AAOI. "A BEAB64A A4 

>D<CFB7D4H<K9E><I @9FB84I. #B?A4S ;4M<F4 QEF4H9FAB= C9D984K< B;A4K49F, KFB 9E?< 



IBFS 5O B8<A >?RK D4E>DOF, D4E>DOFO 5G8GF FB?P>B F9 84AAO9, >BFBDO9 ;4L<HDB64AO 

QF<@ >?RKB@. +FB :9 >4E49FES 84AAOI, ;4L<HDB64AAOI CBE?98GRM<@< >?RK4@<, BA< 

BEF4AGFES 6 CB?AB= 59;BC4EABEF<. 

#DBFB>B?O ISAKMP < Oakley 5O?< EB6@9M9AO 6 D4@>4I 7<5D<8AB7B CDBFB>B?4 

IKE 4 Internet Key Exchange. #DBFB>B? IKE, 6>?RK4RM<= ISAKMP < Oakley, <ECB?P-

;G9F D4@BKAGR EFDG>FGDG ISAKMP 8?S CB889D:>< CB8@AB:9EF64 D9:<@B6 B5@9A4 

>?RK4@< Oakley. !B6O= CDBFB>B? B5@9A4 >?RK4@< B59EC9K<649F (6 6<89 BCJ<<) CB?-

AGR ;4M<FG QEF4H9FAB= C9D984K< 84AAOI, CB?AGR ;4M<FG 4EEBJ<4J<=, EB7?4EB64A<S 

4FD<5GFB6, 4 F4>:9 CB889D:<649F @9FB8O 4GF9AF<H<>4J<<, 8BCGE>4RM<9 BF>4; BF 46-

FBDEF64 < A9 8BCGE>4RM<9 F4>B7B BF>4;4. 1FBF CDBFB>B? @B:9F, > CD<@9DG, <ECB?P;B-

64FPES 8?S EB;84A<S 6<DFG4?PAOI K4EFAOI E9F9= (VPN) < 8?S FB7B, KFB5O CD98BEF4-

6<FP CB?P;B64F9?S@, A4IB8SM<@ES 6 G84?9AAOI FBK>4I (< CB?P;GRM<@ES 8<A4@<K9-

E>< D4ECD989?S9@O@< 48D9E4@< IP), 8BEFGC > ;4M<M9AAB= E9F<. 

�484A<9 A4 ?45BD4FBDAGR D45BFG 
�EE?98B64FP D9:<@O < ECBEB5O <ECB?P;B64A<S IPSec. 

�4D<4AF $9:<@ #DBFB>B? &<C CD<?B:9A<9 

1 &D4AECBDFAO= AH �?<9AF 

2 &GAA9?PAO= AH �?<9AF 

3 &D4AECBDFAO= ESP �?<9AF 

4 &GAA9?PAO= ESP �?<9AF 

5 &D4AECBDFAO= AH %9D69D 

6 &GAA9?PAO= AH ,?R; 

7 &D4AECBDFAO= ESP %9D69D 

8 &GAA9?PAO= ESP ,?R; 

9 &D4AECBDFAO= AH %9D69D 

10 &GAA9?PAO= AH ,?R; 

11 &D4AECBDFAO= ESP %9D69D 

12 &GAA9?PAO= ESP ,?R; 

%B89D:4A<9 BFK9F4 
� BFK9F9 G>4;4FP J9?P D45BFO, CD<69EF< D9;G?PF4FO <EE?98B64A<=. 

�BAFDB?PAO9 6BCDBEO 



1. �DI<F9>FGD4 IPSec. 

2. $94?<;4J<S IPSec 6 .NET Framework. 

3. "5D45BF>4 6IB8AOI < 6OIB8AOI C4>9FB6. 

4. #DBFB>B?O IPSec. 

5. $9:<@O IPSec. 

6. Internet Key Exchange. (4;O IKE. 

 



�45BD4FBDA4S D45BF4 № 8 

�4M<F4 A4 E94AEB6 GDB6A9 

*9?P D45BFO: <EE?98B64A<9 CDBFB>B?B6 SSL/TLS < SOCKS 

�D4F><9 E6989A<S <; F9BD<< 

SSL 3 QFB BF>DOFO= CDBFB>B?, D4;D45BF4AAO= >B@C4A<9= Netscape. SSL BCD9-

89?S9F @9I4A<;@ CB889D:>< 59;BC4EABEF< 84AAOI A4 GDB6A9 @9:8G CDBFB>B?4@< CD<-

?B:9A<= (F4><@< >4> Hypertext Transfer Protocol [HTTP], Telnet, Network News Trans-

fer Protocol [NNTP] <?< File Transfer Protocol [FTP]) < CDBFB>B?B@ TCP/IP. "A CB889D-

:<649F L<HDB64A<9 84AAOI, 4GF9AF<H<>4J<R E9D69DB6, J9?BEFABEFP EBB5M9A<= < (6 

>4K9EF69 BCJ<<) 4GF9AF<H<>4J<R >?<9AFB6 6 >4A4?9 TCP/IP. SSL 5O? CD98EF46?9A D4-

5BK9= 7DGCC9 CB 59;BC4EABEF< >BAEBDJ<G@4 W3 (W3C) 8?S GF69D:89A<S 6 >4K9EF69 

EF4A84DFAB7B ED98EF64 59;BC4EABEF< Web-5D4G;9DB6 < E9D69DB6 6 E9F< �AF9DA9F. 

"EAB6A4S J9?P CDBFB>B?4 SSL EBEFB<F 6 FB@, KFB5O B59EC9K<FP ;4M<M9AABEFP 

< A489:ABEFP E6S;< @9:8G 86G@S CB8>?RK9AAO@< 8DG7 > 8DG7G CD<?B:9A<S@<. 1FBF 

CDBFB>B? EBEFB<F <; 86GI GDB6A9=. !<:A<= GDB69AP, >BFBDO= D4ECB?4749FES CB69DI 

A489:AB7B FD4AECBDFAB7B CDBFB>B?4 (A4CD<@9D, TCP), A4;O649FES SSL Record Proto-

col. SSL Record Protocol <ECB?P;G9FES 8?S 6EFD4<64A<S D4;?<KAOI CDBFB>B?B6 6OEB-

>B7B GDB6AS. "8<A <; F4><I 6EFDB9AAOI CDBFB>B?B6, SSL Handshake Protocol, CB;6B-

?S9F E9D69DG < >?<9AFG 4GF9AF<H<J<DB64FP 8DG7 8DG74 < EB7?4EB6O64FP 4?7BD<F@ 

L<HDB64A<S < >D<CFB7D4H<K9E><9 >?RK<, CD9:89 K9@ CDBFB>B? CD<?B:9A<S CDB<;-

6989F B5@9A C9D6O@< 5<F4@< 84AAOI. "8AB <; CD9<@GM9EF6 SSL EBEFB<F 6 FB@, KFB 

BA A9;46<E<@ BF CDBFB>B?B6 CD<?B:9A<=. #DBFB>B? 6OEB>B7B GDB6AS @B:9F EB69D-

L9AAB CDB;D4KAB D4ECB?474FPES CB69DI CDBFB>B?4 SSL. #DBFB>B? SSL CB889D:<649F 

59;BC4EABEFP E6S;<, CD<8464S 9= E?98GRM<9 E6B=EF64: 

• �4M<M9AABEFP E6S;<. #BE?9 C9D6BA4K4?PAB7B >6<F<DB64A<S E6S;< CD<@9AS-

RFES ED98EF64 L<HDB64A<S < BCD989?S9FES E9>D9FAO= >?RK. �?S L<HDB64A<S 84AAOI 

<ECB?P;GRFES ED98EF64 E<@@9FD<KAB= >D<CFB7D4H<< (A4CD<@9D, DES). 

• 'K4EFA<> E94AE4 E6S;< @B:9F 5OFP 4GF9AF<H<J<DB64A ED98EF64@< 4E<@@9F-

D<KAB= >D<CFB7D4H<< (A4CD<@9D, RSA, DSS). 

• !489:ABEFP E6S;<. &D4AECBDFAO9 ED98EF64 CDB6B8SF CDB69D>G J9?BEFABEF< 

EBB5M9A<= E CB@BMPR ;4L<HDB64AAB7B >B84 J9?BEFABEF< (MAC). �?S 6OK<E?9A<S 



>B8B6 MAC <ECB?P;GRFES 59;BC4EAO9 IQL-HGA>J<< (SHA, MD5). 

#DBFB>B? SSL CD<ASF FB?P>B 6 D4@>4I HTTP. �DG7<9 CDBFB>B?O 8B>4;4?< E6BR 

ECBEB5ABEFP D45BF4FP E SSL, AB <ECB?P;GRF 99 A9 K4EFB. 

SOCKS D4;D45BF4A 8?S FB7B, KFB5O 84FP 6B;@B:ABEFP CD<?B:9A<S@ >?<9AF/E9D-

69D 6 8B@9A4I TCP < UDP G8B5AB < 59;BC4EAB CB?P;B64FPES GE?G74@< @9:E9F96B7B 

Q>D4A4. "A 849F CB?P;B64F9?S@ 6B;@B:ABEFP CD9B8B?964FP @9:E9F96B= Q>D4A BD74A<-

;4J<< < CB?GK4FP 8BEFGC > D9EGDE4@, D4ECB?B:9AAO@ 6 E9F< �AF9DA9F. SOCKS S6?S-

9FES «CBED98A<>B@ GDB6AS CD<?B:9A<=»: BA 6;4<@B89=EF6G9F E B5M<@< E9F96O@< 

ED98EF64@< (A4CD<@9D, Telnet < 5D4G;9D Netscape) < E CB@BMPR J9AFD4?PAB7B E9D69D4 

(CDB>E<-E9D69D4) BF <@9A< >B@CPRF9D4 GEF4A46?<649F E6S;P E 8DG7<@< J9AFD4?PAO@< 

>B@CPRF9D4@<. 

SOCKS 69DE<S 4 D9L49F 6BCDBE A9;4M<M9AAB7B C9D9E9K9A<S @9:E9F96OI Q>D4-

AB6 CD<?B:9A<S@< >?<9AF/E9D69D, BEAB64AAO@< A4 CDBFB>B?9 TCP, 6>?RK4S Telnet, 

FTP < CBCG?SDAO9 <AHBD@4J<BAAO9 CDBFB>B?O, F4><9 >4> HTTP, Wide Area Infor-

mation Server (WAIS) < GOPHER. SOCKS 69DE<S 5, RFC 1928, S6?S9FES 84?PA9=L<@ 

D4EL<D9A<9@ K9F69DFB= 69DE<< SOCKS. "A 6>?RK49F 6 E95S UDP, D4EL<DS9F B5MGR 

D4@BKAGR EFDG>FGDG, CD<8464S 9= 6B;@B:ABEFP <ECB?P;B64A<S @BMAOI B5B5M9AAOI 

EI9@ 4GF9AF<H<>4J<<, < D4EL<DS9F E<EF9@G 48D9E4J<<, 6>?RK4S 6 A99 <@S 8B@9A4 < 

48D9E4 IP v6. 

� A4EFBSM99 6D9@S CD98?4749FES EB;84FP @9I4A<;@ GCD46?9A<S 6IB8SM<@< < 

<EIB8SM<@< @AB7B48D9EAO@< EBB5M9A<S@< IP, >BFBDO9 CDBIB8SF K9D9; @9:E9F96B= 

Q>D4A. 1FB 8BEF<749FES BCD989?9A<9@ D4EL<D9A<= 8?S EGM9EF6GRM97B CDBFB>B?4 

SOCKS V.5, KFB EB;849F BEAB6G 8?S 4GF9AF<H<J<DB64AAB7B C9D9IB84 @9:E9F96B7B 

Q>D4A4 B8AB48D9EAO@ CB?P;B64F9?PE><@ FD4H<>B@ TCP < UDP. "8A4>B 66<8G FB7B, 

KFB CB889D:>4 UDP 6 F9>GM9= 69DE<< SOCKS V.5 <@99F CDB5?9@O E @4ELF45<DG9-

@BEFPR < 8DG7<9 A98BEF4F>< (< <I B5S;4F9?PAB AG:AB D4;D9L<FP, CD9:89 K9@ C9D9IB-

8<FP > @AB7B48D9EAB= C9D98K9), D4EL<D9A<S BCD989?SRFES 86BS>B: >4> 54;B6O9 D4E-

L<D9A<S UDP < >4> @AB7B48D9EAO9 D4EL<D9A<S UDP. 

(GA>J<BA<DB64A<9 SOCKS ;4>?RK49FES 6 ;4@9A9 EF4A84DFAOI E9F96OI E<EF9@-

AOI 6O;B6B6 6 CD<?B:9A<< <I EC9J<4?PAO@< 69DE<S@<. 1F< AB6O9 E<EF9@AO9 6O-

;B6O GEF4A46?<64RF E6S;P E CDB>E<-E9D69DB@ SOCKS (>BFBDO= >BAH<7GD<DG9FES 



E4@<@ CB?P;B64F9?9@ 6 CD<?B:9A<< <?< E<EF9@AO@ H4=?B@ >BAH<7GD4J<<), CB8>?R-

K4SEP > IBDBLB <;69EFAB@G CBDFG (B5OKAB QFB CBDF 1080/&%$). #BE?9 GEF4AB6?9A<S 

E6S;< E E9D69DB@ SOCKS CD<?B:9A<9 BFCD46?S9F E9D69DG <@S @4L<AO < AB@9D CBDF4, 

> >BFBDB@G IBK9F CB8>?RK<FPES CB?P;B64F9?P. %9D69D SOCKS D94?PAB GEF4A46?<649F 

E6S;P E G84?9AAO@ J9AFD4?PAO@ >B@CPRF9DB@, 4 ;4F9@ CDB;D4KAB C9D9849F 84AAO9 

@9:8G CD<?B:9A<9@ < G84?9AAB= @4L<AB=. 

&DG8ABEFP E <ECB?P;B64A<9@ SOCKS EBEFB<F 6 FB@, KFB >FB-FB 8B?:9A CDB6B-

8<FP D45BFG CB ;4@9A9 E9F96OI E<EF9@AOI 6O;B6B6 69DE<S@< SOCKS (QFBF CDBJ9EE 

B5OKAB A4;O649FES «SOCKS-<H<>4J<9=» CD<?B:9A<S). �B?PL<AEF6B B5OKAOI E9F9-

6OI CD<?B:9A<= (Telnet, FTP, finger, whois) G:9 SOCKS-<H<J<DB64AO, < @AB7<9 CDB-

<;6B8<F9?< 6>?RK4RF CB889D:>G SOCKS 6 E6B< >B@@9DK9E><9 CD<?B:9A<S.  

�484A<9 A4 ?45BD4FBDAGR D45BFG 
%FG89AFO EBBF69FEF6GRM<I 64D<4AFB6 B5N98<ASRFES 6 7DGCCG 8?S <EE?98B64-

A<S CDBFB>B?B6.  

�4D<4AF #DBFB>B? #D<?B:9A<9 

1 
SSL #DBFB>B? DG>BCB:4F<S 

�?<9AF 

2 %9D69D 

3 
SSL #DBFB>B? FD96B7< 

�?<9AF 

4 %9D69D 

5 
SSL #DBFB>B? <;@9A9A<S L<HD4 

�?<9AF 

6 %9D69D 

7 
SSL #DBFB>B? CD<?B:9A<S 

�?<9AF 

8 %9D69D 

9 
SOCKS 4 

�?<9AF 

10 %9D69D 

11 
SOCKS 5 

�?<9AF 

12 %9D69D 

� D45BF9 A9B5IB8<@B <EE?98B64FP GEFB=K<6BEFP CDBFB>B?B6 > <;69EFAO@ 4F4-

>4@. 

 

%B89D:4A<9 BFK9F4 



� BFK9F9 G>4;4FP J9?P D45BFO, CD98EF46<FP D9;G?PF4FO <EE?98B64A<=. 

�BAFDB?PAO9 6BCDBEO 

1. *9?P <ECB?P;B64A<S SSL/TLS. 

2. *9?P <ECB?P;B64A<S SOCKS. 

3. %CBEB5O CB?GK9A<S SSL-E9DF<H<>4F4/ 

4.  9I4A<;@O B5D4;B64A<S >?RK4 8?S F9>GM97B E9EE<< 6 SSL/TLS. 

5. #D<@9A9A<9 SSL/TLS. 

 

 

 



#D<?B:9A<9 1 

#DBEFO9 K<E?4 8?S ?45BD4FBDAOI D45BF 

�4D<4AF #DBEFO9 K<E?4 

1 

170141183460469231731687303715884105757 

170141183460469231731687303715884105773 

170141183460469231731687303715884105793 

170141183460469231731687303715884105829 

170141183460469231731687303715884105851 

2 

170141183460469231731687303715884105979 

170141183460469231731687303715884106001 

170141183460469231731687303715884106031 

170141183460469231731687303715884106123 

170141183460469231731687303715884106207 

3 

170141183460469231731687303715884106213 

170141183460469231731687303715884106231 

170141183460469231731687303715884106273 

170141183460469231731687303715884106303 

170141183460469231731687303715884106309 

4 

170141183460469231731687303715884106319 

170141183460469231731687303715884106409 

170141183460469231731687303715884106439 

170141183460469231731687303715884106721 

170141183460469231731687303715884106723 

5 

170141183460469231731687303715884106787 

170141183460469231731687303715884107009 

170141183460469231731687303715884107029 

170141183460469231731687303715884107149 

170141183460469231731687303715884107237 

6 

170141183460469231731687303715884107339 

170141183460469231731687303715884107467 

170141183460469231731687303715884107477 

170141183460469231731687303715884107579 

170141183460469231731687303715884107587 

7 

170141183460469231731687303715884107621 

170141183460469231731687303715884107639 

170141183460469231731687303715884107717 

170141183460469231731687303715884107923 

170141183460469231731687303715884108073 

8 

170141183460469231731687303715884108077 

170141183460469231731687303715884108227 

170141183460469231731687303715884105727 

170141183460469231731687303715884105703 

170141183460469231731687303715884105689 



9 

170141183460469231731687303715884105433 

170141183460469231731687303715884105419 

170141183460469231731687303715884105221 

170141183460469231731687303715884105217 

170141183460469231731687303715884105151 

10 

170141183460469231731687303715884105031 

170141183460469231731687303715884105031 

170141183460469231731687303715884104993 

170141183460469231731687303715884104927 

170141183460469231731687303715884104771 

11 

170141183460469231731687303715884104647 

170141183460469231731687303715884104623 

170141183460469231731687303715884104587 

170141183460469231731687303715884104527 

170141183460469231731687303715884104497 

12 

170141183460469231731687303715884104281 

170141183460469231731687303715884104243 

170141183460469231731687303715884104233 

170141183460469231731687303715884103987 

170141183460469231731687303715884103981 

 

 



#D<?B:9A<9 2 

#4D4@9FDO Q??<CF<K9E>B= >D<6B= 8?S ?45BD4FBDAOI D45BF 

�4-
D<-
4AF 

#4D4@9FDO Q??<CF<K9E>B= >D<6B= 

1 

p = DB7C 2ABF62E3 5E668076 BEAD208B 

a = DB7C 2ABF62E3 5E668076 BEAD2088  

b = 659E F8BA0439 16EEDE89 11702B22 

G = 04 09487239 995A5EE7 6B55F9C2 F098A89C E5AF8724 C0A23E0E 0FF77500 

n = DB7C 2ABF62E3 5E7628DF AC6561C5 

2 

p = DB7C 2ABF62E3 5E668076 BEAD208B 

a = 6127 C24C05F3 8A0AAAF6 5C0EF02C  

b = 51DE F1815DB5 ED74FCC3 4C85D709 

G = 04 4BA30AB5 E892B4E1 649DD092 8643ADCD 46F5882E 3747DEF3 6E956E97 

n = 36DF 0AAFD8B8 D7597CA1 0520D04B 

3 

p = FFFFFFFD FFFFFFFF FFFFFFFF FFFFFFFF 

a = FFFFFFFD FFFFFFFF FFFFFFFF FFFFFFFC  

b = E87579C1 1079F43D D824993C 2CEE5ED3 

G = 04 161FF752 8B899B2D 0C28607C A52C5B86 CF5AC839 5BAFEB13 C02DA292 

DDED7A83 

n = FFFFFFFE 00000000 75A30D1B 9038A115 

4 

p = FFFFFFFD FFFFFFFF FFFFFFFF FFFFFFFF 

a = D6031998 D1B3BBFE BF59CC9B BFF9AEE1  

b = 5EEEFCA3 80D02919 DC2C6558 BB6D8A5D 

G = 04 7B6AA5D8 5E572983 E6FB32A7 CDEBC140 27B6916A 894D3AEE 7106FE80 

5FC34B44 

n = 3FFFFFFF 7FFFFFFF BE002472 0613B5A3 

5 

p = FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFE FFFFAC73 

a = 00000000 00000000 00000000 00000000 00000000  

b = 00000000 00000000 00000000 00000000 00000007 

G = 04 3B4C382C E37AA192 A4019E76 3036F4F5 DD4D7EBB 938CF935 318FDCED 

6BC28286 531733C3 F03C4FEE 

n = 01 00000000 00000000 0001B8FA 16DFAB9A CA16B6B3 

6 

p = FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF 7FFFFFFF 

a = FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF 7FFFFFFC  

b = 1C97BEFC 54BD7A8B 65ACF89F 81D4D4AD C565FA45 

G = 04 4A96B568 8EF57328 46646989 68C38BB9 13CBFC82 23A62855 3168947D 

59DCC912 04235137 7AC5FB32 

n = 01 00000000 00000000 0001F4C8 F927AED3 CA752257 

7 

p = FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFE FFFFAC73 

a = FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFE FFFFAC70  

b = B4E134D3 FB59EB8B AB572749 04664D5A F50388BA 

G = 04 52DCB034 293A117E 1F4FF11B 30F7199D 3144CE6D FEAFFEF2 E331F296 

E071FA0D F9982CFE A7D43F2E 

n = 01 00000000 00000000 0000351E E786A818 F3A1A16B 

8 
p = FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFE FFFFEE37 

a = 00000000 00000000 00000000 00000000 00000000 00000000  

b = 00000000 00000000 00000000 00000000 00000000 00000003 



G = 04 DB4FF10E C057E9AE 26B07D02 80B7F434 1DA5D1B1 EAE06C7D 9B2F2F6D 

9C5628A7 844163D0 15BE8634 4082AA88 D95E2F9D 

n = FFFFFFFF FFFFFFFF FFFFFFFE 26F2FC17 0F69466A 74DEFD8D 

9 

p = FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFE FFFFFFFF FFFFFFFF 

a = FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFE FFFFFFFF FFFFFFFC  

b = 64210519 E59C80E7 0FA7E9AB 72243049 FEB8DEEC C146B9B1 

G = 04 188DA80E B03090F6 7CBF20EB 43A18800 F4FF0AFD 82FF1012 07192B95 

FFC8DA78 631011ED 6B24CDD5 73F977A1 1E794811 

n = FFFFFFFF FFFFFFFF FFFFFFFF 99DEF836 146BC9B1 B4D22831 

10 

p = FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFE FFFFE56D 

a = 00000000 00000000 00000000 00000000 00000000 00000000 00000000  

b = 00000000 00000000 00000000 00000000 00000000 00000000 00000005 

G = 04 A1455B33 4DF099DF 30FC28A1 69A467E9 E47075A9 0F7E650E B6B7A45C 

7E089FED 7FBA3442 82CAFBD6 F7E319F7 C0B0BD59 E2CA4BDB 556D61A5 

n = 01 00000000 00000000 00000000 0001DCE8 D2EC6184 CAF0A971 769FB1F7 

11 

p = FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF 00000000 00000000 00000001 

a = FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFE FFFFFFFF FFFFFFFF FFFFFFFE  

b = B4050A85 0C04B3AB F5413256 5044B0B7 D7BFD8BA 270B3943 2355FFB4 

G = 04 B70E0CBD 6BB4BF7F 321390B9 4A03C1D3 56C21122 343280D6 115C1D21 

BD376388 B5F723FB 4C22DFE6 CD4375A0 5A074764 44D58199 85007E34 

n = FFFFFFFF FFFFFFFF FFFFFFFF FFFF16A2 E0B8F03E 13DD2945 5C5C2A3D 

12 

p = FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFE 

FFFFFC2F 

a = 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000  

b = 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000007 

G = 04 79BE667E F9DCBBAC 55A06295 CE870B07 029BFCDB 2DCE28D9 59F2815B 

16F81798 483ADA77 26A3C465 5DA4FBFC 0E1108A8 FD17B448 A6855419 9C47D08F 

FB10D4B8 

n = FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFE BAAEDCE6 AF48A03B BFD25E8C 

D0364141 
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�4D<4AFO BF>DOFB7B F9>EF4 8?S ?45BD4FBDAOI D45BF 

�4D<4AF &9>EF 

1 
They met me in the day of success: and I have 

learned by the perfectest report, they have 

more in them than mortal knowledge. 

2 
When I burned in desire to question them fur-

ther, they made themselves air, into which 

they vanished. 

3 
Whiles I stood rapt in the wonder of it, came 

missives from the king, who all-hailed me 

'Thane of Cawdor; 

4 
by which title, before, these weird sisters sa-

luted me, and referred me to the coming on of 

time, with 'Hail, king that shalt be!' 

5 

This have I thought good to deliver thee, my 

dearest partner of greatness, that thou mightst 

not lose the dues of rejoicing, by being igno-

rant of what greatness is promised thee. 

6 
 Lay it to thy heart, and farewell.' Glamis thou 

art, and Cawdor; and shalt be What thou art 

promised: yet do I fear thy nature; 

7 It is too full o' the milk of human kindness To 

catch the nearest way: thou wouldst be great; 

8 
Art not without ambition, but without The ill-

ness should attend it: what thou wouldst 

highly, That wouldst thou holily; 

9 

wouldst not play false, And yet wouldst 

wrongly win: thou'ldst have, great Glamis, 

That which cries 'Thus thou must do, if thou 

have it; 

10 
And that which rather thou dost fear to do 

Than wishest should be undone.' Hie thee 

hither, That I may pour my spirits in thine ear; 

11 

And chastise with the valour of my tongue All 

that impedes thee from the golden round, 

Which fate and metaphysical aid doth seem 

To have thee crown'd withal. 

12 
Thou'rt mad to say it: Is not thy master with 

him? who, were't so, Would have inform'd for 

preparation. 
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%4@BEFBSF9?PA4S D45BF4 EFG89AFB6 (84?99 4 %$%) S6?S9FES A9BFN9@?9@B= EB-

EF46?SRM9= B5D4;B64F9?PAB7B CDBJ9EE4 6 'A<69DE<F9F9 < S6?S9FES B5S;4F9?PAB= 8?S 

>4:8B7B EFG89AF4. "EAB6A4S J9?P %$% 4 BE6B9A<9 6 CB?AB@ B5N9@9 B5D4;B64F9?PAB= 

CDB7D4@@O < CBE?98B64F9?PAB9 HBD@<DB64A<9 >B@C9F9AJ<= QHH9>F<6AB= E4@BEFBS-

F9?PAB= CDBH9EE<BA4?PAB= (CD4>F<K9E>B= < A4GKAB-F9BD9F<K9E>B=) 89SF9?PABEF<. 

%4@BEFBSF9?PA4S D45BF4 >BA>D9FA4 CB E6B9= CD98@9FAB= A4CD46?9AABEF< < EBCDB6B:-

849FES A9CD9DO6AO@ >BAFDB?9@ < BJ9A>B= 99 D9;G?PF4FB6. 

�B?<K9EF6B K4EB6, BF6B8<@B9 A4 E4@BEFBSF9?PAGR D45BFG, BCD989?S9FES GK95-

AO@ C?4AB@ A4CD46?9A<S CB87BFB6>< 15.04.04. 
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%B89D:4F9?PAB E4@BEFBSF9?PA4S D45BF4 EFG89AFB6 BCD989?S9FES (�"% �" 

A4CD46?9A<S CB87BFB6>< 15.04.04, CDB7D4@@B= < GK95AB-@9FB8<K9E><@ >B@C?9>EB@ 

8<EJ<C?<AO «�AHBD@4J<BAA4S 59;BC4EABEFP < ;4M<F4 84AAOI».  

 9FB8<>4 BD74A<;4J<< E4@BEFBSF9?PAB= D45BFO EFG89AFB6 ;46<E<F BF EFDG>-

FGDO, I4D4>F9D4 < BEB59AABEF9= 8<EJ<C?<AO «�AHBD@4J<BAA4S 59;BC4EABEFP < ;4-

M<F4 84AAOI», B5N9@4 K4EB6 A4 99 <;GK9A<9, 6<84 ;484A<= 8?S %$%, <A8<6<8G4?PAOI 

6B;@B:ABEF9= EFG89AFB6 < GE?B6<= GK95AB= 89SF9?PABEF<. 

(BD@O E4@BEFBSF9?PAB= D45BFO EFG89AFB6 BCD989?SRFES EB89D:4A<9@ 8<EJ<-

C?<AO «�AHBD@4J<BAA4S 59;BC4EABEFP < ;4M<F4 84AAOI», EF9C9APR CB87BFB6?9AAB-

EF< EFG89AFB6. "A< @B7GF 5OFP F9EAB E6S;4AO E F9BD9F<K9E><@ >GDEB@ < <@9FP GK95-

AO= <?< GK95AB-<EE?98B64F9?PE><= I4D4>F9D. (BD@G E4@BEFBSF9?PAB= D45BFO EFG-

89AFB6 BCD989?SRF >4H98D4 �%1� CD< D4;D45BF>9 CDB7D4@@O 8<EJ<C?<AO «�AHBD-

@4J<BAA4S 59;BC4EABEFP < ;4M<F4 84AAOI». 

%4@BEFBSF9?PA4S D45BF4 @B:9F BEGM9EF6?SFPES <A8<6<8G4?PAB <?< 7DGCC4@< 

EFG89AFB6 6 ;46<E<@BEF< BF J9?<, B5N9@4, >BA>D9FAB= F9@4F<>< E4@BEFBSF9?PAB= D4-

5BFO, GDB6AS E?B:ABEF<, GDB6AS G@9A<= EFG89AFB6. 

%$%, A9 CD98GE@BFD9AA4S B5D4;B64F9?PAB= CDB7D4@@B=, GK95AO@ C?4AB@ < 

GK95AB-@9FB8<K9E><@< @4F9D<4?4@<, D4E>DO64RM<@< < >BA>D9F<;<DGRM<@< <I EB-

89D:4A<9, BEGM9EF6?S9FES EFG89AF4@< <A<J<4F<6AB, E J9?PR D94?<;4J<< EB5EF69A-

AOI GK95AOI < A4GKAOI <AF9D9EB6. 

� GK95AB@ CDBJ9EE9 6O89?SRF 4G8<FBDAGR < 6A94G8<FBDAGR E4@BEFBSF9?PAGR 

D45BFG. 

�G8<FBDA4S E4@BEFBSF9?PA4S D45BF4 CB 8<EJ<C?<A9 «�AHBD@4J<BAA4S 59;BC4E-

ABEFP < ;4M<F4 84AAOI» 6OCB?AS9FES A4 GK95AOI ;4ASF<SI (?9>J<SI, CD4>F<K9E><I, 

?45BD4FBDAOI ;4ASF<SI < >BAEG?PF4J<SI) CB8 DG>B6B8EF6B@ CD9CB8464F9?S < CB 97B 

;484A<R. 

�A94G8<FBDA4S E4@BEFBSF9?PA4S D45BF4 EFG89AFB6 6OCB?AS9FES 6B 6A94G8<FBD-

AB9 6D9@S CB ;484A<R < CD< @9FB8<K9E>B@ DG>B6B8EF69 < >BAFDB?9 CD9CB8464F9?S, AB 

59; 97B A9CBED98EF69AAB7B GK4EF<S. %$% 6>?RK49F 6 E95S: 

• CB87BFB6>G > 4G8<FBDAO@ ;4ASF<S@ (?9>J<BAAO@ < CD4>F<K9E><@) < 6OCB?-

A9A<9 EBBF69FEF6GRM<I ;484A<=; 
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• D45BFG A48 BF89?PAO@< F9@4@< GK95AOI 8<EJ<C?<A (@B8G?9=) 6 EBBF69F-

EF6<< E GK95AB-F9@4F<K9E><@< C?4A4@<; 

• 6OCB?A9A<9 >BAFDB?PAOI D45BF; 

• CB87BFB6>G >B 6E9@ 6<84@ CDB@9:GFBKAOI < <FB7B6OI >BAFDB?PAOI <ECOF4-

A<=. 

 

1.1. #B87BFB6>4 > ?9>J<S@ 

�?46AB9 6 C9D<B8 CB87BFB6>< > ?9>J<BAAO@ ;4ASF<S@ 4 A4GK<FPES @9FB84@ E4-

@BEFBSF9?PAB7B G@EF69AAB7B FDG84, EB;A4F9?PAB D4;6<64FP E6B< F6BDK9E><9 ECBEB5-

ABEF< < B6?48964FP A46O>4@< F6BDK9E>B= D45BFO. �?S QFB7B A9B5IB8<@B EFDB7B EB-

5?R84FP 8<EJ<C?<AG GK95O < CB6989A<S. +9F>B9 C?4A<DB64A<9 E6B97B D45BK97B 6D9-

@9A< < BF8OI4 S6?S9FES A9B5IB8<@O@ GE?B6<9@ 8?S GEC9LAB= E4@BEFBSF9?PAB= D4-

5BFO. � BEAB6G 97B AG:AB CB?B:<FP D45BK<9 CDB7D4@@O <;GK49@OI 6 E9@9EFD9 8<E-

J<C?<A.  

�4:8B@G EFG89AFG E?98G9F EBEF46?SFP 9:9A989?PAO= < E9@9EFDB6O= C?4AO D4-

5BFO, 4 F4>:9 C?4A A4 >4:8O= D45BK<= 89AP. % 69K9D4 6E9784 A48B D4ECD989?SFP D4-

5BFG A4 ;46FD4LA<= 89AP. � >BAJ9 >4:8B7B 8AS J9?9EBB5D4;AB CB86B8<FP <FB7 D45BFO: 

FM4F9?PAB CDB69D<FP, 6E9 ?< 6OCB?A9AB CB A4@9K9AAB@G C?4AG, A9 5O?B ?< >4><I-

?<5B BFEFGC?9A<=, 4 9E?< 5O?<, CB >4>B= CD<K<A9 QFB CDB<;BL?B. !G:AB BEGM9EF6-

?SFP E4@B>BAFDB?P, >BFBDO= S6?S9FES A9B5IB8<@O@ GE?B6<9@ GEC9LAB= GK95O. �E?< 

KFB-FB BEF4?BEP A96OCB?A9AAO@, A9B5IB8<@B <;OE>4FP 6D9@S 8?S ;469DL9A<S QFB= 

K4EF< D45BFO, A9 G@9APL4S B5N9@4 A989?PAB7B C?4A4. 

%?GL4A<9 < ;4C<EP ?9>J<= 4 E?B:AO= 6<8 6G;B6E>B= 4G8<FBDAB= D45BFO. �A<-

@4F9?PAB9 E?GL4A<9 < >BAEC9>F<DB64A<9 ?9>J<= CD98CB?4749F <AF9AE<6AGR G@-

EF69AAGR 89SF9?PABEFP EFG89AF4. �D4F><9 ;4C<E< ?9>J<=, <I >BAEC9>F<DB64A<9 CB@B-

749F GE6B<FP GK95AO= @4F9D<4?. �BAEC9>F S6?S9FES CB?9;AO@ FB784, >B784 ;4C<E4AB 

E4@B9 EGM9EF69AAB9, BEAB6AB9 < E89?4AB QFB E4@<@ EFG89AFB@. !9 A48B EFD9@<FPES 

;4C<E4FP 8BE?B6AB 6ER ?9>J<R. &4>B9 «>BAEC9>F<DB64A<9» CD<ABE<F 5B?PL9 6D984, 

K9@ CB?P;O. �4C<EP ?9>J<= D9>B@9A8G9FES 69EF< CB 6B;@B:ABEF< EB5EF69AAO@< 
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HBD@G?<DB6>4@<. �9?4F9?PAB ;4C<EP BEGM9EF6?SFP A4 B8AB= EFD4A<J9, 4 E?98GRMGR 

BEF46?SFP 8?S CDBD45BF>< GK95AB7B @4F9D<4?4 E4@BEFBSF9?PAB 6 8B@4LA<I GE?B6<SI.  

�BAEC9>F ?9>J<= ?GKL9 CB8D4;89?SFP A4 CGA>FO, C4D47D4HO, EB5?R84S >D4EAGR 

EFDB>G. 1FB@G 6 5B?PLB= EF9C9A< 5G8GF ECBEB5EF6B64FP CGA>FO C?4A4 ?9>J<<, CD98-

?B:9AAO9 CD9CB8464F9?S@. #D<AJ<C<4?PAO9 @9EF4, BCD989?9A<S, HBD@G?O < 8DG7B9 

E?98G9F EBCDB6B:84FP ;4@9K4A<S@< «64:AB», «BEB5B 64:AB», «IBDBLB ;4CB@A<FP» < 

F.C.  B:AB 89?4FP QFB < E CB@BMPR D4;ABJ69FAOI @4D>9DB6 <?< DGK9>. �GKL9 9E?< 

BA< 5G8GF EB5EF69AAO@<, KFB5O A9 CD<IB8<?BEP CDBE<FP <I G B8AB>GDEA<>B6 < F9@ 

E4@O@ A9 BF6?9>4FP <I 6B 6D9@S ?9>J<<. *9?9EBB5D4;AB D4;D45BF4FP EB5EF69AAGR 

«@4D>B7D4H<R» (;A4K><, E<@6B?O), EB>D4M9A<S E?B6. !9 ?<LA<@ 5G89F < <;GK9A<9 

BEAB6 EF9AB7D4H<<. $45BF4S A48 >BAEC9>FB@ ?9>J<=, 6E9784 A9B5IB8<@B <ECB?P;B64FP 

A9 FB?P>B GK95A<>, AB < FG ?<F9D4FGDG, >BFBDGR 8BCB?A<F9?PAB D9>B@9A8B64? ?9>FBD. 

�@9AAB F4>4S E9DP9;A4S, >DBCBF?<64S D45BF4 E ?9>J<BAAO@ @4F9D<4?B@ CB;6B?<F 7?G-

5B>B B6?489FP ;A4A<S@<. 

 

1.2. #B87BFB6>4 > CD4>F<K9E><@ ;4ASF<S@ 

#B87BFB6>G > >4:8B@G CD4>F<K9E>B@G ;4ASF<R EFG89AF 8B?:9A A4K4FP E B;A4-

>B@?9A<S E @9FB8<K9E><@< G>4;4A<S@<, >BFBDO9 6>?RK4RF EB89D:4A<9 D45BFO. &M4-

F9?PAB9 CDB8G@O64A<9 < <;GK9A<9 6BCDBEB6 BEAB6O649FES A4 CDBD45BF>9 F9>GM97B 

@4F9D<4?4 ?9>J<<, 4 ;4F9@ <;GK9A<S B5S;4F9?PAB= < 8BCB?A<F9?PAB= ?<F9D4FGDO, D9-

>B@9A8B64AAGR > 84AAB= F9@9. !4 BEAB69 <A8<6<8G4?PAOI CD98CBKF9A<= EFG89AFG 

A9B5IB8<@B E4@BEFBSF9?PAB 6O5D4FP F9@G 8B>?484 CB CDB5?9@9 < CB 6B;@B:ABEF< 

CB87BFB6<FP CB A9@G CD9;9AF4J<R.  

�E?< CDB7D4@@B= 8<EJ<C?<AO CD98GE@BFD9AB 6OCB?A9A<9 CD4>F<K9E>B7B ;484-

A<S, FB 97B A9B5IB8<@B 6OCB?A<FP E GK9FB@ CD98?B:9AAB= <AEFDG>J<< (GEFAB <?< 

C<EP@9AAB). �E9 AB6O9 CBASF<S CB <;GK49@B= F9@9 A9B5IB8<@B 6OGK<FP A4<;GEFP < 

6A9EF< 6 7?BEE4D<=, >BFBDO= J9?9EBB5D4;AB 69EF< E E4@B7B A4K4?4 <;GK9A<S >GDE4. 

$9;G?PF4F F4>B= D45BFO 8B?:9A CDBS6<FPES 6 ECBEB5ABEF< EFG89AF4 E6B5B8AB BF69-

F<FP A4 F9BD9F<K9E><9 6BCDBEO E9@<A4D4, 97B 6OEFGC?9A<< < GK4EF<< 6 >B??9>F<6AB@ 
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B5EG:89A<< 6BCDBEB6 <;GK49@B= F9@O, CD46<?PAB@ 6OCB?A9A<< CD4>F<K9E><I ;484-

A<= < >BAFDB?PAOI D45BF.  

� ;46<E<@BEF< BF EB89D:4A<S < >B?<K9EF64 BF6989AAB7B 6D9@9A< A4 <;GK9A<9 

>4:8B= F9@O CD4>F<K9E>B9 ;4ASF<9 @B:9F EBEFBSFP <; K9FOD9I-CSF< K4EF9=:  

1. "5EG:89A<9 F9BD9F<K9E><I 6BCDBEB6, BCD989?9AAOI CDB7D4@@B= 8<EJ<-

C?<AO.  

2. �B>?48 </<?< 6OEFGC?9A<9 E CD9;9AF4J<S@< CB 6O5D4AAB= CDB5?9@9.  

3. "5EG:89A<9 6OEFGC?9A<= CB F9@9 4 8<E>GEE<S.  

4. �OCB?A9A<9 CD4>F<K9E>B7B ;484A<S E CBE?98GRM<@ D4;5BDB@ CB?GK9AAOI D9-

;G?PF4FB6 <?< B5EG:89A<9 CD4>F<K9E>B7B ;484A<S. 

5. #B86989A<9 <FB7B6 ;4ASF<S.  

#9D64S K4EFP 4 B5EG:89A<9 F9BD9F<K9E><I 6BCDBEB6 4 CDB6B8<FES 6 6<89 HDBA-

F4?PAB= 59E98O EB 6E9= 7DGCCB= < 6>?RK49F 6O5BDBKAGR CDB69D>G CD9CB8464F9?9@ 

F9BD9F<K9E><I ;A4A<= EFG89AFB6. #D<@9DA4S CDB8B?:<F9?PABEFP 4 8B 15 @<AGF. 

�FBD4S K4EFP 4 6OEFGC?9A<9 EFG89AFB6 E 8B>?484@<, >BFBDO9 8B?:AO EBCDB6B:-

84FPES CD9;9AF4J<S@< E J9?PR GE<?9A<S A47?S8ABEF< 6BECD<SF<S, CB B8AB@G <; 6B-

CDBEB6 CD4>F<K9E>B7B ;4ASF<S. "5S;4F9?PAO= Q?9@9AF 8B>?484 4 CD98EF46?9A<9 < 

4A4?<; EF4F<EF<K9E><I 84AAOI, B5BEAB64A<9 EBJ<4?PAOI CBE?98EF6<= ?R5B7B Q>BAB-

@<K9E>B7B H4>F4, S6?9A<S <?< CDBJ9EE4. #D<@9DA4S CDB8B?:<F9?PABEFP 4 20-25 @<-

AGF. #BE?9 8B>?48B6 E?98G9F <I B5EG:89A<9 4 8<E>GEE<S. � IB89 QFB7B QF4C4 CD4>F<-

K9E>B7B ;4ASF<S @B7GF 5OFP ;484AO GFBKASRM<9 6BCDBEO > 8B>?48K<>4@. #D<@9DA4S 

CDB8B?:<F9?PABEFP 4 8B 15-20 @<AGF. �E?< CDB7D4@@B= CD98GE@BFD9AB 6OCB?A9A<9 

CD4>F<K9E>B7B ;484A<S 6 D4@>4I >BA>D9FAB= F9@O, FB CD9CB8464F9?S@< BCD989?S9FES 

97B EB89D:4A<9 < 849FES 6D9@S A4 97B 6OCB?A9A<9, 4 ;4@9F <89F B5EG:89A<9 D9;G?P-

F4FB6. #B86989A<9@ <FB7B6 ;4>4AK<649FES CD4>F<K9E>B9 ;4ASF<9.  

� CDBJ9EE9 CB87BFB6>< > CD4>F<K9E><@ ;4ASF<S@, EFG89AF4@ A9B5IB8<@B B5D4-

F<FP BEB5B9 6A<@4A<9 A4 E4@BEFBSF9?PAB9 <;GK9A<9 D9>B@9A8B64AAB= GK95AB-@9FB-

8<K9E>B= (4 F4>:9 A4GKAB= < CBCG?SDAB=) ?<F9D4FGDO. %4@BEFBSF9?PA4S D45BF4 E 

GK95A<>4@<, GK95AO@< CBEB5<S@<, A4GKAB=, ECD46BKAB= < CBCG?SDAB= ?<F9D4FGDB=, 

@4F9D<4?4@< C9D<B8<K9E><I <;84A<= < �AF9DA9F4, EF4F<EF<K9E><@< 84AAO@< S6?S-

9FES A4<5B?99 QHH9>F<6AO@ @9FB8B@ CB?GK9A<S ;A4A<=, CB;6B?S9F ;A4K<F9?PAB 
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4>F<6<;<DB64FP CDBJ9EE B6?489A<S <AHBD@4J<9=, ECBEB5EF6G9F 5B?99 7?G5B>B@G 

GE6B9A<R <;GK49@B7B @4F9D<4?4, HBD@<DG9F G EFG89AFB6 E6B9 BFABL9A<9 > >BA>D9F-

AB= CDB5?9@9. �B?99 7?G5B>B@G D4E>DOF<R 6BCDBEB6 ECBEB5EF6G9F ;A4>B@EF6B E 8B-

CB?A<F9?PAB= ?<F9D4FGDB=, D9>B@9A8B64AAB= CD9CB8464F9?9@ CB >4:8B= F9@9 E9@<-

A4DE>B7B <?< CD4>F<K9E>B7B ;4ASF<S, KFB CB;6B?S9F EFG89AF4@ CDBS6<FP E6BR <A8<-

6<8G4?PABEFP 6 D4@>4I 6OEFGC?9A<S A4 84AAOI ;4ASF<SI, 6OS6<FP L<DB><= EC9>FD 

@A9A<= CB <;GK49@B= CDB5?9@9. 

 

1.3. %4@BEFBSF9?PAB9 <;GK9A<9 @4F9D<4?4 F9@ 

�BAEC9>F 4 A4<5B?99 EB69DL9AA4S < A4<5B?99 E?B:A4S HBD@4 ;4C<E<. %?B6B 

«>BAEC9>F» CDB<EIB8<F BF ?4F<AE>B7B «conspectus», KFB B;A4K49F «B5;BD, <;?B:9A<9». 

� CD46<?PAB EBEF46?9AAB@ >BAEC9>F9 B5OKAB 6O89?9AB E4@B9 BEAB6AB9 6 <;GK49@B@ 

F9>EF9, EBED98BFBK9AB 6A<@4A<9 A4 A4<5B?99 EGM9EF69AAB@, 6 >D4F><I < K9F><I HBD-

@G?<DB6>4I B5B5M9AO 64:AO9 F9BD9F<K9E><9 CB?B:9A<S.  

�BAEC9>F CD98EF46?S9F EB5B= BFABE<F9?PAB CB8DB5AB9, CBE?98B64F9?PAB9 <;?B-

:9A<9 EB89D:4A<S CDBK<F4AAB7B. !4 C9D6OI CBD4I J9?9EBB5D4;AB 6 ;4C<ESI 5?<:9 

89D:4FPES F9>EFG, CD<5974S ;4K4EFGR > CDS@B@G J<F<DB64A<R 46FBD4. � 84?PA9=L9@, 

CB @9D9 6OD45BF>< A46O>B6 >BAEC9>F<DB64A<S, ;4C<E< 5G8GF ABE<FP 5B?99 E6B5B8AO= 

< E:4FO= I4D4>F9D.  

�BAEC9>F >A<7< B5OKAB 6989FES 6 F9FD48<. � E4@B@ A4K4?9 >BAEC9>F4 G>4;O64-

9FES H4@<?<S 46FBD4, CB?AB9 A4;64A<9 CDB<;6989A<S, <;84F9?PEF6B, 7B8 < @9EFB <;84-

A<S. #D< J<F<DB64A<< B5S;4F9?PA4S EEO?>4 A4 EFD4A<JG >A<7<. �E?< J<F4F4 6;SF4 <; 

EB5D4A<S EBK<A9A<=, FB A9B5IB8<@B G>4;4FP EBBF69FEF6GRM<= FB@. %?98G9F CB@A<FP, 

KFB K9F>4S EEO?>4 A4 <EFBKA<> 4 A9CD9@9AAB9 CD46<?B >BAEC9>F<DB64A<S. �E?< >BA-

EC9>F<DG9FES EF4FPS, FB G>4;O649FES, 789 < >B784 BA4 5O?4 A4C9K4F4A4. 

�BAEC9>F CB8D4;89?S9FES A4 K4EF< 6 EBBF69FEF6<< E ;4D4A99 CDB8G@4AAO@ C?4-

AB@. #GA>FO C?4A4 ;4C<EO64RFES 6 F9>EF9 <?< A4 CB?SI >BAEC9>F4. #<E4FP 97B D9>B-

@9A8G9FES K9F>B < D4;5BDK<6B, F4> >4> A95D9:A4S ;4C<EP E F9K9A<9@ 6D9@9A< EF4AB-

6<FPES @4?BCBASFAB= 8?S 99 46FBD4. %GM9EF6G9F CD46<?B: >BAEC9>F, EBEF46?9AAO= 8?S 
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E95S, 8B?:9A 5OFP CB 6B;@B:ABEF< A4C<E4A F4>, KFB5O 97B ?97>B CDBK<F4? < >FB-?<5B 
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17. +FB F4>B9 >9=?B779D < >4> 97B CD98BF6D4F<FP? 

18. �4><9 @9DO 59;BC4EABEF< E?98G9F CD<A<@4FP CD< D45BF9 E BA?4=A-<7D4@<? 

19. +FB F4>B9 E>4@ < >4> 97B CD98BF6D4F<FP? 

20. �4><9 @9DO 59;BC4EABEF< E?98G9F CD<A<@4FP CD< D45BF9 E G84?9AAO@ 8B-

EFGCB@ > >B@CPRF9DG? 

21. +FB F4>B9 VPN < >4> BA CB@B749F ;4M<F<FP 84AAO9? 

22. �4><9 @9DO 59;BC4EABEF< E?98G9F CD<A<@4FP CD< D45BF9 E 695->4@9DB=? 

23. +FB F4>B9 I4>9D < >4>B= 6<8O I4>9DB6 EGM9EF6GRF? 

24. �4><9 @9DO 59;BC4EABEF< E?98G9F CD<A<@4FP CD< D45BF9 E EBJ<4?PAO@< 

<A:9A9D4@<? 

25. +FB F4>B9 ;4M<F4 C9D<@9FD4 < >4> BA4 CB@B749F ;4M<F<FP 84AAO9? 

26. �4><9 @9DO 59;BC4EABEF< E?98G9F CD<A<@4FP CD< D45BF9 E B5M9EF69AAO@< 

Wi-Fi E9FS@<? 

27. +FB F4>B9 FDBSAE><= >BAP < >4> 97B CD98BF6D4F<FP? 

28. �4><9 @9DO 59;BC4EABEF< E?98G9F CD<A<@4FP CD< D45BF9 E BA?4=A-H<A4A-

E4@<? 

29. +FB F4>B9 H49D6B? < >4> BA CB@B749F ;4M<F<FP 84AAO9? 

30. �4><9 @9DO 59;BC4EABEF< E?98G9F CD<A<@4FP CD< D45BF9 E BA?4=A-E9D6<-

E4@<? 

31. +FB F4>B9 6D98BABEAB9 #" < >4> 97B CD98BF6D4F<FP? 

32. �4><9 @9DO 59;BC4EABEF< E?98G9F CD<A<@4FP CD< D45BF9 E B5M9EF69AAO@< 

USB-CBDF4@<? 

33. +FB F4>B9 4GF9AF<H<>4J<S < >4> BA4 CB@B749F ;4M<F<FP 84AAO9? 

34. �4><9 @9DO 59;BC4EABEF< E?98G9F CD<A<@4FP CD< D45BF9 E BA?4=A->4E-

E4@<? 

35. +FB F4>B9 E>4A9DO GS;6<@BEF9= < >4> BA< CB@B74RF ;4M<F<FP 84AAO9? 

36. �4><9 @9DO 59;BC4EABEF< E?98G9F CD<A<@4FP CD< D45BF9 E BA?4=A-BC?4-

FB=? 

37. +FB F4>B9 4F4>4 F<C4 "K9?B69> CBE9D98<A9" < >4> 99 CD98BF6D4F<FP? 
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38. �4><9 @9DO 59;BC4EABEF< E?98G9F CD<A<@4FP CD< D45BF9 E B5?4KAO@< 6O-

K<E?9A<S@<? 

39. +FB F4>B9 5<B@9FD<K9E>4S 4GF9AF<H<>4J<S < >4> BA4 CB@B749F ;4M<F<FP 

84AAO9? 

40. �4><9 @9DO 59;BC4EABEF< E?98G9F CD<A<@4FP CD< D45BF9 E BA?4=A-7B?BEB-

64A<9@? 

41. +FB F4>B9 ;4M<F4 BF 6AGFD9AA<I G7DB; < >4> 99 B59EC9K<FP? 

42. �4><9 @9DO 59;BC4EABEF< E?98G9F CD<A<@4FP CD< D45BF9 E BA?4=A->BAH9-

D9AJ<S@<? 

43. +FB F4>B9 DLP < >4> BA CB@B749F ;4M<F<FP 84AAO9? 

44. �4><9 @9DO 59;BC4EABEF< E?98G9F CD<A<@4FP CD< D45BF9 E BA?4=A-E9D6<-

E4@< ID4A9A<S C4DB?9=? 

45. +FB F4>B9 ;4M<F4 BF DDoS-4F4> < >4> 99 B59EC9K<FP? 

 

�D<F9D<< BJ9A<64A<S >B@C9F9AJ<= 

"J9A>4 «BF?<KAB» 6OEF46?S9FES EFG89AFG, 9E?< BA 7?G5B>B < CDBKAB GE6B<? CDB-
7D4@@AO= @4F9D<4?, <EK9DCO64RM9, CBE?98B64F9?PAB, K9F>B < ?B7<K9E>< EFDB=AB 97B 

<;?4749F, G@99F F9EAB G6S;O64FP F9BD<R E CD4>F<>B=, E6B5B8AB ECD46?S9FES E ;484-

K4@<, 6BCDBE4@< < 8DG7<@< 6<84@< CD<@9A9A<S ;A4A<=, CD<K9@ A9 ;4FDG8AS9FES E 

BF69FB@ CD< 6<8B<;@9A9A<< ;484A<=, <ECB?P;G9F 6 BF69F9 @4F9D<4? @BAB7D4H<K9E>B= 

?<F9D4FGDO, CD46<?PAB B5BEAB6O649F CD<ASFB9 D9L9A<9, 6?4899F D4;ABEFBDBAA<@< 

A46O>4@< < CD<9@4@< 6OCB?A9A<S CD4>F<K9E><I ;484K. 

"J9A>4 «IBDBLB» 6OEF46?S9FES EFG89AFG, 9E?< BA F69D8B ;A49F @4F9D<4?, 7D4-
@BFAB < CB EGM9EF6G <;?4749F 97B, A9 8BCGE>4S EGM9EF69AAOI A9FBKABEF9= 6 BF69F9 

A4 6BCDBE, CD46<?PAB CD<@9AS9F F9BD9F<K9E><9 CB?B:9A<S CD< D9L9A<< CD4>F<K9-

E><I 6BCDBEB6 < ;484K, 6?4899F A9B5IB8<@O@< A46O>4@< < CD<9@4@< <I 6OCB?A9A<S. 

"J9A>4 «G8B6?9F6BD<F9?PAB» 6OEF46?S9FES EFG89AFG, 9E?< BA <@99F ;A4A<S 
FB?P>B BEAB6AB7B @4F9D<4?4, AB A9 GE6B<? 97B 89F4?9=, 8BCGE>49F A9FBKABEF<, A98B-

EF4FBKAB CD46<?PAO9 HBD@G?<DB6><, A4DGL9A<S ?B7<K9E>B= CBE?98B64F9?PABEF< 6 

<;?B:9A<< CDB7D4@@AB7B @4F9D<4?4, <ECOFO649F ;4FDG8A9A<S CD< 6OCB?A9A<< CD4>-

F<K9E><I D45BF. 
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"J9A>4 «A9G8B6?9F6BD<F9?PAB» 6OEF46?S9FES EFG89AFG, >BFBDO= A9 ;A49F ;A4-
K<F9?PAB= K4EF< CDB7D4@@AB7B @4F9D<4?4, 8BCGE>49F EGM9EF69AAO9 BL<5><, A9G69-

D9AAB, E 5B?PL<@< ;4FDG8A9A<S@< 6OCB?AS9F CD4>F<K9E><9 D45BFO. 

3. "&+�&!"%&0 #" ��%*�#��!� 

'EC9649@BEFP EFG89AFB6 CB 8<EJ<C?<A9 BJ9A<649FES 6 IB89 F9>GM97B >BAFDB?S 

GEC9649@BEF< < CDB@9:GFBKAB= 4FF9EF4J<<. 

#DB@9:GFBKA4S 4FF9EF4J<S 6 HBD@9 Q>;4@9A4 CD98GE@4FD<649F CDB6989A<9 B5S-

;4F9?PAB= Q>;4@9A4J<BAAB= CDBJ98GDO. 

�?S EFG89AFB6 BKAB-;4BKAB= HBD@O B5GK9A<S D9=F<A7B64S BJ9A>4 ;A4A<= A9 

CD98GE@BFD9A4  
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