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JlabopaTtopHnas padora 1.
HccaenoBanue Moaean MeKCETEBOr0 B3aUMOAeHCTBUS

Heab padoTbl: O3HAKOMHUTHCS C CETEBBIMU YTHIIMTAMH, TTO3BOJISIONTUMHU
TECTUPOBATH PA3HbIC YPOBHU MOJICIIH MEKCETEBOTO B3aUMOICHCTBUS
Teopernyeckasi 4acThb
Komanma ping
Komanma ping mpoBepsieT COCTOSHUE COEAWHEHHS C  JPyTUM
KOMIIBIOTEPOM MM KOMIIBIOTEpaMH, TOChLIas 3XO-TakeTsl mpoTokoia Internet
Control Message Protocol (ICMP) u ananu3upys noixy4eHHbIe OTBETHI. JTa KOMaH/a
JIOCTYMHA TOJBKO TOCJE yCcTaHOBKU mopanep:kku mpotokoia TCP/IP. Komanga ping
XKIeT 10 | CeKyHIIbI ISl KQKI0TO TIaKeTa U BBIBOJUT YUCIIO MTOCIAHHBIX U MPUHSITHIX
nakeToB. Kaknplii MOTydeHHBIH TIAKeT CpPaBHUBACTCS C COOTBETCTBYIOIIMM
nocnanHeiM. [0 yMmoidaHWIO dYeThIpe dXO-TlakeTa conepkar 64 Oaiita JaHHBIX
(mepuoudecKas OCIeI0BaTEIIbHOCTh 3arJIaBHBIX OYKB)
-t Bpmonnenne komanabl g0 npepeiBanus  (Ctrl+C).  IIpocmotp
cratucTuku u npoponkenue — (Ctrli+Break).
-a Paspemats IP-agpeca B umeHa.
-N YHUCIIO OTIIPABIISICMBIX ITAKETOB.
-| pasmep naxera.
[To ymonuanuto 64 Gaiita, makcumym — 8192.
-f YcranoBka ¢uara, 3ampemniaroiero pparMeHTaI|io MaKeTa.
-I TTL. 3amanue BpeMenu xu3Hu naketa (mose "Time To Live").
-v TOS. 3anmanue tuna ciyx0s (tose "Type Of Service").
-f 4Wucno.  3amuch MapmipyTa Ui YKa3aHHOTO YHCIa TIEPEeXOJI0B,
napameTp 3a/1aeT YUCIIO MepexoI0B B MHTepBasie oT 1 10 9.

-S guCiI0. 3aJaeT YMCIO y3JI0B Ha MapIipyTe, e OyIeT AenaTbest OTMETKA
BpPEMCHU.
-] cmucok y3moB. CBOOOMHBIM BBIOOpP MapiipyTa IO CIHCKY Y3JIOB.
MakcuMaTbHOE KOJTMYECTBO PaBHO 9.
-k crucok y3moB. JKecTkuit BeIOOp Mapiipyta IO CIHCKY Y3JIOB.
MakcumanbHOE KOJIMYEeCTBO paBHO 9.
-W MHTEpBaJl OXXHUJaHHUS OTBETA B MIJIJTUCEKYHIAX
Hampumep, mnpoBepka cBsi3u ¢ KoMIblOTepoM, umeromuM |P-agpec
212.96.96.38:
ping 212.96.96.38
Bmecro IP-agpeca MOXXHO 3a1aTh CHMBOJIBHOE JOMEHHOE WM
HEO0OXOMMOT0 KOMIIBIOTEpa, HAIPUMeED:
ping www.ncstu.ru
[Tocme BBoma otoii komauael WINdOWS craemaeT dYeThIpe IOIMBITKU
MOJIyYeHHUS] OTBETAa OT COOTBETCTBYIONIET0 KoMmImbioTepa. [Ipm sToM Ha dKpaH
BBIBOJMTHCS BpeMsi, KOTOpOe ObLI0O HEOOXOAMMO IJisi MOJY4YeHHs OTBETa Ha ping-
3ampoc. Eciau BO3MOKHOCTh YCTaHOBJICHHS CBSI3M C KOMITBIOTEPOM OTCYTCTBYET,



MOSIBJISIETCST  COOOIICHHE O TPEBBIIICHHA MAaKCHUMAaJbHO JIOIYCTUMOTO BpEMEHH
OTBETa Ha 3ampoc (timeout).

Ecnu xomanma ping Juisi KaKOro-TO KOMITBIOTEpA BBIIAET COOOIICHHE 00
OLIKMOKE, CIIEAyeT IMPOBEPUTh C IIOMOIIBIO 3TOM KOMaHAbI CB3b 10 IP-ampecy
COOCTBEHHOI'0 KOMITBIOTEPA, IIITI03a 110 YMOJIYaHHMIO, a TAK)KE CepBepa UMCH C IIEJIbIO
BBISIBJICHHS HCTOYHHKA OIIHOOK.

Komanpna tracert

JlmarHoctuueckass TporpamMma TMpeJHa3HaueHa JJii  ONpEeeNICHHUs
MapiipyTa 10 TOYKA HA3HAYCHUS C MOMOIIBIO MOCHUIKM B TOYKY HA3HAYEHUS HXO-
nakeroB mpotokoia Internet Control Message Protocol (ICMP) ¢ pasnudabiMU
3HaueHUsAMH napamerpa Time-To-Live (TTL). I[Ipu stom TpeOyercs, 4TOObI KaXabIi
MapHIpyTHU3aToOp Ha MyTH CJIEIOBAHUS IMAKETOB YMEHBIIAN 3Ty BEJIMYUHY TI0 KpaitHel
Mepe Ha 1 mepen panbHeiiied MepechUIKOW IMakeTa, 4To jenaer mapamerp [TL
3¢ ()EKTUBHBIM CUETUYMKOM 4YHUCIA MPOMEXKYTOUHBIX Y350B. [Ipeamonaraercs, 4to
korja mapametrp [ TL cranoButcs paBeH 0, MapmipyTH3aTop MOCHUIAET CHCTEMeE-
ucrounuky coobmenue ICMP "Time Exceeded”. Komanpma tracert ompenemsier
MapUIPYT IMYTEM IOCBUIKK MEPBOTO 3X0-nakera ¢ napamerpom TTL, paBHeM 1, u ¢
MOCTEAYIONUM YBEIMYCHHEM 3TOTO TapaMeTpa Ha €AMHHILY A0 TeX IMOp, MOKa He
OyIeT TOoJIy4eH OTBET W3 TOYKH Ha3HAYeHUsS WM HE OyIeT MOCTHUTHYT MaKCHMYyM
napamerpa TTL. Mapupyr omnpenensercs mTyTeM aHaidW3a MOJYYEHHBIX OT
MOCTOSIHHBIX MapmpyTu3atopoB coobmenuit ICMP "Time Exceeded". Crenyer
UMETh BBHUJY, YTO HEKOTOPBIC MapIIPyTH3aTOPHI MPOCTO COpPAChIBAIOT TAKETHI C
UCTEKIIUM BpPEMEHEM >XH3HU (TO €CTh C HYJCBBIM 3HA4YeHHWEM mapamerpa 1 1L).
Takue MapmpyTU3aTOpbl HEBUAMMBI 111 KOMAaHABI tracert.

CunTakcuc

tracert [-d] [-h makcumanbHOe umciio mepexozos] [-] cnucok y370B] [-W
WHTEpBAJI| [MMs1_KOHEUYHOTO KOMIIBIOTEPA]
[TapameTpsbl
-d
[IpenoTBpamiaeT mnoneITKM KomaHabl tracert paspemenus IP-agpecos
MPOMEKYTOUHBIX MapIIpyTU3aTOPOB B HMMEHA. YBEJIUYHMBACT CKOPOCTHh BBIBOJIA
pe3yIbTaTOB KOMaH/IbI tracert.
-h MakcuManbpHOE YHUCIIO MEPEXOI0B
3amaer MakCUMaJbHOE KOJMYECTBO TMEPEXO0JIOB HAa TYTH MPU TOHUCKE
KOHEYHOT0 00beKTa. 3HaueHue 1o ymoadanuto pasHo 30.
-] CIICOK_y30B
VYka3bIBaeT 11l COOOIIEHUN € 3X0-3alPOCOM HCTOJIB30BAHKUE TapameTpa
CBOOOJHOW MapiipyTu3anuu B 3arojioBke |P ¢ HAOOpOM MPOMEKYTOUHBIX MECT
HA3HAUCHHUS, YKa3aHHBIX B CHOHUCKE y3710B. [lpu cBOOOAHOW MapIHIpyTHU3AINH
YCTICIIHBIC TPOMEKYTOUYHBIE MECTa Ha3HAYCHHUSI MOTYT OBITh Pa3/eJICHbI OJHUM WJIH
HECKOJIbKUMH MapHipyTu3atopamMu. MakcuManbHOE YHUCIIO aJpecoB WM UMEH B



cnucke - 9. Cmomcok aapecoB mpexacraBiser Habop IP-agpecoB (B ToYedHO-
JIECATUYHOM HOTAIMH), pa3IeTICHHBIX MPOOeTaMH.

-W MHTEpBaJI

Omnpenensier B MUUTMCEKYHAAaX BpeMsl OXXKHIAHUS ISl TIOMYYEHHUS DXO-
orBeToB TmpoTokosa ICMP wumu ICMP-coobmennii 00 uHCTEUeHHMM BPEMEHH,
COOTBETCTBYIOIIMX JTaHHOMY COOOIICHHIO JXO-3ampoca. Eciam cooOrieHne He
MOJly4YeHO B TEUYCHHE 3aJ[aHHOTO BPEMEHH, BBHIBOAMTCA 3Be3fouka (*). TaiimayT mo
ymoiraannto 4000 (4 cekyHpI).

UMs_KOHEYHOTO KOMIThIOTEpa

3agaeT TOUKY Ha3HAauYeHUs, ykazaHHyto [P-anpecoM nnu uMenem ysia.

[Ipumeuanus:

- UtoOBI BBITIOJIHUTH TPACCUPOBKY MapIIpyTa, BBIBECTH 3HAYCHUE
3aJIepP>KKH PACTIPOCTPAHEHHSI TI0 CETH U TMOTEPh MaKeTa Ha KaXXJI0M MapIIpyTH3aTope
W y3JIe B ITyTH, UCTIOJIL3YITEe KoMaHy pathping.

- DTa KOMaHJla I0CTyIHa, TOJIBKO €CIIM B CBOMCTBaX CETEBOTO ajanTepa B
oObekte CeTeBble MOAKIIOYEHUS B KAaYECTBE KOMIIOHEHTa YCTAaHOBJIEH IPOTOKOJ
Wntepnera (TCP/IP).

[Ipumepsl

UYroObl BBINOJHUTH TPACCHPOBKY NyTH K y3ay COrp7.microsoft.com,

BBE/IUTE KOMAH]TY:

tracert corp7.microsoft.com

YroObl BBIOJHUTH TPACCUPOBKY MYyTH K Y31y COrp7.microsoft.com u

ucrnosb3oBaTh y3ibl 10.12.0.1-10.29.3.1-10.1.44.1 nyist cBOOOHOM MapIIpyTU3AIUH,

BBEJIUTE CIEAYIOIIYIO KOMaHY:
tracert - 10.12.0.1 10.29.3.1 10.1.44.1 corp7.microsoft.com

Komanna telnet
Telnet - mpoTokon HSMyNSIMK TEpPMHUHANA, KOTOPBIA OOecreunBaeT
NOJAJIEPKKY YIAAJIEHHOro JocTymna B UHTepHeT

FTP (File Transfer Protocol, unu “IIpoTokon nepenayn AaHHbIX) -
OJIMH W3 CTapedIIMX MPOTOKOJIOB B MHTEpHET M BXOAMUT B €ro cranmaptel. IlepBbie
cnerudukanuu FTP otHocsTes k 1971 roxy. C tex mop FTP nperepnen MHOXECTBO
MOAM(UKAIIMA ¥ 3HAYUTEIBHO pACHIUPHII CBOM BO3MOXXHOCTU. FTP  moxker
UCIIOJIB30BAaThCS KAaK B IporpamMmax IOJb30BaTeNield, TaK U B BHJE CIIEHHAIBHON
YTHJINTHI OTIEPALlMOHHON CHCTEMBI.

FTP npennasnaueH s penieHus 3aad paslielieHds] JO0CTyla K
¢aitnam Ha yAaneHHBIX XOCTaxX, IPSIMOT0 WM KOCBEHHOT'O HCIIOJIb30BaHUS PECYPCOB
yAaJEHHBIX KOMITBIOTEPOB, OOECIEYeHHs] HE3aBUCHUMOCTH KJIMEHTa OT (halIoBbIX
CUCTEM YJIaJIEHHBIX XOCTOB, 3((EKTUBHON 1 HAJEKHOU Mepeaadyn JaHHBIX.

O6Mmen nanapiMu B FTP mpoucxogutr mo TCP-kanamy. OOmeH
MOCTPOCH Ha TEXHOJOTUM ‘“‘KiaueHT-cepBep’. FTP He MoXeT HCmojb30BaThbCs s
nepenadyd KOH(PUACHIMAIbHBIX JAaHHBIX, IOCKOJIbKY HE OO0eCrneyrMBaeT 3alluThl
nepeaaBaeMoil HHGOpMaLMK U MEepPeaeT MEXIYy CEpBEPOM M KIMEHTOM OTKPBITHIM
TekcT. FTP-cepBep moxket norpedoBaTh oT FTP-kinenTa ayrentudukanuu (T.€. npu
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OpUCOEIMHEHNN K cepBepy FTP-monp3oBaTens AOMKEH OyIeT BBECTH CBOI
uaeHtudukatop u napossb). OgHaKO Mapolib, U UACHTU(PUKATOP MOJIB30BATENs OyayT
MepeJaHbl OT KIMEHTA HA CEPBEP OTKPBITHIM TEKCTOM.

FTP (File Transfer Protocol) mnpencraBiser co00i TPOTOKOI
nepefaynm  JaHHbBIX, C IIOMOIIBK0 KOTOPOTrO MOXHO IIEPECBUIATh JIBOUYHBIE H
TEKCTOBBIC (pailibl MEXIy KOMIbloTepamu. B OONBIIMHCTBE CiiydaeB i oOMeHa
JAaHHBIMU 10 POTOKOMY FTP HEe00X01MMO UMETh COOTBETCTBYIOIIUE MTpaBa A0CTYIIA.
Onnako MMEIOTCSl TaKk Ha3biBaeMble aHOHHMHBIE FTP-cepBepsl, nmpemocraBisitoniye
JOCTYIl KaXJIOMY IIOJb30BATE0, HANpUMeEp, I 3arpy3Kd OEcCIUIaTHOIO
IPOrpaMMHOT0 OOeCTedeHHs] WM TOJdy4YeHHs WH(GOPMAIMOHHBIX JOKyMeHTOB. K
npuMepy, Ha FTP-cepBepbl dupmbl Microsoft Bbl Halijiere onmucaHue ONMIMOOK WITU
JOTIOJTHUTENBHYI0 HH(POPMAIIHMIO O MTPOTyKTaX 3TON (DUPMBI.

AnroputMm paboTtsl npotokosna FTP cocrtout B cienyromiem:
1. CepBep FTP ucnonb3yeTr B KayecTBE YMPABJISIIONIETO COCAUHEHUE
Ha TCP mopt 21, xoTOphIi Bceraa HaXOAUTCS B COCTOSHUU OXHIAHHS COCTHMHCHHS
CO CTOpOHBI noJib3oBarens FTP.
2. Tlocne TOro Kak yCTaHaBIIMBAETCS YHPABISIONIEE COCTUHEHHUE
Monynst “‘MHTepnpeTaTop MNPOTOKOJA TMOJB30BATENd € MOMAYJIEM CepBepa —
“UuTepnperatop MpOTOKOJIA cepBepa’, MOIb30BaTENb (KIUEHT) MOXKET OTIPABISAThH
Ha cepBep KoMaH[bpl. FTP-komMaHabl onpenesstoT napaMeTpbl COEAUHEHUS NIEpeladn
JAHHBIX: POJIb YYAaCTHUKOB COCIMHEHUs (AKTUBHBIM WM NAaCCUBHBIN), MOPT
coequHeHus (kak s Moy “TIporpamma nepenauyu TaHHBIX MOJIb30BATENsS, TaK U
s monyna “IlporpamMma mepepaud JaHHBIX cepBepa’), THUIl TEpeJadyd, THII
MEepEeaBaCMbIX JAHHBIX, CTPYKTYpy MJaHHbIX M YIPABIAKOLIME JUPEKTHUBBI,
o0o03HayvaIue ASHCTBUS, KOTOpPbIE MOJIb30BATENIb XOUYET COBEPIIUTH (HAampUMED,
COXpaHUTh, CYUNTATh, JOOABUTDH WJIU YJIAJUTh JaHHbIE WIH (ailll u ApyrHe).

3. Tlocme TOro kak corjacoBaHBl BCE MapaMeTphl KaHaja TMepefaadu
JNAHHBIX, OJWH W3 YYaCTHUKOB COEAWHEHUS, KOTOPBIA SBISAETCS MAaCCUBHBIM
(manpumep, “IIporpamMmma mepenayu JaHHBIX MOJI30BATENS ), CTAHOBUTCS B PEXHUM
OKUJIaHUSl OTKPBITUSI COEIMHEHUS Ha 3aJJaHHBIN JUIs iepefadn AaHHbIX nopT. [locne
ATOrO0 aKTUBHBIM Monynb (Hanpumep, “IlporpamMma mnepenaun JaHHBIX cepBepa’)
OTKpPBIBAET COCAMHEHNE U HAUMHAET Nepeiavy TaHHbIX.

4. Ilocne oOKOHYaHUS Tepelayd JIaHHBIX, COEIUHEHHE MEXIY
“IIporpammoii mepenaun AaHHbIX cepBepa’ u “IIporpamMmmoli mnepemadyd MaHHBIX
MOJIb30BaTENs” 3aKpbIBAETCS, HO YyIpaBiswouee coeauHenue ‘MurtepnperaTopa
poTOKOJIa cepBepa” W “MHTepmpeTaTopa NPOTOKOJIA IOJIB30BATENS OCTAETCA
oTkpbIThIM. [lonb30Batens, He 3akpbiBas ceccur FTP, moxer emie pa3 OTKpBITh
KaHaJl Iepe/iayyl TaHHbIX.

YtoOnl coznathk FTP-coequnenne, BHIMOTHUTE CIEAYIONMINE TeHCTBUS:

BeimonauTe komany telnet.

B oTkpbIBIIEMCS OKHE BBEIUTE KOMaHIy OpEen C aJpecoM HEOoOXOIUMOIO
FTP-cepsepa. Hanpumep, 4ToOBI YCTAaHOBUTH CBSI3bL C cepBepoM Microsoft, BBeauTe
CIIEAYIONIyI0 KoMaHy: open ftp.microsoft.com



ITocne ycraHoBneHusi cBsizu ¢ FTP-cepBepoM MOXKHO HpPOCMAaTpUBATh
CIHCOK (DaiiyioB U KOMUPOBATH (hailiibl HAa CBOM KOMIIBIOTED.

Komanner st pabotst Ha FTP-cepsepe:

Is — Ilo3Boasier oroOpa3utTh cuucok ¢aittoB. ITo xomanmge Is —I

(manenbkas OykBa «L») oTroOpaxkaeTcs moapoOHbIN CITUCOK.

cd — mo3BOJISIET IEPEHTH B TPEOYEMBIi IMTOAKATAJIOT.

binary — Ilo3BoJseT BKJIFOYUTH TBOMYHBIA PEKUM, HEOOXOAMMBIA IS
nepenayn JABOWYHBIX JAHHBIX. TakuM o0pa3oM, Mepea TeM Kak KOMHpPOBATh
JBOWYHBIC (ailiibl CIeTyeT C TOMOIIbI0 KOMaH bl binary akTHBU3UPOBAThH JBOMYHBIN
pexum. [To ymonuanuto BriroueH pexum ASCII.

ascii — [To3BossieT aKTHBU3UPOBATH TEKCTOBBIN PEIKUM.

get — Ilo3BonsieT cKOMMPOBATH 3aJaHHBIA (haill HAa CBOM KOMIIBIOTED.

disconnect — [To3BossieT 3aBepInUTh ceanc cBs3u ¢ FTP-cepBepom Oe3
3aBepIlCHUs PaOOThI IPOTPAMMBI.

quit — ITo3BosieT 3aBepinTh ceanc cBs3u ¢ FTP-cepBepoM ¢ 3aBepiiicHHEM
paboThI MPOTPAMMBI.

C monHbIM criuckoM Komauj mporpammbl FTP MoXHO mO3HAaKOMUTHCS B
crapaBouHoii cucreme Windows.

Komanna ARP

Jnsa onpenenenust mokansHOro aapeca no IP-agpecy mcnonb3yercs
npoTokoJ paspemieHus aapeca Address Resolution Protocol, ARP. IIporokon ARP
paboTaeTr pa3auYHbBIM 00Pa30M B 3aBUCUMOCTH OT TOTO, KAKOM MPOTOKOJ KaHAJIBHOTO
YpOBHsI paboTaeT B JaHHOU ceTH - mpoToko JokaibHoH cetu (Ethernet, Token Ring,
FDDI) ¢ BO3MOXHOCTBIO HIMPOKOBENIATEIBHOTO JOCTYIa OJHOBPEMEHHO KO BCEM
y3J1aM CEeTH, HJIH K€ MPOTOKOJ riodansHOl cetn (X.25, Frame relay), kak mpaBuiio
HE MOJIJIEPKUBAIOLIUIN IUPOKOBEMIATENbHBIN JOoCTyN. CyIleCTBYET TaKKe MPOTOKOJL,
pemaronuii o0paTHyIo 3a/1a4dy - HaxoxaeHue |P-agpeca o n3BeCTHOMY JIOKaTbHOMY
anpecy. On HasbiBaetcst peBepcuBHbli ARP - RARP (Reverse Address Resolution
Protocol) m wucnonw3yercss mpu crapre OE3IUCKOBBIX CTaHIMM, HE 3HAIONIMX B
HayaJgbHbIH MOMEHT cBoero IP-agpeca, HO 3HaMIMX aapec CBOETO CETEBOIO
ajanrepa.

B none tuna cetu nns cereit Ethernet ykassiBaetcs 3nauenue 1. [Tone tuna
IIPOTOKOJIA MO3BOJISIET UCTOJIb30BaTh nakeTl ARP He Tonbpko ana mporokona IP, HO
U JUIA ApYyTruX ceTeBbIX NpoTokoiioB. s IP 3Hauenue storo nomns pasao 080016.

JlnuHa JOKalbHOTO ajpeca aias mpotokosa Ethernet paBna 6
Oaiitam, a qmuHa IP-ampeca - 4 Gaittam. B mone onepamumu nns ARP 3ampocos
yKka3biBaetcs 3Hauenue 1 st mporokosa ARP u 2 niist nporokona RARP.

V3en, ornpasisitomuii ARPP-3anpoc, 3amonHser B nakeTe Bce MoJis,
KpoMe MoJjsi uckomoro JjokanpHoro anapeca (mist RARP-3ampoca He yka3sbiBaercs
uckombiil [P-ampec). 3HaueHre 3TOro Mojsl 3amnojHSAETCS Y3JIOM, ONO3HABIIMM CBOM
IP-anpec.

OtoOpaxeHne © H3MEHEHHUE HCNOJIb3yeMoill mpotokoiom ARP
TaOJIUIBI COOTBETCTBUS aipecoB IP u ¢puznueckux aapecos.
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dopmaT KOMaH/IbL:

ARP -s inet_addr eth_addr [if_addr]

ARP -d inet_addr [if_addr]

ARP -a [inet_addr] [-N if_addr]

-a BeiBoa Tekymux 3amnuceit Tabauikl ARP myTem ompoca Tekymmx
JMaHHBIX MpoTokoia. Ecim ykasan azapec inet_addr, to ampeca IP u ¢usnueckue
BBIBOJSTCS TOJBKO JUIsl YKa3aHHOro KommbioTepa. Ecmum mnporokon ARP
UCITIOJIB3YETCSl HECKOJIBKUMU CETEBBIMU WHTEpdelcaMu, TO BBIBOISATCS 3alHCH W3
KQKI0W TaOIUITHI .

-g AHanor —a.

inet_addr 3amanue ampeca IP.

-N if_addr BemBonm Tekymux 3ammced Tabmaumbl ARP i cereBoro
uHTepdeiica, onpenensemoro napamerpom if_addr.

-d Y nanenwue y3mia, onpeaenseMoro nmapamerpom inet_addr.

-s JlobaBnenue y3na u cBszbiBaHue aapeca [P inet addr ¢ gusnueckum
aapecom eth addr. ®usnueckuii agpec 3a7aeTcs ¢ MOMOIIBIO 6 MIECTHAIIATEPUUHBIX
yucen, pa3aeisieMbIX fepucaMu. 3anuch sBISETCS MOCTOSTHHOM.

eth_addr 3aganue ¢puszmueckoro agpeca.

if addr HeoOs3arenpHBld  mapamMeTp, yKa3blBaomumid  ampeca  IP
uHTepderica, I KOTOPOTroO cleAyeT U3MEHUTh Ta0nuily aapecoB. Ecnu mapametp He
3aJlaH, UCIOJIb3Y€ETCs MEePBbIN JOCTYIHBIA HHTEp(ENC.

Hanpuwmep:

arp —a ... BerBoaur tabmnuiry arp.

arp —s 176.16.1.400 00-aa-00-62-c6-09 ... JloGaBnsieT CTaTUYECKYIO
3aIHCh.

Komanpa route VYmpaBneHue TabiaunaMu MapuipyTH3alMU B CETH. JTa
KOMaH/I1a JOCTYITHA TOJIbKO MOCJE€ YCTaHOBKU nojaepxku nporokona TCP/IP.

dopmaT KOMaH/IbI:

route [-f] [-p] [komanma [komobroTep] [mask macka] [mutro3] [metric mepal]]

[Tapamertpsr:

-f Y nanenue 3anuceit o Bcex numo3ax. Eciiu ucmonb3yeTcss B COUYETAaHUU C
OJIHAM W3 JIPYTUX KJII0YeHl, BHaYalle yIastoTCsl COOTBETCTBYIONIUE 3alUCH, a 3aTEM
BBITIOJIHAIOTCS ICCTBUS, 3aJJaHHBIE IPYTUM KITIOUOM.

-p Tlpu ucnonn3zoBanun c¢ komanao ADD oOecrieunBaer coxpaHeHUE
MapIipyTOB TpH Tepe3arpy3ke cucTeMmbl. [lo yMolaHWIO MapIHIpyThl HE
COXpaHSIIOTCS MpHU mepe3arycke cucteMsl. [Ipu ncnons3oBanuu ¢ komangoit PRINT
BBIBOJAWT Ha DKpaH CIHCOK 3apErMCTPUPOBAHHBIX IMOCTOSHHBIX MapmpyToB. [lpu
WCITOJIb30BAaHUU C APYTMMH KOMaHJIaMH, KJITFOY UTHOPUPYETCS, 1 KOMaHJIbI paboTaroT
C COOTBETCTBYIOIINUM ITOCTOSTHHBIM MapIIPyTOM.

KOMaH/1a

OpnHa U3 yeTbIpex KOMaH/I;

Komanpga /leiicTBue

print BeiBoa mMapiipyTa

11



add [loGaBienue mapupyra

delete Ynanenne mapuipyra

change M3meHeHne CyIIeCTBYOIIETO MapIIpyTa

KOMIIBIOTEP

Kommsrorep, Ha KOTOPBIH TOCHUIAETCS KOMaH/Ia.

mask macka 3amaeT MacKy MOJICETH, KOTopash acCOLUUPYETCS C JaHHBIM
MapuipytoM. Eciu Macka He 3a1aHa, HCHOJIb3yeTcs 255.255.255.255.

NUTI03 3a/1aeT LT3,

Bce cuMBoiMUeckne UMeHa, UCTIONB3YEMbIC B MTapaMeTpax KOMIBIOTEp U
IUTI03, WIMYTCS B 0a3ax JaHHBIX CETeH M KOMIBIOTEPOB, HaXOASIMUXCS B (paiimax
NETWORKS u HOSTS, coorBerctBenHo. [ns komanp print u delete moryt ObITh
UCIIOJIb30BaHbl CUMBOJIBI MOJICTAHOBKH ISl TapaMETPOB KOMIIBIOTEP U ILIIO3, WIH
MOXET OBITh OIYIIEH apaMeTp IUTIO3.

metric Mepa 3agaeT ETOYMCICHHBIM mapamerp Mepbl (ot 1 1o 9999),
KOTOpasi MOKET OBITh HCIIOJIb30BAaH [JISl BBIUMCIICHHS] CaMOrO OBICTPOTO, CaMOro
JIOCTYITHOTO MJIM HauboJee EHIeBOro MapiipyTa.

Jpyrre KoMaH ibl
nbtstat — [To3Bossier 0TOOpPa3UTh CTATUCTUKY PaOOTHI U MEPEUYCHBb
TeKymux coequaenuit mo nporokoiy NBT (NetBIOS uepes TCP/IP).
netstat — Ilo3BosseT oTOOpa3uTh mepedeHb Tekymux | CP/IP-
COCIMHEHNMH.
3amanue
1. O3HaKOMUTBCS C YKa3aHHBIMH CETEBBIMHU YTHUIIUTAMHU.
2. DBBINOAHUTH KaXAyl0 KOMaHIy C MaKCUMalbHO BO3MOXHBIM
yHnoTpeOJICHHEM MapaMeTpOB.
3. CocTaBUTh OTYET 110 JTabOpaTOPHOM padoTe.
3.4 Meroauveckue yKa3aHHs 110 BHITOJHEHUIO 3aaHUs
Jlnst paGoThl € CETEBBIMU YTHJIUTAMU BaM HYKHO 3allyCTUTh~ KOMaHIHYIO
crpoky” 1.B Windows wnaxare kHomky «Starty(Ilyck), B meHto «Starty(Ilyck),
BBIOpaTh MyHKT «Run»(BITIOIHUTS).

[Tocne aToro mosiBUTCS auanoroBoe okHO «Run»(Bsimomnuts).B mosne
«Open»(OT1kpbITh) BBeIUTE “Cmd” HAXKMHUTE KHOTIKY OK.

[TossBUTCSI OKHO KOMaHIHOM CTPOKH.

B 3TOM OKHE BbI BBOJUTE KOMAH/IbI.

Coneprxanue oTdeTa 1o J1abopaTopHOi padoTe

OT4eT AOMKEH COMEPKATh CIASAYIONIYI0 HH(POPMAITHIO:

. THUTYIBHBIN JIUCT.

. [{enb pabOTHI.

. Kparkoe onrcanue u CKpUHIIOT 0 KaKJI0M U3 KOMAaHJ.
. BeiBo.
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JlabopaTopnasi padota Ne 2

I/ICCJIeIlOBaHI/Ie YCTAaHOBKH U HavYaJbHOH HaCTpOﬁKH CHUCTEM

Hean padoTel: O3HAKOMUTHCS C HAYaIbHBIMH HACTPOMKAMU CUCTEMBI

Teoperuueckasi 4acTh:

Yemanoska u nepsuunas nacmpouxa Windows Server 2012

Nucrammsmus Windows Server 2012,

Cpenu omeparmonnbix cucreM  Windows XP  sBisgercs HaumOoJee
pacnpoctpaHeHHoil. [loaToMy paccMOTpuM TOCIENOBATENbHOCTh Pa3BepThIBAHUS
CUCTEMHBIX MPOTPAMMHBIX CpPEJICTB Ha MpuUMepe 3TOH cucteMbl. s 3arpys3ku
Windows XP  HeoOXoauMm  CIHCAyIONMHA  MHHHMAJIbHBIA  HaOop  (aiiios,
pacIojIoKEHHBIX: a) B KOPHEBOM Kartajiore 3arpy3odnoro naucka (ntldr; boot.ini,
bootsect.dos, NTDETECT.C); 0) B cucremrom mnoxakataiore Windows/system32
(ntoskrnl.exe, hal.dll, paznensr peectpa System); B) B CHCTEMHOM IOJIKATaIOre
/system32/drivers (HeoOX0aUMBIC TpaiiBephbl yCTPOMCTB).

[Ipomecc 3arpy3kd KOMIIbIOTE€pAa HAUMHACTCS C MPOLEAYphl HAYaIHHOTO
tectupoBanusi ooopynoBanus (* POST — Power-On Self Test). Koa, BeimonHstomumii
POST, 3amut B 6a30B0ii cucreme BBoAa-BbiBoga (BIOS) kaxmoro koMmbroTepa, u
MMEHHO €My TiepellaeTcs yIpaBlIeHHE NpH BKJIOYeHUU nutanus. Eciau B mporiecce
TECTUPOBaHUSI OOHapYyKUBAIOTCA Kakue-muoo ommbku, To BIOS renepupyer xozbl
omubok (POSTcodes), koTopbeie oTimuarotcs 11t BIOS pasHbIx npousBoauTenei, u
3ByKOBbIe KOoJbl. Eciu mpouenypa POST 3aBepmiaercs ycnemno, To BIOS nepenaer
yhnpaBjieHHe TIJIaBHOW 3arpy3ouHor 3amucu (MBR — Master Boot Record)
MEPBUYHOIO KECTKOTO JUCKAa CHUCTEMBbI, YEM 3aBEpIlaeTCsl TepBas «armapaTHasy
CTajusl 3arpy3kd KOMIbIOTEpa (BeCh MPOIECC 3aBUCUT TOJBKO OT amnmapaTypbl
KOMITBIOTEPA, HO HE OT YCTaHOBJIEHHOTO MPOTPAMMHOI0 00ECTIEUECHHUS ).

Ha BTOpoi#t cTamuu 3arpy304Hasi 3aMuch, ONEepUpPys JaHHBIMUA O Pa30MEHUU
YKECTKOTO JIUCKAa Ha JIOTUYECKUE TOMA, MepeAacT YNpaBlIeHWE HUCIIOIHIEMOMY KOy,
PacroyioKEHHOMY B 3arpy304HOM cekTope. B onepannonnoit cucreme Windows XP
9THUM KOJIOM SIBJISICTCS 3arpy3udKk oOrmepanuoHHON cuctembl ntldr. 3arpysumk
NepPeXOAUT B 3AlMIIEHHBIA pEXUM pabOThl U MPOU3ZBOJUT HEOOXOIUMBIE ISt
ycnenrHoro GyHKIMOHUPOBAHKS B 3TOM PEXHME MAHUITYJISIIIUKU C aMAThio. Kpome
(GyHKIMH, TO3BOJSIOMKX padoTaTh ¢ mamAThio, Ntldr mMeer Takke HECKOJIBKO
MOJyJIEH, MO3BOJIAIONIMX PabOTaTh ¢ HEKOTOPHIMU APYTHMMH Oa30BBIMH pPECypCaMu
CHUCTEeMBbI, B TIEpBYIO ouepelnb c (ailioBoit cucremoir. Bce napyrue nenctBus
BBITIOJTHSIOTCS ¢ TOMOIIIBIO BbI30Ba npepbiBanuii BIOS.

[locne  mepBUYHONW  WHUIMANM3AIMK  3arpy34dK  MPEIOCTaBIISICT
MOJI30BATENII0 BO3MOKHOCTh BBIOpaTh OINEPAlMOHHYIO CHUCTEMY, KOTopas Oyner
3arpy’kKeHa U3 CIHCKa CUCTEM YCTAHOBJICHHBIX Ha KoMrbtoTepe. C aTol 1emnbio ntldr
BBIBOJUT Ha OdKpaH Hamanuch: «OS Loader V5.0» u mnpurianieHue BbIOpaTh
orepanoHHyo cucrteMy. CooOleHrne BBIBOAUTCS TOJBKO B TOM CIIy4ail €ciu B
daitne boot.ini 3apeructpupoBaHo 0Oojiee OJHOW ONMEpaMOHHON cucTeMbl. [locie
BbIOOpPA OnepanroHHON cucTeMsl 3arpy3urk 3amyckaeT ¢aiin NTDETECT.COM.
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Otor kommnoHeHT cuuThiBaeT U3 CMOS-namsTH cUCTEMHYIO JaTy M BpeMmsl H
IPOU3BOJMUT IOUCK W PACIO3HABAHUE aNNapaTHbIX CPEIACTB, MOJKIIOYECHHBIX B
JAHHBII MOMEHT K KoMIibioTepy. 3aBepmiuB padoty, NTDETECT Bo3Bpamaer
yIpaBlicHUE U cOOpaHHYI0 UM HHbopMaluio ooparao B ntldr.

Jlanee 3arpy:kaeTcsi U1 MHUIUAIU3UPYETCA SIIPO ONEPAMOHHOW CHUCTEMBbI
ntoskrnl.exe u ypoBeHnr abctparmpoBanus or obopymoBanus hal.dll. Tlpu cBoei
WHALMAIW3AalUY  A4p0  TNPOU3BOAUT  psAX  JACUCTBHM B CIEAYIOLIEH
MOCJIEIOBATEIbHOCTH:

-MHnnmanu3anus AucneTdyepa namsTy.

-Mannmanuzanus aucnerdepa 00bEKTOB.

-YcTaHOBKa CUCTEMBI 0€301TaCHOCTH.

-Hactpoiika apaiiBepa (hailliIoBOi CUCTEMBI.

3arpy3ka U UHUIMAJIM3AIKs AUCTIeTYepa BBOJa-BbIBOa (0OBIYHO caMast
nuTenbHas aza).

3arpy3ka CHCTEMHBIX CEPBUCOB, KOTOPBIE PEaJU3yIOT B3aUMOJAEIHCTBUE C
M0JIb30BATEIIEM.

3arpy3ka Session Manager (Smss.exe), KOTOpBbIi:

-niepexiitoyaet Windows u3 TeKCTOBOTO pekuMa B rpapuyuecKHii;

-3alycKaeT MCHEIDKEp BXoaa B cucteMmy Logon Manager (systemroot
\System32\Winlogon.exe);

-CO3/1a€T JOTOJIHUTENbHbIE (haiiiibl BUPTYyaIbHON NAMSATH;

-€CJId YCTAaHOBJIEHbI HOBBIE€ MTPOTrPaMMBbl W/ WA APAUBEPHI, TO CIPOCUT
nepe3arpy3uThb CUCTEMY.

-Menemxep Bxona B cucremy Logon Manager (Winlogon.exe) 3amyckaeT
MOJICUCTEMY CEpPBHUCOB (Services.exe) M JoKalnbHyIo cuctemy Oe3omacHocty (Local
Security Authority, Lsass.exe) u demaeT BO3MOKHBIM KOMOHHAIIMIO KJIABHUIII
CTRL+ALT+DEL, uto6sI moka3aTh JIOTHH CKPHUH.

-3arpy’keHHasi  ONepalMOHHas cucTeMa OOecHneuyuBaeT  CIECAYIOLIUe
CUCTEMHBbIE MPUITOKEHUA | :

Csrss.exe — maHHBIA MOIYJb TpEJHA3HAYEH, TJABHBIM 00pazoMm, s
OpraHu3allid B3aUMOJACHCTBUS MEXAY KOMIIBIOTEPOM U Tosib3oBaTeneM. OH
ABJIIETCS] YacCThIO0 MoJicucTeMbl Win32 M mO3TOMY 3TOT MPOLIECC HENb3s 3aKpPbITh B
meHemkepe 3amad. Csrss (client/server run-time subsystem — ximeHT /cepBepHas
MOJICUCTEMA) OTBEYAET 32 KOHCOJIbHbBIE MPUJIOKEHHUS, CO3aHe/y1aleHue MOTOKOB U
3a 16-0uTHyt0 BUpTyanbHyt0 cpeay MS-DOS.

VYike mociie 3arpy3kd OINEpallMOHHOM CHCTEMBbI MOJIb30BaTEIb, YTOOBI
J0Ka3aTh, YTO OH TOT, 3a KOro ce0s BBIOACT, JOJUKEH MPOWUTH NPOLEAYpPY
ayTeHTU(UKALMK, TO €CTh BBECTU COOCTBEHHOE DPETUCTPALMOHHOE WM (JIOTHUH) U
naposib. JlaHHble 1EeHCTBUS MPHU MOHMKEHHBIX TPEOOBAaHUSAX K 0€30MacCHOCTH MOTYT
OBITh HACTpOEHBI MO yMosyaHuto. [Ipolenypa moaKIIOUEeHUsT K CUCTEME MO3BOJISIET
OIPEETUTh, KEM SIBJISICTCS TIOJIB30BATENb U 00JIaaeT JIU OH MPaBOM BXOJAa U pabOThI
c cuctemoi. [Ipu BbIMOIHEHHM 3TOM Mpouenypsl ciyx0oit WinLogon B cucteme
MPOUCXOJIAT CIETYIONINE COOBITHS:
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nporecc WinLogon otoOpakaeT Ha 3kpane (HoH pabodero croya (K 3TOMY
MOMEHTY OOBEKT pabodero croyia y>ke co3JaH, HO €lle He OToOpa)kaercs), a TaKkxKe
NpUTIAlieHue K BBOJAY IIOJIb30BAaTENieM JIOTMHA W TAapoJjs; BBEJICHHBIC JTaHHBIC
NIepeIal0TCs TIOJICUCTEME 0€30TTaCHOCTH;

nojcucTeMa 6e3ornacHocTu obpamaercs k 6a3ze maHHbeix ~ SAM (Security
ccounts Manager) u nipoBepsieT, 001a1acT JIM MOJIb30BATENb MOJTHOMOYHMSIMH PaOOThI
C CUCTEMOIi;

bazoBas Cucrema BBoga BriBoga

bazoBas Cucrema BBoma BwiBoma (BIOS ) — wacte mnporpamMMHOTO
oOeCrieUYeHNsT  BBIYMCIUTEIILHONM  CHCTEMBI,  TOJJEPKUBAIOMIAs  yIpaBICHUE
aJlariTepaMy BHEIIHUX yCTPOWCTB, SKpaHHBIC OMNEpallid, TECTHPOBAHHUE, HAYATHHYIO
3arpy3Ky W YCTaHOBKY ormepainuoHHoil cucrtembl. BIOS — 310 cranpmapTHbIi
uHTEepQeic, obecneunBarolMii NEPEeHOCUMOCTh ONEPAMOHHON CHCTEMBI MEXIY
KOMIIBIOTEPAMH C OJUHAKOBBIM MUKporponeccopoM. BIOS xpaHuTcs B mOCTOSTHHOM

3alIOMUHAIONIEM  yCTPOWCTBE  KOMIIbIOTEpa.  YIpPaBIICHHWE  YCTPOHCTBAMHU
OCYIIECTBIIICTCS  9epe3 MEXaHW3M INpepblBaHMi. Pa3nmuuaior  cieayronue
IPEePHIBAHMS:

-aIapaTHbIe MPEPHIBAHUSA — HHUIIMHPYIOTCS alllapaTHBIMU CPEJCTBAMH;

-IOTUYCCKUE MPEPBIBAHUSA — HWHUIUUPYIOTCA  MHKPOIIPOILIECCOPOM,
HECTaHJIAPTHBIC CHUTYAI[UH B pab0Te MUKPOITPOIIECCOPa;

-IpOrpaMMHBIC  TIPEPBIBAHUS  —  HWHHIHHPYIOTCS  MPOTPAMMHBIM
oOecIieueHuEM.

[Ipy  BKJIIOYEHHM  KOMIIBIOTEpAa  aBTOMATHUECKH  3arpykaerci W
BBIMOJIHSACTCS crierainbHas nporpamma  POST(Power-On Self-Test) u3 cocrasa
BIOS. Ota nporpamMma nmpon3BOUT CaMOTIPOBEPKY M TECTUPOBAHUE MPU 3arpy3Ke:

-mpoBepka  mepekiouateneit uw CMOS-mamsatu Ha  CHCTEMHOU
(MaTepuHCKOM) TIaTEe, OmpeaeiaeHue oO0OpYyAOBaHUs, KOTOPOE TMOAKIIOUEHO K
KOMIIBIOTEPY;

-T€CTUPOBAHUE ONEPATUBHOIO 3aIIOMUHAIOIIETO YCTPOUCTBA;

-BBITIOJIHSIET JCHCTBUSI MO 3arpy3Ke OINEpalMOHHOM CHUCTEMBI (3arpy3ka B
ONEPATUBHYIO NaMATh M 3amyck bioka HawanbHOUM 3arpy3ku omnepaumoHHON
CUCTEMBI);

-BBIMIOJIHSIET ~ JIpyrue  cruenuduyeckue JCUCTBUS 1O  TMOJATOTOBKE
KOMIIBIOTEPA U JOTIOJIHUTEIHHOTO 000py10BaHUs K paboTe.

BIOS sBnsercst cBoeoOpa3Hoi MporpaMMHONA 000JI0YKON caMOro HUKHETO
YPOBHSI BOKpYT allllapaTHBIX CPENICTB KOMITBIOTEPA, KOTOpas peayim3yeT IOCTYI K
anmapaTHbIM CpPEJICTBAM KOMITbIOTEpa uepe3 MexXaHw3M npepbiBaHuil. CTpykTypa
BIOS BxitouaeT Be IiIaBHBIC YACTH:

['maBHBIA MCIOJHSAEMBIA KO — COCTOUT M3 HECKOJBKUX MOIYJIEU U
xpaHuTcs B Buje apxuBa LHA, kak npaBuiio, UCMOJIB3YIOTCS CIEIYIONIME HA3BaHUS
JUT MOZyJIEA apXuBa

original.tmp — rnaBHas yacte pasmepoM 128K, B KOTOpOW MPOMCXOIUT
WHULMAIU3alKs KOMITbIoTepa U HaxoauTcs noanporpamma BIOS Setup;
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awardext.rom — pacmmpeHue TJIaBHOW YacTH, COACPIKHUT IOIIPOrpaMMy
BBIBO/Ia KOH(UTYpAITUH;

awardepa.bin — kaptunka Energy Star;

JpyTue BCTpeyarommecss yacT: cpucode.bin — tabnuiia MUKpOKOJIOB ist
Intel-mporieccopos  (PPro, P2/P3/P4, Celeron); acpitbl.bin — mnognporpamma
noaaepkku ACPI u np.

Hoctyn x BIOS Setup (mporpamMme HaCTPOMKH) OCYIIECTBISECTCS
HAXXaTUEM ONPEICIICHHBIX KOMOWHAIMI KJIABHII, OOBIYHO Ha)XaTHEM KJIaBUIHA "
Delete B MomeHT HawanmpHOW 3arpy3km CHUCTeMbl. CTPYKTypa MEHIO IPOTPaMMBbI
HACTPOEK U Ha3BaHHUE OJOKOB B Kaxkaoil u3 Bepcuit BIOS mMoryT otnuvarbces, oqHaKo
OCHOBHBIC (Ppa3bl MEHIO MOTYT TOBTOPATHCS WIH OBITh CXOXHMH. [Iporpamma
Hactporiku BIOS pasneneHa Ha ompemeneHHbIE ONOKHM, KaXIbld M3 KOTOPBIX
M03BOJIIET HACTPOUTH COOTBETCTBYIOIINE TpymIbl mapameTpoB. Omuuu BIOS Setup:

MPEAYIPEKICHUE OTKA30B KECTKUX JIMCKOB — BCE COBPEMEHHBIE KECTKUE
JTUCKU  TojjepkuBaroT  TexHojormro  S.M.A.R.T., mo3Boisroniyro  3apaHee
OIOBECTUTH O MOTECHIUATBHBIX MTPOOJIEMaX ¢ TUCKAMH U UX BO3MOKHBIX OTKa3aX;

AHTUBUPYCHAs 3allliTa — MOIbITKA anmapaTHON 3alllUThl OT BUPYCOB MTyTEM
nepe3aricy 3arpy304HbIX CEKTOPOB IUCKOB, MPAKTUYECKH OIIIMS HE UCIIONb3YETCS;

IIEHTPAIBHBINA TPOIIECCOP — OMIIMU, OTBEYAIOIINE 3a (DYHKIMOHUPOBAHUE
mporieccopa, 3a HCKII0YCHUEM YCTAHOBKH YaCcTOT M HAMPSDKEHUN MTUTAHNS;

napaMeTpbl 3arpy3kd — OINpeAesieHHE MOpsAAKa W CKOPOCTH 3arpy3KH;

KJIaBHATypa M MBIIIb — YCTAHABIMBAECT BO3MOXKHOCTh YCTaHOBUTH
HEKOTOPbIE PSKUMBI (PYHKITMOHUPOBAHHSI KIIABUATYPhI M MBIIIIH;

Mapojii  — WCIONB3YIOTCS JUIsl 3allUThl OT HECAHKIIMOHWPOBAHHOMN
Moaudukanuu 3HadeHuit onuuii B BIOS Setup u oT HexenarenbHOTro uCnoib30BaHUs
KOMITBIOTEPA TPETHUMU JTUIIAMHU.

3aTeHEHHE oOJlacTeld MaMsATH — IMEePEHOC B ONEPATHBHYI MaMsTh U3
conepxkumoro ” I13Y mHTemneKkTyanbHbIX KapT pacliupenus, uMmeromux csoit BIOS;
MTOCKOJIBKY JIOCTYNT K OIIGpAaTUBHOM TaMATH TpeOyeT MEHBIE BPEMEHH, YeM
obOpamenne HemocpenctBeHHo Kk [I3Y ¢ BIOS kapTtel, To m 0OMEH JaHHBIMH
MPOUCXOJIUT OBICTPEE;

HACTpPOWKa PEKUMOB PabOTHI OMEPATUBHON MaMATH — B 3aBUCHMOCTH OT
TOTO, TPABWJIBHO JIM BBIMOJTHEHBI HACTPOWKH OIEPATUBHONW TaMATH, 3aBUCHUT
CKOPOCTb U HaJC)KHOCTh PabOTHI KOMITBIOTEPA,;

JOTIOJTHUTENIbHBIE BO3MOXHOCTH YHIICETa MpPU pabdoTe C MaMSIThIO —
WCIIOJIB3YETCs JUIsI HACTPOUKHM PEXXKHUMOB OOpaIeHusi K MaMITH CO CTOPOHBI JIPYTHUX
YCTPOMCTB;

dbynkuuonupoanue muHl PCl — wrpaior BakHyr poiib B pabote
KOMITBIOTEPA, TaK KaK YyKa3aHWe HEBEPHBIX 3HAYCHUN CIIOCOOHO TIPHBECTH K
HECTaOWIBHOU paboTe KapT paciupeHusi, KOHPIUKTAM MEXIy HUMU;

pexumbl paboThl mmHB ~ AGP 1 BugeokapThl — B OOJBITUHCTBE CITy4YacB
BHICOKapTa nojakiaovaercsa k muue AGP;
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napaMeTpbl KAIIMPOBAHHUS — TMEPEHOC JAHHBIX W3 MEJICHHOW MaMsTH B
Oonee OBICTPYI0 MaMsATh (B JAHHOM CJydae IEPEHOC JaHHBIX B ONEPATHBHYIO
MaMsITh);

JIOTIONHUTENbHBIE  BO3MOkHOCTH BIOS —  wacte mpowusBomuTeneit
MATEepUHCKUX IUJIaT MpeUiaraloT  JOMOJHUTEIbHBIC  OMNIMH, PACHIMPSIONINE
BO3MO>KHOCTH MAaTEPUHCKOM IJIaThI;

paboTa UWHTETPUPOBAHHBIX YCTPOHMCTB — YHUIICET CcaM  COJICPXKUT
KOHTPOJUIEPBI HEKOTOPBIX YCTPOUCTB, TAKMX KaK: )KECTKHUE TUCKU M IIPUBOJIBI YTCHUS
KOMIMAaKT-IUCKOB, MOPTHI, TUCKOBOJBI U T.II., B IOMOJHEHUE K 3TOMY ITPOU3BOIUTEIN
4acTO pa3MenialoT Ha MAaTepUHCKUX IUIaTaX WHTETPUPOBAHHBIE YCTPOMCTBA,
HaIrpuMep, 3ByKOBbIC KapThl;

pacrmpesiefieHie pPecypcoB — B OOJIBIIMHCTBE CIIy4aeB paclpe/eicHue
PECYPCOB MTPOMCXOAUT aBTOMATHYECKH, HO €CITH KOMITHIOTEDP «IIEPETPYKEH» KapTaMu
paCIIMPEHUsI, MOXKET MOTPEOOBATHCA M PYYHOE HAa3HAUYCHHE MPEPHIBAHUN M KaHAJIOB
MPSMOTO JIOCTyTa K TTaMSTH;

PYYHOH KOHTPOJIb HAMPSHKEHWHA W YacTOT — HEKOTOPhIE MAaTePUHCKHUE
IJIaThl TTO3BOJISIIOT BPYYHYIO W3MEHSTH HAIPSHKEHUS, IMOJaBacMbIe HAa OTICITHHBIC
KOMITOHEHTHI KOMIIBIOTEpA, YKa3bIBaTh YacCTOTYy CHCTEMHON IIMHBI, MHOXXHTEIb
mporeccopa M T.1., HO TTOJIb30BAaThCS UMH CIIETyeT OYeHb OCTOPOKHOCTHIO, TaK Kak
P BBICTABJICHUH HEBEPHBIX 3HAUCHUM KOMIIBIOTEP MOKET HE 3aITyCTUTHCA.

3aganue

1. O3HaKOMUTHCS C YCTAHOBKOW M HAYAJIbHBIX HACTPOMKAX CUCTEMBI

2. CocTaBHTh OTUET 110 JJaOOpaTOPHOM padoTe.

3. Meronnueckue ykazaHus MO BHITIOJHEHUIO 3a1aHUS

ConepsxkaHue oTdeTa 1o J1abopaTopHoii padboTe

OT4eT AOMKEH COMEPKATh CIAEAYIONIYI0 HH(POPMAITUIO:

. THUTYIIBHBIN JIUCT.

. [{enb paboOTHI.

. KpaTkoe onrcanue U CKpUHIIOT MO KaXXI0M U3 KOMaHJ.
. BriBog.
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JlabopaTopnasi padota Ne 3

Hcciienosanue agpecanuu y3JjoB B IP-cersix

Hean padoTei: O3HaKOMUTHCS € aapecannen y3inoB B IP-ceTsx

Teoperuueckasi 4acTh:

Anpecarust B IP cetu B IP cersx mcmonws3yror Tpu THma: ¢Gu3HUECKHe
anpeca y3moB — MAC aapeca (pusudeckuid ypoBeHb); ceTeBbie aapeca — I[P ampeca
(ceTeBOI/TPaHCIIOPTHBIM ypOBEHB); CUMBOJIbHBIC afpeca — DNS (Domain Name
System) nmeHa (MpPUKIATHON YpOBEHB) WIM JIOMEHHBIE MMEHA HCHOJb3yeMble IJIs
yao6cTBa 3anomuHanus. Ceszb Mexxny DNS umenem u [P anpecom ycranaBnmuBaeTcs
ciay:x0oit DNS. Hanpumep, mns IP agpeca Web cepsepa namrero d¢axynbrera
212.46.206.2 3akperuieHo ums Www.fem-sut.spb.ru.. OctaHoBuMCS Ha TOJHOM
ceteBoM |PV4 anpece, kotopbiii mpeacTaBisieT coOoil Tpu 4-X OaWTOBBIX YHCHA:
aapec. Hampumep, 192.168.3.11 wmacka. Hanpumep, 255.255.255.0 mumros.
Hampumep, 192.168.3.1 Mcnonw3yercs Heckosibko ¢opMm 3anucu OaitoB [P ampeca:
Hecaruunas HoTauusi (HauOosiee ynoTpeOUTeNbHasi) — 3HAYCHUSI YUCET B KaXKIOM
OaiiTe 3amMChIBAIOTCS Kak aecaTthdHble unciia or 0 mo 255=28-1 BKIIOUHUTENBHO.
JIBom4HAas HOTAIMSI - 3HAYCHHSI YUCEIT B KAKIOM OaiTe 3aITUCHIBAIOTCS KaK TBOUIHBIC
gucaa ot 0000 0000 no 1111 1111 BrimrountensHo. llecTHanmarupuynas HOTaMA -
3HAYCHHUS YHCEIT B KAKJIOM OaiTe 3alMChIBAIOTCS KaK MIECTHAAIATUPUIHBIC YHCIIa OT
00 no FF BximounTensHOo. Macka ciy>XuT juist oTaenaeHus B [P agpece Homepa ceTtu ot
HOMepa y37na. JJig cokpamieHus 3anuceil MHOTrIa Macka 0003HAYaeTCsi KOJTMYECTBOM
CAVHMI] B CTapIIUX pa3psjaax, Hampumep, s azapeca 192.168.3.11 u wmacku
255.255.255.0, uyto B nBomuHOU ¢opme coorBercTByeT azapecy 1100 0000.1010
1000.0000 0011.0000 0011 u macke 1111 1111.11171 1111.1111 1111.0000 0000,
MokHO 3ammcath 192.168.3.11/24. Cwmbicnt macku |IP agpeca MOXHO IOHSTH,
paccMOTpEB NEWUCTBHS y3/1a Mpu NMpuEME MakeTa. B MPUHATOM MakeTe Ha aapec
HAa3HAUCHUS HAKJIAJbIBACTCI Macka M OIPEACNIeTCS HOMEp CEeTH Ha3HauYeHUS.
TepMuH «HaKIaABIBACTCS» O3HAYAET MOOUTOBOE JIOTHICCKOE YMHOKEHHE (OTepartus
«1») 4-x OaiitoBoro IP ampeca na 4-e¢ Oaitita macku. Hampumep, IP ampec
192.168.3.187 (1100 0000.1010 1000.0000 0011.1011 1011) Macka
255.255.255.240 (1111 112121271 21121.211271 1112.1111 0000) pesymabTatr
HAJIOXEeHHsI (HOMEP CETH) 192.168.3.176 (1100 0000.1010 1000.0000
0011.1011 0000) Ecnau HOMEp ceTH HE «HaIy, MakeT UrHopupyercs. Ecim cethb
«HaIlla», TO BBIMOJHSAETCA chexyrommii mar. [IpoBepsieTcsi: coBmameHHE CBOETO
HOMEpa y37a © HOMEpa Yy3Jla Ha3HAYeHUs WIM HaJu4he MpHU3HAKA
IIMPOKOBEIIATEILHON PACChUIKH. AJpeC IMMUPOKOBEIIATEIIbHON PACCHUIKA HMEET
3HaueHus | B OWTax, OTHOCAIIUXCS K HOMEPY y3ia (xocTa). Jns mpumepa u3 1.1 310
192.168.3.191 (1100 0000.1010 1000.0000 0011.1011 1111)

1.Pyynast HacTpoHKa.
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Omvevettbie
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L Kwel || onnepivszet aTy BoamHOCTS, B NPOTSHON Chydae NapameTphl

= Nna IP HOHD NORYUMTS ¥ CETEBOr0 AAMAHACTDATOPA.

ol

-4 Mpory () MonyuTe IP-agpec aBTOMaTHYEGW

] | _ ™

Mpoty @ Venons308aTs cnepyiowmi IP-aapec:

& [pai()|

& Osall TP-anpec: 10 .10 .103. 20
Macka noaceTu: 255.255.255. 0

YeTarosu] OcHoBHO Wos: 10 .10 .103. 1

Orucanve

MpoTokon Mony-¥Ts aapec DNS-Cepsepa aeTOMATHHEGH

ceren.obed| | !

Sammoned||| | @ MenonsaosaTs creayiowme aapeca DNS-cepeepos:
Mpennowmaensii DNS-cepsep: 10 . 10 . 103 . 259)
AnsTepHaTHBHs I} DNS-cepaep:

1 [CINoaTsepanTs napameTps! npu ssixone

2. ABTOMaTH4YeCKAasi HACTPOIKa

A. Jlunamudeckoe pacnpeneienue |IP-agpecoB — DHCP

DHCP (amrn. Dynamic Host Configuration Protocol — mnpotokon
JTMHAMUYECKOM KOH(UTYpallMu y37a) — HOTO CETEBOM MPOTOKOJ, MO3BOJISIOIIMIMA
KOMITbIOTEpAM  aBTOMaTW4ecku monydarb |P-aapec u  apyrue mapamerpsl,
HeoOxoaumbie 11t pabotel B cetu TCP/IP. Jlns sToro kommbpioTep oOpaiaercs K
CIEIUAIBHOMY cepBepy, Ha3piBaeMoMy cepBepom DHCP. CereBoil aqMUHHCTpATOP
MOXET 3aJaTh AWAIa30H aJpecoB, PACHPEAEIAEMBbIX CPEAN KOMIBIOTEPOB. ITO
MO3BOJISIET M30ekKaTh PYYHOW HACTPOMKH KOMIBIOTEPOB CETH M  YMEHbIIIAET
koiudectBo omuoOok. IIporokon DHCP wucnonb3yercss B OONBIIMHCTBE KPYITHBIX
cereii TCP/IP.

% ==

KnwenTel DHCP Cepeepbl DHCP

e
-

3anpoc Ha apenay IP-agpeca

MNpeanoxenua IP-agpeca
T

R
BeiGop apengyemorno IP-agpeca

—l
-

MNoaTeepxAeHUe aperabl IP-agpeca

AJITOPUTMPUTM pa3/iesieHUs CETH HA MOACeTH
|. OnpenesieHne MacKH MOJACETH
1. HeoOxouMo onpeesuTh YUCII0 pa3psioB B UACHTU(PUKATOPE MOACCTH
— S. Hcnonp3yercst clieayroIiee mpaBmiio:
N = 2AS (nBa B crernenu S)
N — yncio moacerelt B 001IIEN ceTH
S — uuncio pa3psaaoB B UACHTU(PUKATOPE MOJCETH
Jlenum ceTh Ha JIBE MOJCETHU:
2=2"1=>S=1
2. 3anumuTe S eAuHUI] ToApsA W jJ00aBbTe crpaBa cTojibko 0, 4TOOBI
o0I11ee KOJIMYeCTBO Pa3psI0B COOTBETCTBOBAIIO PA3PSAHOCTH HACHTH(HUKATOPA XOCTa
oO1eit cetu (7151 cetu kiacca A — 8 p; jutst ceTu kitacca B — 16 p u 1.71.)
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Cers kitacca A: 10000000 => 128
Cetb Ki1acca B: 10000000.00000000 => 128.0 3.

i 3anuimmuTe IMIOJIYYCHHOC YHCJIO Ha MCCTC

OTIPEISIISIIOIIEH OOIIYIO CETh.
Cetb kitacca A: 255.255.255.128 => /25

Cern kitacca B: 255.255.128.0 => /1

ID-xocta B Macke,

1. Onpenenenue aapecoB nojacerei
Anpec cetn (moacetn) — aapec B KoTopoM ID-xocTa 3aMeHsIeTCS HYJISIMH.

st 3amanusa MIEHTU(PUKATOPOB MOJCETEN UCIONIB3YETCs TO YK€ YMCIO Pa3psiioB S,
YTO U JJI1 COOTBETCTBYIOIIEH MacKu

3anummTe BCe JBOMYHBIE YKClia, 00pa30BaHHBIE U3BMEHEHUEM S pa3psiioB
1 100aBbTE crpaBa cTOJIbKO 0, 4TOOBI 00IIIee KOJIUUECTBO Pa3psiiIoB COOTBETCTBOBAIIO

yuciy pa3psaoB B ID-xocta Macku noaceTu.
3anuiuTe noaydeHHoe yncio Ha mecte ID-xocTa B agpece oO1ieit ceTu.

Cetn kacca A: 00000000 =>0
1 0000000 => 128
IToaceru: W.X.Y.0
W.X.Y.128
Certp kmacca B:  00000000.00000000 => 0.0
1 0000000.00000000 => 128.0
[Toncetu: W.X.0.0
W.X.128.0
I11. OnpenesieHue 1MANAa30HOB aJPecoB AJIA Y3JI0B MOACETH
Havano nuana3zona — yBennueHHbli Ha 1 agpec noacetn
Konen nuanasoHa — yMEHBIIEHHBIM Ha 2 agpec CIEAyIOIEd BO3MOXKHOU
noacetn (Bce 0 B aapece xocrta — axapec cetd; Bce 1 B aapece Xocra —
HIMPOKOBEILIAHKE)
Cerpb knacca A: W.X.Y.1-W.X.Y.126
W.X.Y.129 - W.X.Y.254
Certs kimacca B: W.X.0.1-W.X.127.254
W.X.128.1 - W.X.255.254

IV. Onpenesienne KoJIu4ecTBA XOCTOB MOACETH
1. 3anumute MacKy TOJCETH U ONpEAeIUuTe YHUCIO pa3psjoB B

uaeHTudukatope ysina — H
Certb KiTacca A: 255.255.255.128 => [25=>H =7

Cerpb kitacca B: 255.255.128.0 => /17 =>H=15

2. Yucnio BO3MOXKHBIX aapecoB — 2H
3. Hucno noctynHbix aapeco — 2*H-2 (Bce 0 B agpece xocTa — ajipec ceTu;

Bce 1 B ajipece XocTa — MIUPOKOBEIIIAHKE)

Apecanusi XOCTOB B CETH.
Kaxp1ii KOMIIBIOTEp B CETU UMEET YHUKAIIBHOE UMSI.
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1.B IP-ceTsix B KayecTBE yHUKAJIBHOIO MMEHHM XOCTa HcHoib3yercsa |P-
azapec.

2. Jloxanbnelii (anmapathbiii) aapec i MAC-anpec.

- Ajpecc, PUCBOCHHBIM CETEBOMY aJanTepy Ha 3aBOJIE H3TOTOBHUTEIE.
(MAC - Media Access Control — ympaBiaenwe moctynom k cpene). CIiioBo
JIOKAJIBHBIA O3HAYAET «JACHUCTBYIOIIMNA HE BO BCEM COCTABHOW CETH, a JUIIb B
npenenax JoKalbHOU cetu (moacetn). Baytpu JIBC xocThl ycTaHaBIMBaKOT CBS3b
JPYT C IPYTroM, UCHIOIB3YS ATH ajapeca (KaHanbHbIH ypoBerb OSI).

3. DNS-ums.

DNS (Domain Name System) — nomeHHasi cucreMa uMeH. Peanusyercs B
BUJIC MEPAPXHUECKOr0 MPOCTPAHCTBA UMEH, B KOTOPOM HMMSs MPEJCTaBIsET COOOM
MOCJIEIOBATEIBLHOCTD MTPOCTHIX CUMBOJIBHBIX UMEH, Pa3/IeIEHHBIX TOUKaMHU.

DNS (Domain Name System) — sto pacmpeneicHHas 0a3a JaHHBIX,
KOTOpasi pachmpejiesieHa MEXIy CIeIHaTbHBIMUA KoMIbloTepamMu cetu — DNS-
cepBepamu. /lomMeH — rpymnma ceTeBbIX XOCTOB, UMEIOIIasl YHUKajdbHOEe uMs. DNS-
cepBep co3gaeTcs B KaxkaoMm jgomeHe. DNS-cepBep XpaHUT JOMEHHbIE MMEHa U
COOTBeTCTBYIOIIME UM [P-ampeca.

4. NetBIOS-nmst (Timockoe umsi).

Nwms, npucBanBaeMoe KOMIBIOTEPY BHYTPH JIOKAIBHOU ceTH. COCTOUT U3
MOCJIEIOBATEILHOCTH CUMBOJIOB, HE pa3[eleHHbIX HAa 4acTH. Vcnosb3yercst TOJIbKO
JUTSL CBSI3M BHYTPH JIOKAJIbHOM CeTH (HampuMep, U JOCTyna K oOIIMM KaTajioraM H
IPUHTEPAM).

Pa3pemienue umen.

Paspemenne wMeHHM — YCTAHOBJIEHHE OJHO3HAYHOTO COOTBETCTBUS
(oToOpakeHue) MeX Iy UMEHAMH Pa3HOTO THIIA.

1. Orobpaxenue IP-agpecoB na MAC-aapeca.

Kaxnplil cereBoii untepdeiic (cereBoil anantep) umeer [P-anpec u MAC-
aapec. Jnsa onpenenenuss MAC-anpeca no [IP-agpecy ucnons3yercs npotokona ARP
(Address Resolution Protocol). Ilporokon ARP mnogmepxkuBaeT miss KaKIOTO
CEeTeBOTO ajanTtepa win Mmapuipytuzatopa Ttabnuiy ARP. IlepBonauanbHO, npu
BKJIFOYCHUM KOMIIBIOTEpAa WM MaplIpyTHU3aTopa B CETh, BCE €ro TaOJIMIIbI
MapHIpyTH3alluy MycThl. B HUX HakammBaeTcs uHGpOpMaIus B X0/1€ pabOThI CETH.

IP-aapec

MAC-anpec

Twun 3anuck

194.85.135.65

00EOF77F1920

Jlunamuyeckuit

194.85.135.75

008048EB7E60

Junamusyeckuit

194.85.60.21

008048EB7567

Craruueckuit
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[Tycts IP-ipoToKkoJ y3i1a A HanpasisieT nakeT y3ny B ¢ agpecom IP1.

JInst perieHust 3ToM 3a4a4u:

- [Iporokon IP obpamaercs k nporokony APR

«Kaxkoint MAC-angpec numeer y3en ¢ aapecom [P1?7

- Pabora ARP nauunaerca ¢ mpocmotrpa APR-tabmuubl. Ilpenmnonoxum,
YTO B HEW OTCYTCTBYET 3amuch 00 aapece IP1

- IIporokon ARP ¢popmupyer ARP-3ampoc u paccbuiaer B ceTb BCEM
xocTaM (IIMPOKOBEIIAHUE) CETH.

- XOCTBl HampaBIIAIOT 3anpoc cBoeMy mpotokoiny ARP. OH cpaBHuBaer
noyiy4eHHbId B 3anpoce aapec IP1 co ceoum [P-agpecom.

- ARP, xotopsIii koHCTaTHpOBan coBmaaeHue, Gopmupyer ARP-otser, B
KotopoMm ykaszeiBaeT cBoi MAC-anpec. IllupokoBemanus 3aech HeT, T.K. B ARP-
3anpoce Obu1 ykazaH MAC-aapec oTnpaBUTENs.

3ona ARP-3anpocoB orpaHM4YMBAETCS JTIOKAIBHOM CETHIO, T.K.

MapuIpyTU3aTOPbl HE MEPEJAIOT 3TU 3aIIPOCHI B IPYTU€ CETH.

3amanue

1. O3HakomuThCH ¢ aapecaiueit y3inoB B IP-ceTsax

2. CocTaBUTh OTYET 110 JTabOpaTOpPHOM padoTe.

3. Meronnueckue yka3aHus MO BHITIOJHEHUIO 3a1aHUS

ConepsxkaHue oTdeTa 1o J1abopaTopHoii padboTe

OTyeT MOKEH COACPIKATh CIICIYIONIYI0 HHPOPMAITHIO:

. TUTYBHBIN JHCT.

. [{enb pabOTHI.

. KpaTkoe onrcanue v CKpUHIIOT MO KaXXJI0M U3 KOMaH.
. BriBos.
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JlabopaTtopHnasi paGora Ne 4

I/ICCJIeIlOBaHI/Ie IVIAHUPOBAHUA MMPOCTPAHCTBA HMCH C.]'ly)Kﬁbl KaTaJoros

Hens  pabGorel:  HayuuTbcs — miaHUpOBaTh,  YCTAHABIMBATh U
KOH(UTYpHpPOBaTh CITy>:k0y karaioros Active Directory.

Teopernueckuii MaTepuaJ v 3aJaHUsI.

O030p Active Directory. Active Directory — 310 cioyx0a KaTaloroB
Windows 2000 Server. Active Directory pacmupsier (yHKIHOHAIbHOCTD
npeApIAyIMx Ccinyx0 karamoroB Windows, BKIOYaeT HOBBIE BO3MOXKHOCTH U
obecrnieunBaeT 6€30TKa3HYI0 pabOTy B CETAX JTOOOTO pazMepa: OT OJHOTO CepBepa ¢
HECKOJIbKUMH COTHSIMH OOBEKTOB, JI0 THICSY CEPBEPOB C MUJUIMOHAMH OOBEKTOB.
MuoxectBo HOBbIX ¢yHkumid Active Directory o0meryaroT HaBHUTAlMIO U
yIpaBiieHre O00JIbIIUMU 00beMaMu HHHOPMAIIHH.

Cayx0b1 Active Directory o0ecnieunBarlOT HEpapXUUECKOE MPEACTaBICHHUE
COJIEpKaHUs KaTajlora, paciupsieMoCTh, MacIITaOUPyeMOCTh U COOITIO/ICHUE TTPaBUII
0esonacuoctu. Active Directory oObeuHSET KOHICHIMIO TPOCTPAHCTBA HWMEH
Wutepnera co ciryxx6oii katamora OC. LDAP - ocrHoBHO# nporokoin Active Directory
— TIO3BOJISIET LIEHTPAIM30BaHHO PaboTaTh ¢ KatajoraMu paznuyabix OC, o0beauHss
MHOKECTBO TMPOCTPaHCTB HMEH. (Cxema comepxuT ¢GopMaabHOE OIMCAaHUE
COZIEp>KaHusl U CTPYKTypbl Xpanuinuiia Active Directory, BKiIO4ast Bce aTpuOYTHI,
KJIaCChl M CBOWCTBA KjaccoB. ['700anbHBIM KaTalor — IEHTPaIbHOE XPAHWIHIIE
uHpopMaluu 00 O0bEKTaxX B JEPEBE MIIM J€CE — BBINOJHACT POJb CIYyXObl U
(Gu3MYECKOr0 XpaHWIWIIA, COAEPXKAIIEro PEeIUIMKY psaa aTpuOyTOB KaXJOro
oobekra B Xpanwauine Active Directory. Kak u Bce ciyxObl karanora, Active
Directory — 3T0 mpesxie BCero mpoCTPaHCTBO UMEH; KaXKJIblii OOEKT B XPAHUIIUIIIC
Active Directory wunentudunupyercs mno umenud. Crpykrtypa Active Directory
BKJIFOUAET HECKOJIBKO OCHOBHBIX KOMIIOHEHTOB: CXEMY, MOJENHU JIaHHBIX,
0e3onacHocTH M aaMUHHCTpUpoBaHus. Jloctym k Active Directory ocyuiecTBisercs
[0 CETEBBIM IMPOTOKOJAM, OIpPEACNAIOMMNM (QopMaThl COOOIIEHUH W TOPSAIOK
B3aMMOJIEUCTBUS KIIMEHTOB C cepBepoM. Apxutektypa Active Directory cocTout u3
TpeX  ypOBHEHW,  HECKOJbKMX  MHTEP(ENCOBH  MPOTOKOJIOB,  COBMECTHO
MIPEIOCTABIISIONINX CITY>KOBI KaTajora.

Active Directory mo3BosiseT LEHTPATU30BAaHHO aIMUHUCTPUPOBATH BCE
OIMyOJIMKOBAaHHBIE pecypchl: (pailyibl, mepudepuiftHpie yCTPOHCTBA, XOCT-COSTUHEHUS,
0a3bl JaHHBIX, OCTYN K VIHTEpHETY, yueTHbIe 3alMCH IO0JIb30BaTeNeH, CIyKObl U
npyrue o0bekThl. Active Directory mnpuMeHseT B KadecTBe CIIyObl IOHCKa
peanutoBanHyto B MHTepHere cucremy nomennbix mmen (Domain Name System,
DNS), ynopsjounBaroiiyr0o 0ObeKThl B JIOMEHAX B HEPAPXUI0 OPTraHU3AIIMOHHBIX
noapazaeneHuii  (OIl), m 1o3BoisieT OOBEIMHUTHL HECKOJBKO JIOMCHOB B
JIPEBOBUTHYIO CTPYKTYPY. DTO TaKKe IMOMOTAET YIMPOCTUTh aIMUHUCTPUPOBAHHE 32
cdeT OTKaza OT HepapXuh OCHOBHOW/PE3EpBHBII  KOHTpPOJUIEp JOMEHa,
npumenssinerics B Windows NT Server, mockonsky B Active Directory Bce
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KOHTPOJUJIEPHl pPaBHOMpPaBHBI. 3MeHeHus, BHECEHHbIE Ha JIOOOM KOHTpOJUIEPE
JIOMEHa, OyIyT CKONMPOBaHbI HA BCE OCTAJILHBIE KOHTPOJUIEPHI.

[lepen peanuzarueit ceteBoit cpeansl Ha 6aze Windows 2000 Ber gomKHBI
pemuTh, Kak BHeaputTh Active Directory. Ilpu I1ulaHUpOBaHMM HYXKHO YYeCTb
CTPYKTYpPY M JESTEIbHOCTh MpeAnpusTus: (usndyeckoe pasMenieHue od¢ucos,
BO3MOXKHOCTh PACHUIMPEHHs] M PEOpraHu3alMi M MOPSAOK JOCTyNa K CETEBbIM
pecypcam. CHayana rutaHupyetcsi npoctpanctBo uMeH DNS. Bkirouas uepapxuio
JIOMEHA, TJI00AJIbHBIN KaTaJlor, JTOBEPUTEIbHbBIE OTHOLIEHUS U perukanuio. Kpome
TOTO, NPOCTPAHCTBO HMMEH BKIIOYAET OpraHu3annoHHbie noapazgenenus (OII),
CTPYKTYPY KOTOPBIX TAKXKE CIEIYET YYECTh Ha 3Talle IUIAHUPOBaHUs, B onnHOYHOM
JIOMEHE OOBEKTHI MOJIB30BATEIEH U PECYPCOB MOKHO YNOPSAOUUTH B uepapxuto Ol
JUIS OTPaXKEHUS CTPYKTYphl Kommanuu. Hamo crutaHupoBaTh M TpaHUIBI CAaTOB —
3TO YOPOCTHUT YIPaBJICHHUE PEIUIMKAIIMeH M COKPAaTUT TPaPHUK PErHCTPAIIMOHHBIX
JAaHHBIX MOJIb30BATENEH MEXTY MOAPA3EICHUSIMU.

[Tomo6Ho DNS, B ocHoBe mpocTtpancTBa mmeH Active Directory JexuT
IOJIHOE MMsI JOMEHA BBICIIETO YPOBHSI MH(MOPMAIMOHHON CUCTEMBI MPEANPHUATHS,
coctosimieir w3 gomenoB  Windows 2000, kouTposutepoB jgomenoB, OIl,
JIOBEpUTENbHBIX OTHOILIEHUH U JIepeBbEB JOMEHOB. Kpome TOro, BaxHO cpazy
pemnth, OyAyT JM OJMHAKOBBI BHYTpPEHHEE (3alIMILEHHOE OpaHaMayspoM) U
BHEIIHEE (3a €ero mnpejenamMH) MOpPOCTPaHCTBO HMeH. VHade roBops, OyneTr iu
npocTpaHcTBO MMeH Active Directory cOOTBETCTBOBaTh MPOCTPAaHCTBY MMeH DNS
(kak mpaBUII0, UMEHH JJoMeHa B IHTEepHETe), KOTOpOe, BO3MOXKHO, YK€ ONPEEIECHO
s Bament opranuzanumn?

Br16paB Mozens B3aMMOACHCTBHS BHYTPEHHETO W BHEIITHETO MPOCTPAHCTB
MMEH, HaJl0 YUYeCTh U JApyrue (hakTopsl, HanmpuMep o0beM Tpaduka periuKanuu Mo
I'BC u noTeHHMaIbHBIE W3MEHEHMS CTPYKTypbl mnpeanpustus. I[lomumo
BO3MOXHOCTH co3aanus jeca B Windows 2000, aaMHHUCTPATOPBI TOJKHBI OBITH
TOTOBBl ONEPATHUBHO KOPPEKTUPOBATH APXUTEKTYpy TMPOCTPAaHCTBA HMEH C
MUHUMAaJbHBIMU U3JEp)KKaMU U 0e3 OCTaHOBKM palboThl ceTH. llenb — momyuuTh
MacIITa0UPYEMYI0 apXUTEKTypy, CIHOCOOHYIO aJanTHPOBaTbCS K W3MEHEHUSM,
00eCreurBaloIIy0 HENPEPBIBHBIA JAOCTYNl K BHYTPEHHUM M BHEIIHUM pecypcaMm U
3aIlUTY JIaHHBIX.

ApXUTEKTypa NpPOCTPAaHCTBAa HMMEH [JOJDKHA OTpaxaTb CTPYKTYpY
OpEeanpusTHS U OJHOBPEMEHHO OO0ecrleunBaTh CTENeHb aIMUHUCTPATUBHOM
JeTanu3aluy, HeoOXoIuMyIo s 3()@PEKTUBHOrO YHPABJICHHS KOPIOPATHUBHOW U
rinobanbHOi ceThto mocpenctBoM Active Directory. CoOmrocté 3TH  yCIIOBHS
MO3BOJISIET HAIMYME TPEX YPOBHEW TOMEHOB:

KOPHEBO JIOMEH; JOMEH NEPBOT0 YPOBHS; JOMEH BTOPOTO YPOBHSI.

DTa cTpyKTypa OO€ClEeYMBAET TPAHYISPHYIO TOMOJIOTUIO PEIUIMKALMU U
MO3BOJIIET TPU  HEOOXOJUMOCTH  OTPAHUYUTH  TOJTHOMOYHUS  HUXKECTOSIIHMX
aJIMUHHCTPATOPOB.

Buenpenne Active Directory. [lns ycranoBku Active Directory nHa
xommprorep Windows 2000 Server mnpumensercs wmactep Active Directory
Installation (Mactep ycranoBku Active Directory). DToT MacTep Takke MO3BOJISCT
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100aBUTh KOHTPOJUIEP B CYIIECTBYIOUIUMN JIOMEH, CO3[aTh NEPBBIA KOHTPOJLIEP
JIOMEHa, JIOYePHHU JIOMEH W HOBOe JepeBo aoMmeHoB. [Ipu ycraHoBke Active
Directory aBTOMaTH4yecKku co3/1al0Tcsi 0a3a JaHHBIX, (ailiibl ee KypHaJla U OOIIMiA
cuctreMHbiii ToM. BJ] karamora maxomumtcs B (aitte Ntds.dit, xoTopbiii sBIsICTCS
xpanunuiieM Active Directory. OOumii CHCTEMHBIN TOM — 3TO CTPYKTypa Karajora,
CyIIEeCTBYyIOIIass Ha BceX KoHTpoiuiepax gomena Windows 2000. OH XxpaHUT
CIIEHApPUH ¥ HEKOTOPbIE 00BEKTHI TPYIIOBOM MOJUTUKH ISl TEKYIIETO JOMEHA U IS
npeanpuatus B nenom. JlomeH moxker paboTaTh B CMENIAHHOM WM OCHOBHOM
pexume. [lpu nepBoHayanbHONW yCTAaHOBKE WJIM OOHOBJICHUM KOHTpOJUIEpa JOMEHA
1o Windows 2000 Server KOHTpOJUIEPHI 3aIyCKaIOTCS B CMEIIAaHHOM pekume. Ecmu
BCE KOHTpoJUIephl momeHa nepeBenaeHsl Ha Windows 2000 Server u Bwr Oonbiie He
coOupaerech 100aBIATh K JIOMEHY KOHTpPOJUIEphl Ha 0a3e MpeAplIyliMX Bepcuil
Windows, nmepeBenuTe TOMEH B OCHOBHOM PEXUM.

Macrep Active Directory Installation (Mactep ycranoBku Active
Directory) mo3BoJser:

* 100aBUTH KOHTPOJUIEP JOMEHA K CYHIECTBYIOUIEMY JJOMEHY;

* CO3/1aTh MEPBbII KOHTPOJUIEP HOBOT'O JJOMEHA;

* CO3/1aTh HOBBIW JJOYEPHEHUM TOMEH;

* CO3/1aTh HOBOE JIEPEBO JIOMEHOB.

s 3amycka mactepa Active Directory Installation packpoiite MmeHto
Start\Programs\Administrative Tools (ITyck\[IporpaMmbI\AIMUHUCTPUPOBAHKE) |
mienkHuTe spasik Configure Your Server (Hactpoiika cepsepa). Ha neBoii nmanenu
OTKPBIBILIETOCS] OKHA IIEJIKHUTE CChUIKY Active Directory, mpoKpyTUTE COIEPKUMOE
OKHA BHH3 M BBIOGPUTE CCBUIKY BbI30Ba Mactepa. Mmm 3amycrture yTuimrty
dcpromo.exe u3 okHa Run unm u3 komanaHo# cTpoku. B mobom ciayyae oTkpoercs
OKHO MacTepa, KOTOpbIi moMokeT Bam yctaHoBuTh Active Directory Ha KOMITBIOTED
U CO37aTh KOHTPOJUIEP TOMEHA.

ITpu ycranoBke Active Directory Bel cmoxere BbIOpaTh: A00aBHTH JIH
HOBBIM KOHTPOJUJIEP K CYIIECTBYIOIIEMY JOMEHY, WIM CO3/1aTh MEPBbIA KOHTPOJLIEP
JUJ1s1 HOBOTO JTOMEHA.

3ananue 1: mOBBICHTE U30JIUPOBAHHBIN CEPBEP IO KOHTPOILIEpA TOMEHA

C nomoimpto mporpammbl dcpromo.exe ycranosute Active Directory u
ciryx0y DNS nHa nzonupoBanusiii cepsep (ServerO1) u npeBpaTuTe €ro B KOHTPOJLIEP
u DNS-cepBep HOBOTO ToMEHa.

1. 3apeructpupyiitech Ha Server0l kak Administrator (AIMUHHUCTPATOP) C
naposiem password.

2. Ecmu otkpoercs okrHo Windows 2000 Configure Server (Hactpoiika
cepBepa Windows 2000), 3akpoiiTe €ro, Tak Kak JJisi BRIOTHEHUS STOT0 YIIPaXXHEHUSI
Beb1 ricnionb3yere yruauTy dCpromo.exe.

3. BcraBbTe ycraHoBouHbI kommakT-auck Windows 2000 Server B
npuBoa CD-ROM Ha ServerOl. Kommnakt-nuck HEOOXOIUM I YCTAHOBKH CITY KObI
DNS B xome paboTtsr dCpromo.exe.

4. Ecnu cpaboTtaer mporpamma aBTO3aIyCcKa, 3aKpOUTe €€ OKHO, MISIKHYB
ccpuiky Exit (Beixon).
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5. B menro Start (ITyck) BeiOepute komanay Run (BeimomHuTs).

6. B nuanoroBoM okne Run (3amyck nporpammbl) Habepute dcpromo.exe u
menkaute kHomky OK. Otkpoercs okHo macrtepa Active Diiectory Installation
(Mactep ycranoBku Active Directory).

7. Hlenkaure xHOTKy Next ([Jamee).Otkpoercs okno Domain Controller
Type (Tun xkoHTpoOIIIepa JOMEHA).

8. Breioepure Domain Controller For New Domain (Kortposuiep momeHa B
HOBOM JioMeHe) U menkauTe KHonky Next (Jlanee). Otkpoercs okHo Create Tree Or
Child Domain (Co3nanue nepeBa WiiH JOYSPHETO JOMEHA).

9. Y6enurtech, uto BeIOpaH mepekimouarens Create A New Domain Tree
(Co3mate HOBOE JOMEHHOE JIepeBO) M ImeIKHUTE KHONKY Next ([amee). OTkpoercs
okHo Create Or Join Forest (Co3nanue neca Wi NpUCOECIUHEHUE K JIECY ).

10. Hlenkuute nepekmouarens Create A New Forest Of Domain Trees
(Co3naTte HOBBIN JieCc JOMEHHBIX JAepeBbeB) U mienkHuTe Next ([amee). Otkpoercs
okaHo New Domain Name (Mms DNS-nomeHa).

11. B mosie Full DNS Name For The N*w Domain BBeante microsoft.com
u menkaute kHomky Next ([amee). Otkpoercs oxHo NetBIOS Domain Name
(NetBIOS-ums momena).

12. Yoenurech, uro B moie Domain NetBIOS Name (NetBIOS-ums
nomeHa) BeiBeeHo MICROSOFT u menkuutre kHonky Next ([anee). OTkpoercs
okHo Database And Log Locations (MecTormonokenue 6a3bl JaHHBIX M KypHAIIa).

13. Y6eautech, 4To NI pa3MeIieHus 0a3bl JaHHBIX M MPOTOKOJIA BEIOpaH
nyte C:\Winnt\ Ntds u menkuute kaonky Next ([lanee). Otkpoercs okHo Shared
System \blume (O61mu#t 10CTy K CHCTEMHOMY TOMY ).

14. W3yuute wuHbOpMAIMIO B OSTOM OKHE U YOEauTeCh, UYTO JIs
pasmemenust SYSVOL ykazan myts C:\WINNT\SYSVOL.

15. Illenkuute kHonky Next ([anee). [losiBuTCS cooOlieHne, 4TO0 MacTep
HE MOXeT cBs3athesi ¢ DNS-cepBepom, oOpabaThiBato-

wuM uMs microsoft.com.

16. lenxaute kHOMKY OK. ITockompky mactep He Hamren DNS-cepsep,
otkpoetcs okHo Configure DNS (Hactpoiika DNS).

17. Y6eautech, uTo BbIOpaH nepekitouarensb Yes, Install And Configure
DNS On The Corhputer (Recommended) (/la, aBTOMaTH4YeCKHM YCTAaHOBHUTH H
Hactpoutb DNS) u menkaute knonky Next ([lanee). Otkpoercs okHO Permissions
(Pazpemenus).

18. IlepBoHayanbHO KOHTPOJUIEp JOMEHA 3alyCTUTCS B CMEIIAHHOM
peXuMe, MOATOMY yOenuTech, 4To BhIOpaH mepekimodarens Permissions Compatible
With Pre-Wmdows 2000 Servers (Paspeiienus, COBMECTUMBIE C CEPBEPAMHUIIPE/-
Windows 2000) u menkaute kHomky Next ([lamee). Otkpoercs okno Directory
Services Restore Mode Administrator Password (ITapoas aaMmuHHCTpaTOpa IS
pexuMa BOCCTAHOBJICHHUS).

19. Uzyuute uHpoOpMalnio B 3TOM OKHE, a 3aTeM Habepurte password B
obomx momsax W mmenkHu Te kHomky Next ([lamee). Otkpoercs okHO Summary
(CBopxka), mpeacTaBisioIIee CIIMCOK BHIOPAaHHBIX BaMu mapaMeTpoB yCTaHOBKH.

26



20. W3yuure conepkaHue 3TOro OKHAa W mienkHuTe KHOnKy Next ([anee).
[TostBuTcs wHamkaTop Xoma ycraHoBku Configuring Active Directory (Muer
HacTpoiika Active Directory). DToT mnpoiiecc 3aiiMeT HECKOJIbKO MUHYT. [IpoBephTe,
BCTaBJICH JIM yCTaHOBOYHBIN KOMITakT auck Windows 2000 Server B Server0l — oH
MOHA00MUTCS )11 YCTaHOBKHU ¢y k061 DN S.

21. Korna otkpoercs okHo Completing The Active Directory Installation
Wizard (3aBepuienue pabotel Mactepa ycrtaHoBku Active Directory), BwiHBTE
KOMITaKT-IUCK W3 MpuBOja, ImenkHu Te kHomky Finish (I'otoBo) m mepesarpysure
komnbioTep. [lepsriii 3amyck Windows 2000 Server B posin KOHTpoJIIEpa JOMEHa
IPOXOJIUT MEJICHHEE OOBIYHOTO.

AnmunuctpupoBanue Active Directory. Ilocme ycranoBku Active
Directory Bbl MoxeTe ympaBisTh OOBEKTaMH, XpaHUMbIMH B KaTaiore. [lepen
nobasiaeHreMm o0ObekToB B Active Directory mamo co3gare OII, rme onm Oyayt
conepxxarbcsi. Bel moxkere co3nath OIl Ha ypoBHE JoMEeHa, KOHTpOJLIEpa IOMEHA WU
BHyTpu apyroro OII; mpu stom Bbl gomxHBI 00J1a7aTh COOTBETCTBYIOIIMMU
paspelicHusIMU. YnpaBicHue oObekramu Active Directory Bkio4aeT HMX IOHMCK,
W3MEHEHHE, TepeMEIICHNe U yAalieHhue. OTH 3aJadd Bbl TOJHSIOTCS B OCHACTKE
Active Directory Users And Computers (Active Directory — mnonb3oBaTenun u
KOMITBIOTEPHI ), APJIBIK KOTOPOM pacIoyiokKeH B MporpaMMHOM rpymnmne Administrative
Tools (AnvunuctpupoBanue). Eme omuH acmekT aaMuHHCTpUpoBanus Active
Directory - ympaBieHue AOCTYIIoM K oOBekTaMm Kartanora. Paspemienus Active
Directory o0ecrneunBaroT 3alllUTy PECypCOB, MO3BOJISII KOHTPOJUPOBATH JOCTYH K
WHUBUyaJIbHBIM O0BEKTaM U HUX aTpuOyTam, a Takke B jaoctyna. Kpome toro,
Bbl MoxkeTe nenerupoBaTh MOJHOMOYMS aJIMHUHHCTPUPOBAHUS OOBEKTOB JIPYTUM
JUIAM  JUTSE BBITIOJTHEHUS AJMUHUCTPATUBHBIX 3a/7ad B OTHOIICHMHM YKa3aHHBIX
00beKkTOB. Humke mpuBEICHBI PEKOMEHIAIMK 10 aaMHHHCTpHpoBaHuio Active
Directory:

B KpymHBIX OpraHu3aIusX 3apaHee COIJIacoBbIBaiTe CTPYKTypy Active
Directory ¢ apyruMu aIMHHHCTpATOpaMH. BBl CMOXETE MEepeMeCTUTh OOBEKTHI H
MO3Ke, HO ATO MOTPeOyeT AOMOIHUTENBHBIX YCUIINH.

[Ipu coznanum Takux oOBekToB Active Directory, kak User, 3amoJHsiiTe
Bce arpuOyThl, BaxHble s Bameld opranuszamuu. Yem Oousblie aTpuOyTOB
OTIPEIENIEHO, TEM IIUPE BO3MOKHOCTH TMOUCKA.

OcTopokHO aHHyNIHpyHTe pazpemieHus. [Ipu mpaBUILHOM Ha3HAYECHUU
paspemiennii Bam, BO3M0XHO, HUKOTJ]a HE MOHAJ00UTCA UX OTMEHATh. Yare Bcero
aHHYJIMPOBAaHUE pa3pelIeHUN CBUACTENBCTBYET 00 OmMUOKAaX TPYNIUPOBAHUS
O0OBEKTOB.

Bcerna mpoBepsiiTe, dYTOOBI MHHHMMYM OJIMH II0Jh30BaTeIb HMeE
paspemenue Full Control (ITomubiit goctym) mist Bcex o0bekToB Active Directory,
WHa4Ye 00BEKTHI MOTYT OKa3aThCs HEJOCTYITHBI.

Y6enureck, 4TO YIOJIHOMOYCHHBIE TIOJH30BATEIN OTBETCTBEHHO OTHOCSTCS
K BO3JIO’KEHHBIM Ha HUX (QYHKIHUSIM M CIIOCOOHBI MPAaHUIILHO MX BBIMOJIHATE. B KOHIIE
KOHIIOB, KaK aJJMUHUCTPATOP, IMEHHO BbI OTBeuaeTe 3a BCe M3MEHEHUS B CHCTEME, U
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€CJIM MOJIb30BaTEIU, KOTOPHIM BBl JOBEpUIIM BBINOJHEHUE Psia 3a7a4 B UX CETH, HE
CIIPaBJISIIOTCS, OTBEUYATH 3a UX OLIMOKY mpuaetcs: Bam.

HNHcTpyKTHpYHTE YIOTHOMOYEHHBIX MOJIb30BaTeNe. Y OequTech, 4YTO OHU
MOHUMAIOT BaKHOCTh UX paOOThl M YMEIOT BBIMOJIHATD 33/1a4l aIMUHUCTPUPOBAHUSI.

Coneprxkanue oTuera o 1abopaTopHoi padoTe

OT4eT AOMKEH COJEPKATh CAEAYIONIYI0 HHPOPMAIIHUIO:

THUTYBHBIN JIUCT.

[{enb pabOTHI.

Kparkoe onrcanue v CKpUHIIOT MO KaXKI0M U3 KOMaHJ.
BriBog.
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JlabopaTtopHnasi pabora Ne 5

HUccaenoBanue YHpaBJCHUA MOJB30BaTC/ISIMA U I'PylIniaMiu

Hear padorbi: O3HAKOMUTBCA C YNPABJICHUEM IMOJB30BATEISIMUA U
rpynnamu

Teopernueckasi 4acThb:

AIMHUHHCTPATOP 0€30MACHOCTH KOMIILIOTEPA

JIro6oi1 monbp30BaTeNh KOMIIBIOTEpPA, MpPU COOJIIOJIEHUU TEPEUYUCIICHHBIX
HUKE YCJIOBHMM, MOXET ObITh Ha3HAYeH aJMUHUCTPATOPOM  OE€30MaCHOCTH
KOMITBIOTEPA 110 YMOJTYAHUIO:

MOJIb30BaTENIb ~ JIOJDKEH  00JlajaTh  BCEMM  MPUBWJICTHSIMU — Ha
aIMUHUACTPUPOBAHUE CUCTEMBI 3allIUThI, U JIJI1 HETO JOJDKEH OBITh BKJIIOUEH PEKUM
3ampoca naposisi Ipu BXOJI€ B CUCTEMY.

MOJIb30BaTelb, SBISIOMIMICS aAMUHUCTPATOPOM IO YMOJIYAHUIO, HE
MOXET OBITh YJaJICH U3 CIHUCKA MMOJb30BaTEIeH KOMITBIOTEPA.

Ji1st BBIOOpa aAMUHUCTpAaTOpa 0€30M1aCHOCTH KOMIIBbIOTEpa HEOOXO0IUMO:

1. BeI3BaTh Ha 3KpaH OKHO YIIpaBJIEHUS OOLUIMMU apaMETPaAMHU.

2. AKTUBHM3UPOBATH TUANOT «J{OTOTHUTETEHOY:

Puc. 1. lnanor «JlomoJIHUTEIEHOY

3. BriOpaTh B cicke « AIMUHUCTPATOP MO YMOJIYAHUIO» HYKHOE UMS
MOJIH30BaTEIs.

4. Haxxatb kHOTIKY «OK».

2. Iloab3oBaTesn

B cucreme Secret Net kaxxaqoMy pealbHOMY TOJIb30BATENII0 KOMITBIOTEPA
CTAaBUTCSl B COOTBETCTBUE OOBEKT cucTeMbI 3aiuThl - «Ilonb3oBatensby. [anee mon
yYIpaBJICHUEM T0JIb30BaTEIEM OyJIeM NOHUMATh YIIPABIECHUE ITUM O0OBEKTOM.

Jnst cozmanus (peructpaiuu) Wik yJIajJeHus MoJib30BaTeliss HEOOXOAUMO
o0J1ajaTh MPUBWIETUSIMU HA aIMUHUCTPUpOBaHueE rpyIibl «I1onb30BaTesn U rpymnisl
II0JIb30BATENIEN.

Cozpanue mosib3oBarteJis

YtoObl BKJIIOYUTHL HOBOTO TIOJIb30BATENII B COCTaB IOJb30BaTeseH
KOMITbIOTEPA, HE0OX0IUMO c037aTh 00BEKT «Ilosb30BaTENbY.

JI71s1 co31aHus MOJIb30BaTENsl HEOOXO0UMO:

1. OtkpeiTh nanky «Ilosb3oBaTenn» B OkHe MporpaMmbl [IpoBoIHUK UK B
okHe manku Secret Net.

2. YCTaHOBUTH KypCOp MBIIIM B 00JIACTH CHHUCKa TOJIb30BATENCH Tak,
9YTOOBI OH HE TIOTA/1ajl HM Ha OJMH W3 DJIEMEHTOB CIIHMCKA, U HAKATh MPABYI0 KHOMKY
MBIIIIH.

3.B KOHTEKCTHOM MEHIO AKTUBU3UPOBATH KOMaHAy
«Cosnmare\[Tonb3oBarens». B crimcke mojb3oBaTenei NOSIBUTCS HOBBIM 00BEKT.

Ha ums nosib3oBatesnist HaKIaAbIBAIOTCS CJICIYIONINE OrPaHUYCHUS:
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UM TI0JIb30BATENSI MOXKET COCTOATH TOJIBKO M3 JIATUHCKUX CHUMBOJIOB,
udp U cay>KeOHBIX CUMBOJIOB (CHMBOJIBI JIATUHCKOM pacKIaJKu KJIaBUATYpbl) U HE
MO3KeT MpeBbIaTh 20 CUMBOJIOB;

* UM4 [IOJI30BaTENs HE IOJKHO COJIEPkKAaTh CUMBOJIOB Mpooe';

* M1 TIOJIH30BATES IOJKHO OBITh YHUKAIBHBIM B CHCTEME;

* CIUCOK IOJIb30BaTeNIel KOMIIBIOTEpA MOXKET cojiepkaTh He Oosee 1020
OOBEKTOB.

[Ipu co3maHum  moJB30BaTENsl  HapaMeTpbl  €ro  paboTel  OyayT
aBTOMATUYECKU TIPUBEJIEHBl B COOTBETCTBUE CO 3HAUEHUSIMH, XPaHAIIUMUCA B
11a0JI0HE, YCTAaHOBJIEHHOM B Kau€CTBE 11a0JI0HA M0 YMOJIYAHUIO.

Ecnu B ma0s0He 10 yMOJIYaHUIO YCTAHOBIIEH MapaMeTp «3arpoc maposs»,
Ha 3KpaHe MOABUTCS JUAJIOT ONPEAEIICHUS NapoJis M0JIb30BATENI:

4. Yka3zaTb napoJjb JUIsl BXO/A MOJIb30BATENS B CUCTEMY.

[Tocne TOro xak HOBBIM MOJB30BATENIb CO3[aH, HEOOXOIUMO MEPEUTH K
OINPEEICHUIO MApPaMETPOB U PEKHUMOB €ro padOThl HA KOMIBIOTEPE M, €CIHU ITO
HEOOXOJMMO, BKIIOUUTh HOBOTO TI0JIb30BATENsl B COOTBETCTBYIOUIME TIPYMIIbI
ITOJIb30BATEIICH.

IlepenmeHoBaHueE N0JIB30BATEIS

JU1st U3MEHEeHUsI UMEHU T10JIb30BaTelsl HEOOXOANMO:

1. OtkpeiTh nanky «llonp3oBaTenn» B 0kHE porpaMMel [IpoBoIHUK WK B
okHe nanku Secret Net. Ha skpaHe mosiBUTCsl CIIMCOK MOJIb30BATEIEH KOMITBIOTEpA.

2. BbI3BaTh KOHTEKCTHOE MEHIO JJsl SIpJIbIKA C HMMEHEM HY)KHOTO
M0JIB30BATEINSI U aKTUBU3UPOBATh KOMaHy «IlepenMeHnoBatThy.

3. BBectu ¢ knaBuaTypbl HOBOE MMsI TTOJIH30BATEIIS.

4. Haxxatp kiaBuiry <Enter>.

Yaanenue nojib3oBaresist

Jlist yaaneHnust noib30BaTesst HE00X0MMO:

1. OtkpeiTh nanky «llonb3oBaTenn» B okHe mporpammsl [IpoBoaHKK MK B
oxHe mamnku Secret Net. Ha sxpane mosiBUTCS CIMCOK TIOJB30BaTENEH KOMITBIOTEPA.

2. BbI3BaTh KOHTEKCTHOE MEHIO I SIPIbIKA C MMEHEM yAaasieMOoro
MOJI30BATENsl U AKTHUBU3MPOBATH KOMaHAy «Ygnanutb». Wnau BbIOpaTh SIPIBIK U
HakaTh KiaBumry <Delete> (i oJHOMMEHHYIO KHOTIKY ITAHEIH WHCTPYMEHTOB).

3. [lonTBepAnTh ynajeHue B MOSIBUBIIIEMCS HA DKpaHE OKHE 3ampoca.

3anpeleHo yAaJeHUe IO0JIb30BATENsl, SBIIIOIIETOCsS aJIMHHHCTPATOPOM
0€30MacHOCTH KOMIIBIOTEpa MO0 YMOJYaHMIO, @ TAKXKE IO0JIb30BaTENIe ¢ MMEHaMH
SUPERVISOR u NETWORK.

IIpenocraBiaeHue npuBuIerui

B cucreme Secret Net mnonbp3oBarento MOryT OBbITh MPEIOCTaBICHBI
MPUBUJIETUU JIBYX THUIIOB:

1. IlpuBunerun Ha paboOTy C CHUCTEMOM - 3TH MNPUBHIETUU Pa3peIIarOT
MOJIb30BATENIO TPEBBIIATH CBOM IIpaBa Ha JOCTYI K pecypcaM KOMIIbIOTEpa U
UTHOPUPOBATh HEKOTOPBIE IPYrHe OrpaHUuEHUs €ro paboThl B CUCTEME;

2. llpuBunerum Ha aJAMHUHHCTPUPOBAHUE CHCTEMbl 3alIUTBl - OTH
OPUBUIIETHH pa3pellaoT MO0JIb30BaTENI0 YIIPABIATh paO0OTON CUCTEMbI 3alUTHI.
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J1s mpeocTaBaeHus MPUBUIIETUH MOIH30BATEN0 HEOOXOUMO:

1. BeI3BaTh Ha 9KpaH OKHO YIIPaBJIEHUs CBOMCTBaMHU I10JIb30BATEIIS.

2. AxtuBM3UpOBaTh quanor «lIpuBunerumy:

3. IlpenocTaBuTh MONH30BATENIO0 HEOOXOAUMBIE MPUBHIIETHH Ha padoTy ¢
cucremorr (cm. Tabm. 1 m 2). Cromcox «[lpuBmiernn Ha paboTy C cHCTEMON
COJIEP>KUT MEepEeUYeHb BCEX MPUBHIIETHI 3TOro Tuna. IlpuBuiernu, npeaocTaBieHHbIE
MI0JIb30BATEINIO B JAHHBIA MOMEHT, HIMEIOT OTMETKY CJI€BA OT HAa3BaHUS IPUBUJIETHH.

[TpuBmwiiernn Ha JOCTYIl K pecypcaM KOMIIbIOTEpa, IMPEAOCTaBICHHbBIE
II0JIb30BATENI0, MMEIOT BBICIIMM MPUOPUTET IMPU ONPEACIICHUU IpaB JOCTyNa
II0JIb30BAaTEINsI K pecypcam.

4. IlpenoctaBUTh MOJB30BAaTENI0 HEOOXOIWMBbIE IMPUBWIETMM  Ha
aIMUHHACTPUPOBAHUE  CHUCTEMbl  3aIlUTHI. Cnucok  «IlpuBunerun  Ha
aMUHUCTPUPOBAHUE CHCTEMBI» COAECPKUT IEPEYEHb BCEX NPUBWIETHHA Ha
aIMUHUCTpHUpOBaHUe cucTteMbl Secret Net, koTopeie MOTYT OBITH IMPEIOCTABIICHBI
noJsip3oBarento. [IpuBuieruu, NpenoCTaBICHHBIE I0JIb30BATEN0, HUMEIOT OTMETKY
cJieBa OT Ha3BaHUS IPUBUJIETUU.

5. Haxatp kHonky «OK».

Tabnuya 1
IIpuBuIernu Ha padoTy ¢ CHCTEMOM
Hpusunierun Haznauenue
Buagumocts Bo Bcex mporpamMmax, OTOOpaKarOmIMX  CIHCOK
AHCKOB CYILIECTBYIOIINX JIOTUYECKHUX JTUCKOB, MIOKa3bIBaTh
10JIb30BATENI0 JIOTMYECKHE JHUCKU, JaKEe €CIU JOCTYN K ATUM
JUCKaM eMy 3ampelieH (OmpeneieHsl mpaBa Ha JTOCTYI K JUCKY
«Hert noctymnay)
Buanmocts Bo Bcex mporpamMmax, OTOOpa)xamIUX  CIHCOK
KATAJI0roOB CYLIECTBYIOIIMX  KaTajoroB, IOKa3blBaTh  IOJb30BATEIIO
KaTaJjory, Ja)Xe ecIM JOCTYI K 3TUM Karajoram €My 3alpelicH
(ompeneneHsl MpaBa Ha 10CTYN K Karaiory «Her goctynay)
Buanmocts Bo Bcex mporpamMmax, OTOOpa)xaroIUX  CIIHCOK
(paiiios CYLIECTBYIOIIMX (pailyioB, MOKa3bIBaTh IOJIb30BATENI0 HMMEHA
¢aitnos, naxe ecau JOCTYI K 3TUM (aiiaMm eMy 3arpelieH
(onpeneneHsl MpaBa Ha JOCTYM K ¢aiuty «Her noctynay)
be3 OTMeHUTH U1 MOJIb30BaTENs BCE OrpaHUYEHHUs Ha
aTtpulyToB HA | JIOCTYH K JIOTHYECKUM JHCKaM
AUCKAX
bes WUrnopupoBaTh NpPHUCBOEHHBIE KarajoraM aTpuOyThbI
aTtpulyToB Ha | foctyna M BiuajgeHus. llonmp3oBarens Hajensercd IpaBaMu
KaTajaorax MOJIHOTO JIOCTyla KO BCEM KarajoraM, HaxXOZSIIUMcS Ha
JIOKQJIBHBIX JIUCKAX KOMIIBIOTEpa (€CIM 3TO HE 3alpEeLIEHO
aTpuOyTaMu J0CTyNa K JUCKaM)
Okonuanue
maon. 1
Ha3snauenue Ha3nauenue
be3 UrnopupoBaTh  arpuOyThl  JOCTyNa U  BIAJCHUS,
aTpudyToB Ha | mpucBoeHHBbIe (aiimam. Ilomp3oBarens HaAENAETCS MpaBaMU
daiinax MOJTHOTO J0CTynma Ko BceM (daiiaaMm, HaxOISIMUMCS Ha
JIOKAJIbHBIX JUCKaX KOMIIbIOTepa (€CiaM 3TO HE 3alperieHo
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aTpuOyTaMu JOCTyIa K JUCKaM U KaTaJloTaMm)
be3 HrnopupoBaTh OrpaHUYEHUS U 3aIIPETHI, YCTAHOBJICHHBIE

OrpaHNYeHu i 1O | JJIs I0JIb30BATEIS:

HACTPOKaM © NpPU BBIKJIIIOYEHUU MSTKOIO peXuMa paboThl IS
3aMKHYTOM IIPOIPAaMMHOM CpeAbl M MATKOIO peXuUMa Uit
aTpuOyTOB;

IIpU HAaCTPOMKE CBOMCTB IIOJb30BATENIsl B JUajiore
«3anpeTbny;
- pactiucanueM paboThl OJIB30BATENSI HA KOMIIBIOTEPE

II1a0/10HBI HACTPOMKM CBOMCTB MOJIb30BaTeIei

Jlnst ynpouieHust nporeaypbl HaCTPOMKHM CBOMCTB TOJIb30BaTelield yJI00HO
UCIIOJIb30BaTh M1a0noHbl. Hampumep, ecnu TpeOyercss omnpeneauTh OJUHAKOBBIE
CBOMCTBA I HECKOJBKHMX IIOJb30BATEIECH, COXPAHUTE HACTPOWKH CBOWCTB B
m1a0JoHe ¢ 3aJaHHBIM UMeHeM. [locie 3Toro J0CTaTOYHO YyCTaHOBUTH ATOT 1IA0JIOH B
KayecTBE TEKYILIEro JJis JO0ro MoJIb30BaTeNsl KOMIBIOTEPA, U HACTPOMKHU CBOMCTB
3TOr0 TMOJIb30BaTeNsl OyayT aBTOMATHYECKH MPUBEACHBI B COOTBETCTBHE CO
3HAYEHUSAMHU, XPAHSIIIUMHUCS B IIA0JIOHE.

. HacTpoiika ¢cBOMCTB M0J1b30BaTeJIs € IOMOIIbIO I1A0JI0HA

JJ1st HACTPOIKK CBOMCTB IMOJIB30BATENS UCIOJIB3YETCA OANH U3 CIIOCOOOB:

Crioco6 1:

1. BeI3BaTh Ha 3KpaH OKHO YNPAaBJIEHUS CBOMCTBAMM I10JIb30BATEIIS.

2. B rpymnne noneit «11labnon HacTpoek» HakaTh KHOMNKY U BbIOpATh
Ha3BaHUE M1a0JI0HA U3 OTKPBIBIIETOCS CIIUCKA.

3. Haxxatp kHomky «OK».

B pe3ynbprare BBIIIOJIHEHHBIX OIlEpaLU:

B COCTaB MAaNKW C UMEHEM MOJb30BaTelsl 100aBUTCS SIPIBIK-CChUIKA C
Ha3BaHUEM I1a0JIOH HACTPOEK;

B COCTaB MAalKy ¢ Ha3BaHWEM I11a0JI0HA - SPJIBIK-CChIJIKA C UMEHEM
COOTBETCTBYIOILETO 10JIb30BATEIS;

HACTPOMKHU CBOMCTB MoJsib30BaTesss OyayT aBTOMAaTUYECKU IPUBE/ICHBI B
COOTBETCTBHE CO 3HAYEHUSAMHM, XPAHSIIIUMHUCS B IIA0JIOHE.

Cnegyer NOMHHUTB, 4YTO TOCJIE€ Ha3HAYEHHUS II0JIb30BATENI0 I1a0JI0Ha
HAaCTPOWKH, KOHTPOJUPYIOTCS H3MEHEHHUs JI000ro W3 CBOMCTB IOJb30BATEIS,
3aJJaHHOTO 3TUM 1absoHoM. [Ipu mombITKE COXpaHEHUs] HM3MEHEHUW CHucTeMa
MPEIOKUT BbIOPATh BAPUAHT BBITTOJIHEHHSI 3TOM OINEpaluu.

s mpocMoTpa chucKa MOJb30BaTeIeH, IS KOTOPBIX IIa0JOH SIBISETCS
TEKYIIMM HE0OXO0IUMO:

1. 3anmyctuth nporpammy lIpoBonnuk. HaliTh U OTKpbITH Manky «Secret
Net 9x».

2. OtkpoITh nanky «I11abmoHbI HACTPOCKY.

3. BriOpaTh sipibIk ¢ Ha3BaHKWEM I1a0JIOHA.

Ha »skpane otoOpa3urcs CHHCOK SPJBIKOB-CCHIJIOK C HMEHaMH
M0JIb30BaTENEH, 111 KOTOPBIX BHIOPAHHBIN IA0JIOH SBIISETCS TEKYIUM.

Co3nanue maodJiona
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J5s co3aanust HOBOTO 11a0JI0HA UCIIONIb3YETCSl OJIUH U3 CIIOCOOO0B:

Crnoco0 1:

1. BbI3BaTh Ha 3KpaH OKHO YIIPABJIEHUSI CBOMCTBAMM I10JIb30BATEIIS.

2. B rpynne noneit «I1la6non HacTpoek» Haxarh KHOINKY «Co3natb». Ha
sKpaHe nosiBUTC Auanor «Co3aanue madioHa HACTPOCK»:

3. Brectu B none «Ha3panue ma6ioHa» Ha3BaHWE HOBOrO I1abJioHa, a B
nosie «Onucanuey - JOMOJHUTENbHYI0 HH(POPMAIIUIO O HEM.

4. Haxatp kHOnIKYy «OK» 117151 cOXpaHeHus: HOBOTO 1a0JjOHa B CITUCKE
11a0JIOHOB.

5. 3aKphITh OKHO yIPABIIEHUS CBOMCTBAMU MOJIb30BATEIIS.

YupasJ/ienne madJ10HAMU HACTPOMKH

Jlist ynpaBiieHus 1madJ10HaMu HE0OXOAMMO:

1. 3amyctuth porpammy [IpoBoIHUK.

2. Haiitu u oTkpbITh anky «Secret Nety.

Jns  ynpaBieHuss ma0JioHaMd  HACTPOMKH  CBOWCTB  IOJIb30BaTENEH
HeoOxoaumo oOnanare npusmierne «lIpocmorp u u3menenue (YpoBeHb 3)»
rpynmsl npuBuieruit «[lapamerpsl paboOThI IPYTUX MOJIB30BATENICH.

3. BeBaTh Ha d3KpaH JUANIOr YOpaBICHHS MIa0JOHAMH OJIHUM W3
CJIEYIOIUX CIIOCOOOB:

aKTHBU3MPOBAaB B KOHTEKCTHOM MEHIO Mmanku «Secret Net» Komannmy
«I11ab110HBI HACTPOECKY;

aKTUBH3UPOBAB B KOHTEKCTHOM MeHI0 nanku «I11abioHsl HacTpoek»
KomaHy «CBOMCTBaY.

Ha skpaHe nosiBUTCS [uasor ynpasieHus 1abjloHaMu HaCTPOMKHU CBOWMCTB
ITOJIb30BATEIICH:

4. BeIMOTHUTH HEOOXOIUMBIE ICUCTBUSI.

5. Haxatp kHomky «OK».

JUisg Ha3HayeHHs 11a0JIOHA MO YMOJYAHUIO MCIOJB3YIOTCS CIEIYyIOIINe
CIIOCOOBI:

- [locTaHOBKa OTMETKHM B IOJIE MEPEKIIIOYATENs, COAEPKAIIero Ha3BaHUE
mrabJoHa.

Bribop Ha3Banus mabioHa B CHOHCKe, Haxkathe Ha KHomky «llo
YMOJYaHUIOY.

Kpome cmoco6oB, M3M0KEHHBIX BHIIIE, MOXKHO YCTaHOBHUTH MIAOJOH IO
YMOJTYaHUIO CIIEAYIOMUM 00pa30M: BbI3BaB KOHTEKCTHOE MEHIO APJIbIKA C Ha3BaHUEM
mabjaoHa, KOTOpbI TpeOyeTcss Ha3HAYuTh I[AOJIOHOM 10 YMOJYaHUIO, W
aKTUBHU3UPOBaB KoMaHAy «CrenaTh madI0HOM MO0 YMOITYAHUIOY.

Ji1st mepenMeHoBaHus 1mabioHa HEOOXO0IUMO:

1. BeiOpath Ha3BaHue 11a0J0HA B CIIUCKE.

2. Haxxatpb kHOTIKY «/I3MEHUTDHY.

3. Bmectu HeoOxomumyro  uHbopmanmio B noie  «Ha3BaHue
mabsona/Onucanuey.

4. Haxatb kHOTIKY «OK».
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Kpome cnioco6a, 13m0XK€eHHOTO BBIIIE, MOKHO U3MEHUTH JOTOJTHUTEIbHYIO
uHbOpMAIIMI0O O IIA0JOHE CIEAYIONUM O00pa3oM: BBI3BATh KOHTEKCTHOE MEHIO
ApJblKa C Ha3BaHHUEM IA0JIOHA, OMHCAHME KOTOPOTrO HEOOXOJMMO HW3MEHWUTh, U
BbIOpaTh KoMaHIy «CBoiicTBa». M3MEHUTH JOMOMHUTENbHYIO HHPOpPMALUIO O
mabJIoHe B TEKCTOBOM MoJie Tpynibl «O01111e CBeIeHUsD.

Jnisa ynanenust mabioHa He00X0qUMO:

1. BeiOpatb Ha3BaHue M1a0JI0HA B CITUCKE.

2. HaxxaTh KHOTIKY « Y TaTUThY.

3. [loxrBepauTh yaajaeHue madoHa.

3ananme 1. U3MeHeHue HACTPOEK, COXPAHEHHBIX B IA0JI0HE

J171s1 ”3BMEHEHUs1 HACTPOEK HEOOXOIUMO:

1. 3anyctute nporpammy IlpoBoanuk. HaliTu u OTKpbITh manky «Secret
Net».

2. OTkpoITh manky «11[a0aoHbI HACTPOEK» U BHIOpPATh APJBIK C HA3BAHHEM
m1abJI0Ha, HACTPOMKU KOTOPOTO TPEeOYyeTCs] H3MEHUTb.

Puc. 11. Tuanor «CBoiicTBa M1abJIOHOBY

3. BbI3BaTh KOHTEKCTHOE MEHIO APJIbIKA ITa0JI0HA U aKTUBU3UPOBATH
KomaHy «CBOMCTBaY.

4. Yxa3aTh HEOOXOJMMbIE 3HAUEHHUS TAPaMETPOB B IUAJIOTE, OSIBUBLLIEMCS
Ha DKpaHe.

5. Haxatp kHomky «OK».

HacTpoiiku cBOWMCTB MOJIB30BATENEN, 111 KOTOPBIX ATOT IIA0JIOH SIBJISAETCS
TEKyIIUM, OyyT U3MEHEHBI B COOTBETCTBUU C HOBBIMH 3HAUEHUSIMU [IapaMETPOB.

3apanue 2. 'pynnbl nojib3oBaTteiei

Jlns ynpaBneHus rpyIaMy Mojib30BaTeaeil HE0OOX0IUMMO PACKPBITH CIIUCOK
IpyII OJTHUM U3 CIIETYIOUIUX CIIOCOOOB:

- 3anmyctuts nporpammy I[IpoBognuk. Haiitu m oTKpbITE manky «Secret
Net». OTkpbITh anky «I pymnmsl M0JIb30BaTEIEH.

- BpiOpaTh B KOHTEKCTHOM MEHIO sipiibika Secret Net, pacnoyioxKeHHOro Ha
Pabouem crome Windows, komanay «OTKpbITh». OTKpbITE mnanky «['pymisl
I10JIb30BATEIIEN.

Puc. 12. KonTekcTHBIE MEHIO ISl YIIPaBJICHUS TPYyMIaMu MOJb30BaTelen

3aganue 3. Co3gaHue rpynmnsbl

JI71s1 co31aHrs HOBOU TPYIITBI HEOOXOIUMO:

1. YcraHoBUTh Kypcop MbIIIM B 00JacTH CIMCKa TPYMI MOJIb30BaTeNeH
TakK, 4TOObI OH HE MOMAaJal HU HAa OJMH M3 3JEMEHTOB CIHCKAa, U HaXXaTb MPaBYIO
KHOTIKY MBIIIIH.

2. B KOHTEKCTHOM MEHIO aKTHBH3MpOBaTh KoMaHay «Cosmate\l'pymmy».
B cnincke rpynn nosjbs3oBarenei MOSIBUTCS HOBBIM OOBEKT.

3. 3MeHuTh Ha3BaHHWE TPYIIbI, €CIU 3TO HEOOXOJIUMO, PYKOBOJCTBYSIChH
CJIETYIOLIMMU MTpaBUIIaAMHU:

* Ha3BaHUE TPYIIIbI M0JIb30BATEIEH MOXKET COCTOSATh TOJIBKO U3 JATHHCKUX
CUMBOJIOB, HH(QpP U CIYKEOHBIX CHMBOJOB (CHUMBOJBI JIATUHCKOW pacKIaJKH
KJIaBUATYypbl) U HE MOKET IpeBbIaTh 20 CHMBOJIOB;
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* Ha3BaHME TPYIIIHI HE JOKHO COJIEP’KaTh CUMBOJIOB «IIPOOEID» U JOIKHO
OBITh YHUKAJIbHBIM B CHCTEME.

Yucno rpynn orpaHu4eHo U He MOKET MpeBhIIaTh 49.

3ananme 4. U3MeHeHHe CBOMCTB IPYINIIbI

JUi1 M3MEHEHUs! CBOMCTB IPyMIIbl HEOOXOAUMO:

1. BbI3BaTh KOHTEKCTHOE MEHIO IS SIpJIblKa C HA3BaHUEM HY>KHOU I'pyTIIbI
Y aKTUBU3UpOBaTh KoMaHAy «CBolicTBa». Ha skpaHe NOSIBUTCS AUAJIOT:

Puc. 13. Auanor «CBoiicTBa rpymnmbl MOJIb30BaTEICHD)

2. OTpenakTupoBaTh TEKCTOBOE TMOJe «3aMETKW», KOTOPOE MOXKET
coaepKaTh 10 255 CHMBOJOB CHPAaBOYHOW MH(POpPMAIMU O TPYIIE MOJIb30BATENCH.
OTH CBEICHUS OTOOPAKAIOTCS B KOJIOHKE «3aMETKI» CITUCKA TPYTII MOJIb30BaTeNeH.

3. Haxartp kaomnky «OK».

3aganue 5. YnpasJieHHe COCTABOM IPyNIIbI

Jlji1 mpocMoTpa cocTaBa rpyIIIbl [10JIb30BaTeIe HEOOX0IUMO:

BbiOpaTh B cnucke rpymni MOJb30BaTesIed SIPIbIK C HAa3BAaHUEM HY)KHOH
rpynmbel. Ha 3kpaHe oToOpa3uTcsi CHHCOK — SIPJIBIKOB-CCBUIOK € MMEHaMU
M0JI30BATENEH, BXOASIIHUX B COCTaB JAHHOW IPYIIIIHI.

Jlns mpocmoTpa coMcKa Tpynn, B KOTOPbIE BKIIIOYEH I0JIb30BATENb
HE00XO0UMO:

1. Haiitu u oTKpbITh nanky «Ilonb3zoBaTenmy».

2. BpiOpath sIpJIbIK ¢ UMEHEM I0JIb30BaTeNsl. B npaBoit (niaum neBoit) yacTu
okHa IIpoBogHMKA OTOOPA3UTCS CHUCOK SIPJIBIKOB CCHUIOK C Ha3BaHUSIMHM TPy
II0JIB30BATENIEH, B KOTOPBIE BKJIFOYEH I10JIb30BATEb.

Jliis noGaBiieHHs MOJIb30BATENS B COCTAB IPYIIIBI HEOOXOUMO:

1. OtkpsiTh nanky «Ilonb3oBatenu» B okHe nporpammbl [IpoBogHUK WK B
okHe namnku Secret Net.

2. BwiOpath U3 chmcka MoJb30BaTeNiel APJBIK C UMEHEM MOJb30BaTels,
KOTOPOT0 HEOOXOAMMO BKJIKOYUThH B COCTAB IPYIIIIHI.

MoxxHo 1100aBUTH B COCTaB TIpYNNbl HECKOJBKO IOJIb30BATEIEH
OJIHOBpeMeHHO. J[J1s1 BEIOOpa HECKOIBKUX 00BEKTOB UCIIOJIB3YIOTCS KiIaBuIu <Shift>
u <Ctrl>. Taxxke MOXHO HCIIOJIB30BaTh cTaHaapTHyto omnepanuio DRAG-AND-
DROP g5 konupoBaHus ¥ BCTABKH OOBEKTOB B MAIKY.

3. BbI3BaTh KOHTEKCTHOE MEHIO Ui Spjblka C UMEHEM IO0JIb30BaTelsl U
aKTUBH3UPOBATh KOMaHAy «KonmupoBaThy.

4. OTKpbITh NANKy «I pymIibl MOJb30BaTENCH.

5. DBbI3BaTh KOHTEKCTHOE MEHIO I SIpJiblKa HYXHOM TIpymmbl U
aKTUBU3UPOBATh KOMaHAy «BCTaBUTHY.

B pesynbrare BBINOJHEHHBIX ACUCTBUM B IANIKy C UMEHEM I0JIb30BaTENs
n00aBUTCS APJBIK-CChIJIKA C Ha3BaHUEM TPYMINbl MOJb30BATENEd, a B MAaNKy C
Ha3BaHUEM TPYIIbl - SPJIBIK-CCbUIKA C HWMEHeM mnojb3oBarens. [lpu stom
M0JIb30BaTENIb HAJENeTCsl IpaBaMU JIOCTyNa K pecypcaMm, KOTOPbIMU 00J1agaer
JlaHHAas Tpynma.

JJ1st UCKITFOYEeHMSI TOJIb30BATENIS U3 COCTaBa Ipynibl HEOOXOAUMO:

35



5. Haiitu u BbIOpaTh SPIABIK TPYMIBI IOJb30BATENEH, M3 KOTOPOMH
HEOOXOMMO UCKITIOYHUTD MOJIb30BATEIIS.

6. BpiOpaTh SpIBIK-CCBUIKY C HUMEHEM TII0JIb30BaTelid, KOTOPOTO
HEO0OXO0MMO UCKIIIOUUTD U3 COCTaBA IPYIIIIHI.

7. BbI3BaTb KOHTEKCTHOE MEHIO HJisi SIPJBIKA-CCBUIKM C HMMEHEM
MIOJIB30BATENSI U AKTUBU3UPOBATh KOMAHY « Y JAJIUTH.

B pesynbrare BBINOJHEHHBIX JCHCTBUKA M3 CIUCKA II0Jb30BATENIEH,
BXOJAIIUX B TPYIILY, YAAIUTCS SIPJIBIK-CChIIIKA C UMEHEM I0JIb30BATEIIS, @ U3 CIIMCKA
TPy MOJIb30BATENIEH, B KOTOPBHIE BXOJUT JAaHHBIA ITOJb30BATENb, YIAINATCS SPJIBIK-
CCBUIKA C UMEHEM TPYIIIIBI.

3ananue 6. YaajeHue rpynnbl noJjib3oBareei

Jlnis yianeHust rpymnibsl OJb30BaTeNed HE00OX0MMO:

1. OrtkpbiTh mnanky «['pymnmel mNONb30BaTENE» B OKHE IMPOTrpaMMBI
[TpoBoguuk wnm B okHe mamku Secret Net. Ha skpane MmosSBUTCS CHHCOK TPy
ITOJIb30BATEIICH.

2. BpI3BaTh KOHTEKCTHOE MEHIO ISl SpJblKa C HA3BaHUEM YJAJISIeMOMN
IPpyNIbl U aKTUBU3UPOBATH KOMAHAY «YIanuTh». Mnu BeIOpaTh SPIBIK U HaXaTh
knasuiny <Delete>.

3. [lonTBepaAuTh ynajaeHue B MOSIBUBLIEMCS Ha SKpaHE OKHE 3ampoca.

Buumanme! Ilpy ynaneHum rpynmsl NOJIB30BATENEH YIAISAIOTCA BCE
APJBIKA-CCBIJIKM C HMEHAaMH II0JIb30BATENEel, BXOJIMBIIMX B J3Ty TIpynmy. OTH
M0JI30BATENH TEPSIIOT MpaBa J0CTyNa K pecypcaM (paillioBol cuCTeMbl KOMIIbIOTEPA,
JUISL KOTOPBIX yAAJIEHHAS TPYIIA SBISAIACH TPYIIIION BIIAEIBLEB peCcypca.

Coneprkanue oTuera 1o J1abopaTopHoi padoTe

OT4eT noJIKEH coepkKaTh CIETYIOUTYI0 HHPOPMALIHIO:

. THUTYJIBHBIN JIUCT.

. [{enb pabOTHI.

. KpaTkoe onrcanue v CKpHHIIOT MO KaXKI0W U3 KOMaH/I.
. BriBos.
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JlabopaTtopHnasi pabora Ne 6

I/ICCJICIIOBaHI/Ie YHpaBJC€HUSI OPraHu3allnOHHBIMA NMOAPa3A€CJICHUAMU,
AeJErnpoBaHusi MOJTHOMOYHMM

Hear padorbl: O3HAKOMUTHCS C YOPAaBICHUEM OPraHU3allMOHHBIMU
MOAPA3AEIEHUSMH, JIEIETUPOBAHUE TOTHOMOYHIA

Teoperuyeckasi 4acThb:

AJIMUHHMCTPUPOBAHHE YYETHBIX 3aNIMCell rpynim

MBI paccMOTpuM rpymnbl U ux peanuzanuto B cpeae Windows 2000. Ber
y3HaeTe, UTO TAKOE TPYIIbI U KaK OHU YIIPOIIAIOT aIMUHUCTPUPOBAHUE YUETHBIX
3anucel noib3zoBateneil. Kpome Toro, Mbl 00CyAMM THUIIBI TPYIII U PEATU3ALUIO
TPYII B IOMEHE, a TAKXKE PeaTN3alNIO JOKATbHBIX U BCTPOCHHBIX TPYIIIL.

I'pynna (group) — 310 HAOOP YYETHBIX 3aIMCEH MOJIb30BaTENICH. [ pyIIITbI
YIPOUIAIOT aAMUHUCTPUPOBAHUE, NTO3BOJISASI HA3HAYATh PA3PEIICHUS U MPaBa rpymie
II0JIb30BATEIIEH, @ HE KON OTAECIbHON yYeTHOU 3anucu. [lonp30Barenu Moryr
OBITh YWIEHAMH HECKOJIbKUX TPYIIIL.

Hasnauas paspeuienusi, Bol mpegoctasisieTe moiab30BaTeNsIM JOCTYII K
OMpeIeJICHHBIM pecypcaM U onpeAesieTe mpasa qoctyna. Eciu, Hanpumep,
HECKOJILKHUM I10JIb30BaTENsIM TpeOyeTcsi CUUTAaTh OJuH (haiis, 100aBbTE UX YUCTHBIC
3aMKCH B TPYIITy. 3aTeM JlaiiTe TpyIIe pa3pelieHne Ha cauThiBanue Qaiina. [Ipasa
JAI0T BO3MOKHOCTD BBITIOJHATh CUCTEMHBIE 33/1a4d, HAIPUMED, U3MEHATh CUCTEMHOE
BpeMsl, apXHMBUPOBATh WM BOCCTAHABIMBATH (Dailyibl, a TAKXKE JIOKATHHO
PETUCTPUPOBATHCS] B CUCTEME.

Kpome nonbs3oBaTesei, B TpyIiny MOXHO J00aBJISITh KOHTAKThI, KOMIIBIOTEPHI
U apyrue rpymnmnbl. J[o0aBisss KOMIOBIOTEPHI B IpyIiny, Bel MokeTe yrpoCTUTh
MPEIOCTABJIEHUE IOCTYTa CUCTEMHOM 3a7]a4€ OJHOTO KOMITBIOTEPA K pecypcam
JPYyToro.

Peanu3anus rpynmn B 10MeHe
Jlyist BHEAPEHUSI TPYII B TOMEHE HAI0 TOHUMATh TUIIBI TPYIIT, 00JaCTH ICUCTBUS
TPYIII U MPaBUJia YWICHCTBA B TpyINe. JTU 3HaAHUSA MTOMOTYT BaM co3iaBaTh rpymnibl,
n00aBJISATh B HUX HOBBIX YYaCTHUKOB, H3MEHSATH 00JIACTh IEHCTBUSI TPYIIHI U
YAAQJISATh UX.

Tuns! rpynn
WNHoraa rpynibl cCO34at0TCs B LENAX 3alIUThI, HAPUMEp, ISl Ha3HAUCHUS
paspetieHuii. B npyrux ciaydasx co3aaHue TPyl He CBSI3aHO ¢ COOOpaKeHUSIMU
0€30MacHOCTH, U OHU UCIIOJIB3YIOTCS, HAPUMEp, JJIsl OTCHUIKH COOOIIEHUN
aNIeKTPOHHOM mouThl. Takum oOpazom, B Windows 2000 Server iBa Tuma rpyri:
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0€30MacCHOCTH U paclpocTpaHeHus. TUl rpynmnsl OnpeaesseT NopsSaokK ee
WCITOJIB30BaHUs. [ pynmbel 000MX THUIOB pa3MENIArOTCs B XpaHwiuiie Active
Directory, 4To mo3BoJisieT UX MPUMEHSATh B JTJFOOOM CETMEHTE CETH.
I'pynnsi 6e30nmacHocTH

B OC Windows 2000 10oCTyIHBI TOJBKO IPYIITbI 0€30MMaCHOCTH, UCTIOJIb3YEeMBbIE /IS
Ha3HAYEHUs PA3pELICHH U IPEIOCTAaBICHUS JOCTyMa K pecypcam. [Iporpammel
noucka B xpanunuie Active Directory Takxke MOTYT UCTHIOJIb30BATh IPYIIIbI
0€30MacHOCTHU B LIETISIX, HE CBSI3aHHBIX C 0€30MaCHOCTHIO, HAITPUMED, JUIs
OJIHOBPEMEHHOM OTCHUIKH COOOIIEHUM 2JIEKTPOHHON MOYTHI HECKOJIBKUM
noJsib3oBaTessiM. Cre1oBaTenbHo, rpyIina 0€30MacHOCTH 00J1a/1aeT BCEMHU
BO3MO>KHOCTSIMU T'PYIIIBI PACIIPOCTPAHEHUS.

I'pynnbl pacnpocTpaHeHus
[IpunokeHust UCMOIB3YIOT TPYIIIBI PACIPOCTPAHEHUS B KAUECTBE CIIHCKOB
MOJIH30BaTENICH I OCYIIECTBICHUS (PYHKIIMM, HE CBA3AHHBIX C CUCTEMOM 3aIlUTHI.
['pynmbl pacipocTpaHeHUs CAEAYET NPUMEHSTD JIUIIb JJIsl BHITOJIHEHUST ONlepalui,
HE CBSI3aHHBIX ¢ 0€30MaCHOCTHIO, HAIPUMED, ISl OJTHOBPEMEHHOM OTCHUIKU
COOOIIEHUM JIEKTPOHHOM MOYTHI HECKOJIBKUM T0JIb30BaTeaM. HazHauath
pa3pellieHus yepe3 TPy pacupoCTPpaHECHUS HEIb3sl.

Oobs1acTh ACHCTBUSA IPYNIIBI
[Ipu cozmanuu rpynmnsl HAAO OMPEACIUTH €€ TUIT U 00JIaCTh ACUCTBUS, KOTOpas
MO3BOJIET MO-PA3HOMY MCHOJI30BaTh IPYMIIbI [IJI1 HA3HAYEHUS Pa3pEIICHUI.
OO6sacTb NeHCTBUS TaK)KE OMPECIIAET, B KAKUX CETMEHTAX CETH IPYIITY MOKHO
UCIIOJIb30BaTh. [10 00s1acTu EeHCTBUS TPYIIIIBI AETATCSA HA JIOKAIbHBIC TPYIIIIHI
JIOMEHa, TI100aIbHbIE U YHUBEPCAIbHbIC.

JlokajibHad rpynma J0MeHa
Yaiie BCEro ucnoJib3yeTcs JJisl HA3HAYEHUS pa3pelIeHul JOCTyIa K pecypcam. Ee
XapaKTePUCTUKHU:

OTKPBITOE YJIEHCTBO — MOXXHO JJOOABIIATH WICHOB U3 JII0OOTO JOMEHA.
JAOCTYII K pecypcaM OJHOI0 J0MEHA — TMO3BOJIET Ha3HAYATh PA3pPEUICHUS

JIOCTyTa K pecypcam TOro e J0MeHa, e Obljia co3/1aHa rpyrmmna

I'1o0anbHas rpynmna

Yamie Bcero npuMeHSETCs I OPTaHU3ALMH TI0JI30BATENIEH C OJUHAKOBBIMU
TpeOOBAHUSIMU IOCTYyNA K CeTH. Ee XapakTepuUCTUKU:

OrPAHUYEHHOE YJEHCTBO — MOXKHO J00aBisATh  WIEHOB  JMIIbL M3  TOTrO
JIOMEHa, rae co3zaHa rpynna;
JAOCTYII K pecypcaM J1000ro J0MeHa — IO03BOJISIET HA3HAYaTh PAa3peIICHUs JOCTYIIA
K pecypcam 1r000r0 JIOMEHA.
YHuBepcajabHas rpynmna
Yame Bcero NpUMEHSIETCS JJIsI HA3HAYEHUsI Pa3pELICHHM OCTyNa K CBSI3aHHBIM
pecypcaM, HaxOIAIIMMCS B HECKOJBKHX JOMeHaXx. Ee XapaKTEpUCTHKU

OTKPLITOE€ YWICHCTBO — MOKHO I[O63BJ'I$[TB Y4YaCTHHUKOB U3 JIF000TO JOMCHaA,
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JIOCTYII K pecypcaM Jilo00ro 1o0MeHa — T03BOJISICT Ha3HAUaTh pa3pelieHus JOCTya
K pecypcam B Ar060M JIOMEHE;
JOCTYNIHA JMIIb B JAOMEHAX OCHOBHOIO pPe:KHMa — B JIOMCHaX CMEIIAHHOTO
peXrUMa 3TU TPYIIBl HEAOCTYIHBI; MOJIHBIN Habop Bo3MmoxHOcTed Windows 2000
JOCTYIICH JIUIIb B OCHOBHOM PEXUME.

BJiio:xxkeHHOCTH rpynn

JloGaBieHne 0OAHUX TPYIII B APyTHe (BIOKEHHOCTh TPYIII) MO3BOJISET HA MOPSIOK
CHU3UTh YKCJIO ONepaluil o Ha3HAYEeHUIO pa3pelieHuil. M3yunrte norpeOHoCTH
YJIEHOB TPYIII U CO3JIaliTE COOTBETCTBYIOLIYIO HEpapXUIo Ipymni. B ocHOBHOM
pexume Windows 2000 nqomyckaeT HEOTPaHUYECHHYIO BIIOKEHHOCTD rpymil. Tak,
MO3KHO CO3/IaTh TPYIITY JIJIsl KQXKJIOTO PErHOHa, B KOTOPOM UMEIOTCS (pHIIaIbl
OpraHu3alyy, 3aTeM J00ABUTh MEHEIKEPOB U3 BCEX PETMOHOB B OT/IEIbHBIE TPYIIIIHI.
Bce pernonaneHble rpynnsl MO>KHO J00aBuTh B rpynimy Worldwide Managers. Eciiu
pPErHOHAJIBbHBIM MEHEIKEepaM NOTpedyeTCsl TOCTYIl K HEKOTOPOMY peCcypcey, 3afaiiTe
cooTBeTCTBYIOIIME pa3penieHus rpynne Worldwide Managers. biiarogaps
BJIO’KEHHOCTH, 3Ta IPYIINA BKIOYAET BCEX YWIEHOB PErMOHABHBIX IPYIII, TO3TOMY
MEHEIKEPhI U3 BCEX PETHOHOB CMOT'YT 00paTUThCS K TpeOyeMoMy pecypcy. ITo
o0ecreunBaeT yNpoIeHHOE HEPAPXUUHOE Ha3HAUCHUE Pa3pEIICHNM, a TAKXKe
JNELUEHTPAIIN30BaHHbIA KOHTPOJIb YICHCTBA.
[Tpu noGaBneHNM OAHUX TPYIII B JPYTUE NONBITANTECh CHU3UTH YPOBEHb
BJIO’KEHHOCTH. BII0’K€HHOCTB MTO3BOJISET HA MOPSAAOK CHU3UTH YUCIIO ONIEPALMA 110
Ha3Ha4YeHMIO paszperieHnid. OHaKo Mpu OOJBIINX YPOBHSIX BIOKEHHOCTH KOHTPOJIb
paspenienuil ycnoxxusercs. HanbOonee apdexTuBeH nepBbiii ypoBeHb — OH
MO3BOJISIET CHU3UTh YUCJIO ONEPALIMA 110 HA3HAYEHUIO pa3pelieHni, OJHOBPEMEHHO
yhopouiasi KOHTpoJib paspeniennii. Kpome Toro, B 1es1s1X KOHTPOJIS 32 HA3HAUEHUEM
pa3penieHnil peKOMEHIyeTCsl OT/IETBbHO TOKYMEHTUPOBATh COCTaB rpymil. Jlomyctum,
aJIMUHUCTPATOP 100ABIISIET BPEMEHHBIX COTPYAHUKOB B TPYIITY, CO3JaHHYIO IS
pa3pabOTYMKOB HEKOTOPOTO MpoekTa. Jpyroit aAMUHUCTPATOP, HE 3HAS O
BPEMEHHBIX COTPYJIHUKAX, J00aBISET TPYyNITy MPOEKTa B TPYIITY, 00J1a1al0IIyI0
JOCTYIOM K KOH(UIEHIMaTbHON HH(OpMAaLMK, U BPEMEHHbIE COTPYAHUKH
NOJIy4aroT K HEl JOCTYI, YTO HENPHUEMIIEMO.
B cMemmanHOM pexxume TOCTYIIEH JIMLIb OJUH BUJI BIOKEHHOCTH — TJI00AJIbHBIE
rpynmsl J1I000T0 10MEHa MOTYT BXOJHUTh B JIOKAJIbHBIE TPYIIIbI JOMEHOB; B
CMELIaHHOM PEXUME YHUBEPCAIIBHBIE TPYIIbI HEAOCTYIIHBI,

B 0CHOBHOM pekuMe JOCTYITHBI BCE IPAaBUJIa WIEHCTBA B Tpynnax, J10-
MyCKAaIOTCSI MHO>KECTBEHHbBIE YPOBHHU BIIOKEHHOCTH.

Crparerum rpynn

st apdexTrBHOM pabOTHI HAIO ONPEAETUTh MOPSIOK UCIIOJIB30BaHUS TPy a
TaK)K€ THUIIbI TPYTII, KOTOPbIE OYIyT 3a/1€iCTBOBaHbl B KOHKPETHBIX CUTYaIUsX.

Hcnoab3oBanue T1i00aJdbHBIX H JOKAJIbHBIX rpynmn JA0MeHa
[TpaBmia peanuzauuu TH00aJbHBIX M JIOKAIBHBIX TPYHI JOMEHA HJICHTUYHbI
pPEeKOMEHJAIMAM IO co3AaHuto crpareruit rpynn ais gomeHoB Windows NT 3.x/4.0.
Hano:
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MOJIb30BaTEe CO CXOXXKHMMHU OOS3aHHOCTSIMH OOBEIMHUTH B OJHY TpYIILY;
HampuMep, B OyXTalaTepuud MOKHO OOBEIUHUTH yUETHBIC 3alUCH OyXraiaTepoB B
rpymy Accounting; ompenenuTh, K KaKHUM pecypcaM WM TpYIIaM pecypcoB
oOpaIiarTcsi COTPYAHUKHU, U CO3JaTh JJIA 3TOTO pecypca JOKaJIbHYIO IPYIITy JOMe-
Ha; HAmpUMeEp, €CIM B OpraHu3alliid HECKOJIbKO IIBETHBIX MPHUHTEPOB, CO3/aWTe
JIOKAJIbHY IO IpyIIy JIOMEHa Color Printers;
BBISIBUTH BCE IJ100abHBIE TPYIIIBI, OOpaIlaroIecss K OJJHUM U TEM K€ pecypcaM, U
BKJIIOYUTH 3THU TPYIIbI B COOTBETCTBYIOIIYIO JIOKAJIbHYIO TPYNIy JOMEHA; Tak,
MOKHO J100aBHTH TIJIoOalbHBIC rpymmel Accounting, Sales u Management B
JIOKATBHYIO TpyIIy JIOMEHA Color Printers;
HA3HAYUTh JIOKAJIBHOW TpyNIe JOMEHa COOTBETCTBYIOIIME pa3peIICHUs; HAIpUMED,
rpymrie  Color Printers Hamo Ha3HAYMTH paspelieHuss Ha JOCTYH K IIBETHBIM
TIPUHTEPAM.
Kome Toro, nmomeriasi yueTHbl€ 3alMCH MOJIb30BATENICH B JIOKAIbHBIC TPYIINBI JOMEHA
¥ Ha3Hayas TOCJEIHMM paspelieHus, Bl He MoOXKeTe MpeaoCTaBIsATh pa3peiieHus
BHE JoMeHa. ['MOKocTh cTpareruu T700adbHBIX W JIOKAJIBHBIX TPYII JOMEHa
CHIDKAETCS C pocTomM CETH.
HecmoTpss Ha mpeumymiecTBa JaHHOW CTpaTeruu, mpu paboTe ¢ HECKOJIbKUMHU
JIOMEHaMU pa3MeIleHNe YUETHBIX 3aluceld B TI00ANbHBIX TPyNax U Ha3HAYCHHE UM
pa3perieHuil MOXeT yCIOXKHUTh aJIMUHUCTpUpOBaHue. Ecnu rinobanbHBIM rpynnam
HECKOJBKUX JOMEHOB HYXHBI OJMHAKOBBIC pa3pellieHus, MPHUAETCS Ha3zHAayaTh HX
KaK0M rpyIrme B OTJENBbHOCTH
OObeauHUTE TOJB30BATENEH CO CXOXKHMM OOSI3aHHOCTSMU B OJIHY TpYIIy
Co3zpnaiiTe A7i1 COBMECTHO HCIOJB3YEMBIX PECYPCOB JIOKAJIbHYIO TPYHIy JOMEHa
JloGaBbTe B JIOKAJTBHYIO TPYIIY JOMEHA I00ajabHbIe TPYMIbI, KOTOPHIM TpeOyeTcs
JOCTyM K pecypcam
HasnauybpTe n0KanbHOM IpyIIe JOMEHA Pa3pelIeHts JOCTyIIa K pecypcam
BHeapenue rpynn

Pa3paboTaB 1muiaH, Tpymibl MOKHO BHEAPSTH.
OO6nacTp AeHCTBUS CIEAYET ONpPEALsaTh B COOTBETCTBUU C TEM, Kak OyAeT
UCTIONIb30BaThCS Tpymma. Tak, rio0aibHble TPYIITBl PEKOMEHTYIOTCS IS
IPYIIIHPOBKY YUYETHBIX 3alIMCEN MOIb30BaTeNneu. JIOKanbHble TOMEHHBIE U
yYHHUBEpCaJIbHbIC TPYIIBI YOOHBI ISl HA3HAUEHUS pa3pellIeHHi JOCTya K pecypcam.
['moGanpHBIE TPYMITHI CIIEAYET BKIIOYATh B JIOKATHHBIC JOMEHHBIC U YHUBEPCAIbHBIC
TPYIIIIBI.
J100aByATh/y 15 Th TIOJIb30BATENICH U3 YHUBEPCATBHBIX TPYII HE PEKOMEHIYETCS,
MTOCKOJIBKY 9TO MOKET CHUJIBHO YBEITUYHUTH TPA(DUK PETITUKAIINH.

[lepen co3ganuemM rpynmnsl B JIOMEHE yOeIUTECh B HATMUUU y Bac cooTBETCTBYOMINX
npaB. Ynensr rpymm Administrators u Account Operators maHHOro joMeHa IO
YMOJTYAHUIO OOJAJal0T BCEMHU HEOOXOAMMBIMH pa3perieHUsIMU. AJMUHUCTPATOP
MOXKCT MPCAOCTABJIATH ITOJIB30BATC/ISIM PA3PCHICHUSA HAa CO3OAaHUC T'PYIIIT B JOMCHAX
804 B OIL

WMs rpynnbl JOHKHO OBITh HHTYUTUBHBIM, OCOOEHHO €CJIM aIMUHUCTPATOPBI IPYTUX
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JIOMEHOB OyIyT ucKath ero B Active Directory. Ecii B HECKOJNIBKUX JOMEHAaX €CTh
napajuiebHbIe TPYIIBI, yOeIuTeCh, YTO UX WMEHA TaKkKe mapajuielbHbl. CKaxeM,
€ClIi B JIOMEHaX HMEIOTCS OTIENbHBIC TPYNMBl UIsI MEHEIKEPOB, CHCTEMAa WX
UMEHOBaHMS JTOJDKHA OBITh COTJIACOBaHHOM, Hampumep, Managers USA u Managers
Australia.

Co3nanue rpynn
Jlng co3manust rpymnn ciry>kut ocHactka Active Directory Users And Computers. Ux
cienyet co3naBath B OIl Users niu B OIl, co3gaHHBIX crieIUaNbHO A7 Tpymi. B
MIPOIIECCE POCTA U PA3BUTHSI OPraHU3aIMK HEKOTOPBIE TPYIIITBI MOTYT OKa3aThCs
HEHY)KHBIMH. Takue TpyMIbl Hal0 yAAIATh. JTO MOMOXKET BaMm rapaHTHpOBaTh
0€e301acHOCTh, T. €. BBl HE MPUCBOUTE pa3pelIeHHsI JOCTyIIa K pecypcaM TpyIine,
KOTOpas O0JIbIe HE UCTIONIBb3YyeTCsl. YTOOBI CO31aTh TPYIILY, 3allyCTHTE OCHACTKY
Active Directory Users And Computers. B mento Action (/leiicTBue) BeiOepuTe New
(Coznars), a B HeM koManay Group (I'pymnma). OTkpoeTcst AuanoroBoe okHo New
Object — Group (Hogsrii 00bekT — ['pymma), mapameTpsl KOTOPOTO TaKOBBI
AJIMMHHCTPHPOBAHHE TPy
OcHactka Active Directory Users And Computers 1mo3BoJisieT 100aBJIATh YJICHOB B
IPYMITY, K3MEHATH 00JIACTH JICUCTBUS U YIAISTH TPYIIIIHL.

Jlo0aBJieHHE YIEHOB B IPYyNILy
B co3nanHyto rpyIimy MOKHO 100aBJISITh WIEHOB — YYETHBIC 3aIMKUCH O30~
BaTesei, KOHTAKThI, IPYTUe TPyl U KOMITbIOTEPHl. KOMITBIOTEpPHI 100aBISIOTCS B
TpyNIy JJisl IPeIOCTaBICHUSI UM JOCTYyIa K pa3esieMbIM peCcypcaMm JIPYTUX CUCTEM,
HaIpuMep, JUIsl yJaJIeHHOTO pe3epBHOTO0 KOMUPOBAHUS
Yto0OnI 10OABUTH HOBBIX WICHOB, ABAXK/IBI IICIKHUTE HY)KHYIO Tpynmy. B
JIMaJIOTOBOM OKHE CBOMCTB mepeiianTte Ha BkiIaaky Members (Unens rpynmsl) u
mienkaute kHonky Add (lo6aButs). OTkpoercs nuanoroBoe okHO Select Users,
Contacts, Or Computers (Bei6op: [Tonp3oBarenu, Kontakts! 1 KoMmbroTepsr)

N3menenue 00/1acTH ACHCTBUS IPYIII
B nporiecce pa3BuTHSI CETH MOKET BOSHUKHYTh IOTPEOHOCTh B M3MEHEHUH 00J1acTh
nencTBus rpymmbl. Hanpumep, 4To0bI MpeaoCcTaBUTh MOIB30BATEINSAM JTOCTYII K
pecypcam JIpyrux A0MEHOB, Bam MoxeT noHago0uThCs MpeoOpa3oBaTh HMEIOLLYIOCS
JIOKaJIBHYIO JIOMEHHYIO TPYIITY B Ti100anbHy0. U3MeHUTh 001aCcTh NEUCTBUS TPYTIIIHI
no3BoJisieT Bkiaaka General (O01ue) AMaaoroBoro OKHa CBOWCTB TPYIIIIbI.
IMpumeuanue N3meHsATh 00671aCTh ACHUCTBUS TPYIITBI MOXKHO JIMIITH B JOMEHAX
OCHOBHOTO peknMa. B 1oMeHax cMenaHHOTo pexuMa Takasl oreparus He
nonyckaercs. Kpome Toro, Windows 2000 He nmoaiepKuBaeT U3MEHEHUE 00J1acTH
JEHCTBHUS YHUBEPCAILHOM TPYIIBI, TOCKOIbKY OTPAaHUYCHHS H YWICHCTBO M 00J1aCTh
JEHCTBUS IPYTUX TPyNN 0oJiee CTPOTH.

Yaajnenue rpynn

Kaxnas rpynmna obmagaeT yHUKaJIbHBIM UAeHTUGUKaTOpOoM Oe3omacHocTH, SID,
MOBTOPHO 3aJIeHiCTBOBATh KOTOPbIH HEBO3MOkHO. SID B Windows 2000 ciryxuT nis
uaeHTUGUKAIINY TPYTIN U IPUCBOEHHBIX el pa3pemennii. Windows 2000 He
UCITIOJIB3YET MOBTOPHO UACHTU(MUKATOPHI YAAICHHBIX TPYIII, JaXkKe eclii Bbl

41



CO3JaJNUTE IPYIITY C UMEHEM, AHAJIOTMYHBIM UMEHU YJIaJIEHHOW TPYIIIHI.
CrnenoBaTenbHO, BOCCTAHOBUTH JOCTYII K peCypcam, BOCCO3/1aB IPYIIILY, HEJIb3SL.

[Ipu ynaneHuu rpynmnsl yaanseTcs JUllb cama rpymna U CBsI3aHHbIE C Hell
paspenieHus. Y4eTHbIE 3alKCH MOJIb30BATEICH — YJIEHOB IPYIIIBI HE
3aTparuBaroTcs. Y JaisieMyto Tpyniny MEIKHUTE TPaBOil KHOMKOM U BBIOEpUTE B
KOHTEKCTHOM MeHI0 komanay Delete (Y mamuts).
Bueapenne JI0kaJbHBIX TPy

JlokanpHas Tpynma MOKET BKJIIOYATh YYETHBIC 3alMCH KOMIIBIOTEpPA, HA KOTOPOM OHA
HaxoauTcs. Ee pekoMeHnayeTcss mpuMeHsTh AJI Ha3HAYeHHS pa3pellleHuid JocTymna K
pecypcam, pacroioKEHHBIM Ha TOM K€ KOMITbioTepe, uTo u rpynmna. Windows 2000
CO3/a€T JIOKAJIbHBIE TPYIIIbI B TOKaJIbHOU b/l cucTemMbl 3amuThl. JIOKaabHBIE TPYIIIBI
OBIBAIOT TOMEHHBIMU U U30JIMPOBAHHBIMHU.

Co3nanue JIOKaJIbHBIX TPy
M3onupoBaHHbIE JOKaIbHBIE TPYIIIBI MO3BOJISIET CO3aTh ocHacTka Computer
Management. JIokanbsHbIie Tpynibl co3fatorcs B nanke Groups (I'pynmsr). UToOb1
CO3/1aTh JIOKAJIbHYIO TPYIITy, packpoiite B AepeBe koHcoau nanky Local Users And
Groups (JIokanbHbIE MOIB30BATENN U TPYIIIBI) U HMICIKHUTE noananky Groups
(I'pynmsi). 3atem B MeHio Action Beioepute komanay New Group (Co3gaTs rpymiry).
B oTKpbIBIIEMCS TUATIOTOBOM OKHE BBEAWTE UMS U ONMCaHue rpynisl. [lapamerpsl
nuanoroBoro okHa New Group (Co3gaHue rpyIibl) ONMKUCaHbI HIK

Berpoennsbie rpynnbi
B Windows 2000 deTbIpe THIa BCTPOSHHBIX TPYMIT: TJI00ATBHEIE, TOMEHHBIE
JIOKaJIbHbIE, U30JIMPOBAHHbIC JIOKAJIbHBIE U CUCTEMHBIE. BCTpOEHHBIE TPyNIIbI
00J1aat0T mpeaonpeeIeHHbBIM HabopoM uiieHoB U rpaB. Windows 2000
aBTOMATUYECKHU CO3/Ia€T TaKue IPYIIbl, YTOObI Bam He MPUX0IUI0Ch BPYUHYIO
CO3/1aBaTh IPYNIIbI M HA3HAYATh PA3PEIICHUS JJIsl YaCTO UCTIOIB3YEeMbIX (DYHKITUH.

Bcerpoennbie 17100a1bHbIE TPYNITBI
[To3BouisitoT 00BbeANHAT YUeTHBIE 3anmucu odmero Tuna. Windows 2000 o
YMOJYAHUIO T0OABJSET YWICHOB B HEKOTOPHIE BCTPOEHHBIE TJI00aIbHbIE TPYIIIbI. BbI
TaK)Ke MOXETE T00aBIISITh B HUX HOBBIX YJICHOB, YTOOBI MIPEIOCTABUTh UM IIpaBa U
pa3pellieHus TPYIIIbIL.

[Tpu cozmannu gomena Windows 2000 cozmaeT BCTpoeHHBIE III00aTbHBIC TPYIIITEI B
xpanuiuie Active Directory. YToObl NprCBOUTH BCTPOEHHOM I100aNbHOM IpyIIIie
npaBa, €e MOXKHO T0OOABUTH B JIOKAJTBHYIO TPYIITY TOMEHA UJIH SIBHO HA3HAYUTH €1
HY>KHBIC [TpaBa U pa3perieHusl.
OIT Users conep>kUT BCc€ BCTPOEHHBIE IPYyIIbl JoMeHa. Huke nepeuncieHbl
CTaHJIapPTHBIE YYACTHUKH HanboJiee paclpOCTPAaHEHHBIX BCTPOEHHBIX TII00aIbHBIX
IpyMIL:

BcerpoenHas JiokaJibHAsI TPyNNA IOMeHa
Windows 2000 co3maet BCTpOEHHBIE JTIOKaJIbHbIE TPYIIIbI JOMEHA, YTOOBI
MPEIOCTaBUTH MOJIB30BATEIISIM TPaBa M pa3pelleHHs Ha BBITIOJHEHHE 3a/1a4 B
xpanuiuine Active Directory, a Takke Ha KOHTpoJLIepax JoMeHa Berpoennas
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JIOKaJIbHAs TPYMIA B L[EJI0M pabOTaeT aHAIIOTMYHO JIOKAJIBHOM TpyIIe J0MeHa,
€IMHCTBEHHOE OTJIMYME B TOM, UTO €€ HEJIb3s y1aJuTh.

BcerpoeHHbie TOKaIbHBIE TPYIIBI IOMEHA ITPEIOCTABIISIOT JOOABISIEMbIM B HUX
YYETHBIM 3aMKCSIM T0JIb30BaTeNIel U III00AIbHBIM IpyIaM Habop
IpeioIpeiesieHHbIX MpaB U pa3pelienuil. Hanboiee pacnpocTpaHeHHbIE
BCTPOCHHBIE JIOKAIbHBIC TPYIIIBI, a TAK)KE MPUBUIIETHH, KOTOPHIMU 00JIaJJAl0T UX

YJICHBI, TAKOBHBI:

JlokanpHas rpymnma

Onucanue

Account Operators
(Omnepatopsl yyera)
Server Operators
(Oneparopsl cepBepa)
Print Operators
(Oneparopsbl mevyaTn)

Administrators

(AIMHMHHCTPATOPHI)

Backup Operators

(omepaTtopsl apxuBa)

Qests (I'ocTn)

Users (ITosib30BaTe in)

Co3naBarh, yAadsITh U MU3MEHATH MpaBa TPYII M YUYCTHBIX 3amHcei
nojp3oBaTesed. YieHbl Tpymmbl HE MMEIOT pa3pelieHds Ha
u3MeHeHue rpymnnsl Administrators u aro0bIX TPy ONEPaTOPOB.

[IpenocTaBnaTh B COBMECTHOE HCIIOJIb30BAHHUE JMICKOBBIE PECYPCHI,
apXUBUPOBATHh U BOCCTAHABIIMBATH (Pailyibl HA KOHTPOJUIEPE TOMEHA.

HaCTpaI/IBaTL " ynpaBJIATb CCTCBBIMU IIPUHTCPAMH HAa KOHTPOJUICpAX
JOMCHaA.

BeimonHsATE  BCe  aJMHMHUCTpPAaTUBHBIE  3aJauyd  Ha  JFOOBIX
KOHTpOJUIEpaxX JOMEHa, BKIIOYasg caM JoMeH. llo ymomdaHuio
YJeHaMH JaHHOW JIOKIBHOW TPYIIBl SBISIOTCS YYeTHAs 3allkCh
Administrator, rmo6ansabie Tpynmbl Domain Admins u Enterprise
Admins.

ApPXMBHPOBaTh U BOCCTAHABJIMBATH BCE KOHTPOJUIEPHI JIOMEHA IIPH
nomonm yruutel Windows Backup (Apxusarius).

OOpataTbest UL K TEM pecypcaM M BBIIOJIHSATH JHIIb T€ 3a/1a4H,
Ha KOTOpBIE Y HUX MMEIOTCS pa3penieHus. UsneHsl TPYIbel He MOTYT
BHOCHUTH MTOCTOSIHHBIE M3MEHEHUS B KOH(UTYypaluio padboyero crona.
[To ymonyaHHIO 4WIEHAMH STOW TPYIIBI SBJSIFOTCS yYETHAs 3aIUCh
Guest u rnobanbHas rpymma Domain Guests. Ilpu ycraHoBke
HEKOTOpPBIE CIY>KObI aBTOMATHYECKH JOOABISIOT TOJIb30BATEICH B
3Ty JoKajJbHyw Tpymmy. Hampumep, cimyx6sr Microsoft Internet
Information  Services (IIS) aBromaruuecku 00ABISIOT  BO
BCTpOGHHYI0 rpynmy GuestS yueTHble 3amucH  aHOHUMHBIX
II0JIb30BATENEH.

OOpataThbCst JUIIb K TEM PecypcaM M BBITIOJIHSTD JIMIIb T 3a/1a4H,
Ha KOTOPBIE Y HUX UMEIOTCS pa3pernieHus. YIeHbI TPYIIBI HE MOTYT
BHOCHUTD TIOCTOSIHHBIE U3MEHEHHUS B KOH(PUTYpaIUio paboyero croa.
[To ymonuaHHIO Wi€HAMH 3TOW TPYIIIBI ABJISIOTCS rpymmna Domain
Users, cnenmansabie rpymmel Authenticated Users (IMpormemmiue
npoBepky) u INTERACTIVE (Murepaktusnbie). Ilogaepxka
cucreMubix Tpymm ocyrrectsisgercss Windows 2000; yaamute ux
Henb3st. [pynmy USers pexkoMeHAyeTcst NPUMEHSATh Ul Ipe-
JIOCTaBJICHUS BCEM YYETHBIM 3aIUCSIM JIOMEHA TpaB U pa3perieHuH,
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KOTOPBIMHU JTOJDKEH 00J1aaTh KaX bl MOJIH30BATEb.

BceTpoeHHbIe JI0KaJbHBIE TPYIIIbI
Ha Bcex n301MpoBaHHBIX U PSAOBBIX cepBepax U koMibtorepax ¢ Windows 2000
Professional ects BcTpoeHHBIE JTOKaNBHBIE TPyTITbl. OHU TPETOCTABIISIOT
paspellieHus Ha BBIIOJIHEHUE 3a71a4 (BOCCTAaHOBJIEHUE U apXUBUPOBaHUE (DaiIoB,
U3MEHEHHUE CUCTEMHOT0 BPEMEHH, aIMUHUCTPUPOBAHUE PECYPCOB CUCTEMBI U JIp.) HA
otaenbHoM KommbioTepe. Windows 2000 momeriaeT BCTpOSHHBIE JIOKaTbHbIE TPYTIIIBI
B nanky Groups (I'pynnsr) ocHactku Computer Management. Kak 1 BCTpOeHHBbIE
JIOMEHHBIE JIOKAJIbHbIE, YAATUTh BCTPOCHHBIC HEJIOMEHHBIE JIOKAJIbHBIE TPYTIIHI
HEJIb34.

[TpaBa, KOTOpBIMH 00JIAAAIOT YJICHBI BCTPOCHHBIX JIOKATBHBIX TPYII,
TaKOBBI:

BcTpoennble cucTeMHbIe FPYNIIBI

Ha Bcex Windows 2000-koMIibroTE€pax €CTh BCTPOCHHBIE CUCTEMHBIE TPYTIIIbI
(8 Windows NT — cnenuanbabie rpytiibl). CUCTEMHBIE TPYIIITBI HE UMEIOT
OTIPEJICTICHHOTO CIHUCKA YJIEHOB, KOTOPBIM MOXKHO ObLIO OBl M3MEHSTh; B Pa3HOE
BpEMs COCTaB WICHOB TAKUX TPYII MOXKET Pa3IuvaThCs B 3aBUCUMOCTH OT METO/1a
JIOCTYTIA MOJI30BATEINSI K PECYPCY UK KOMIIbIoTepy. [Ipu anMuHUCTpUpOBaHUH
CHUCTEMHBIC TPYIIITHI HEIOCTYITHBI, OJTHAKO OHU 0TOOpa)XaroTCs MPU Ha3HAYCHUU TIPaB
U pa3perieHnii Jo0CTyma K pecypcam.

CocraB cuctemubix rpyri B Windows 2000 ocHOBaH Ha crioco0e A0CTyma K
KOMIIBIOTEPY, @ HE Ha TOM, KaKHe MOJIb30BaTEeNN pab0Tal0T C KOMITBIOTEPOM.
HaunGomee pacpocTpaHeHbl BCTPOCHHBIE CUCTEMHBIC TPYIIITHL:

3aganmue 1: co3nanue rpynn
Brl co3naanTte rinobanbHy0 TPYMIY 3allUTH U 100aBUTE B HEE YJICHOB — JIBE
paHee co3aaHHbIe yueTHble 3anucu Jane Doe u John Smith. 3aTtem Bbl co3ganute
JIOKaJIbHYIO TPYIITy JOMEHA U Ha3HAUYMUTE €Ml pa3penieHus J0CTyna K OTYETaM O
npoaaxax. [Tocie sroro Bel mpenoctaBuTe wieHaM ri00aibHON TPYIIIHI 3aITUTHI
JIOCTYTI K OTYETaM O MPOAaKax, J00aBUB ATy IPYIINY B JIOKAJIBHYIO TPYIITY JOMEHA.

3aganue 2: co3naiiTe rjodajbHYH0 Tpyniny, 100aBbTe YYACTHUKOB M
OpPraHu3yHTe yUYeTHbIE 3allMCH M0JIb30BaTe el

CozpnaiiTe Tn00aNbHYIO TPYMITY 3allWTHI, JOOABETE B HEE WICHOB M TIEPEMECTHTE
MI0JIb30BAaTENsI U3 OJHOTO opranu3anuonHoro noapasnenenus (OI1) B mpyroe.

1. Yoenutech, uro ocHactka Active Directory Users And Computers ot-
KpbITa U B OKyce

2.B JepeEBE KOHCOJIN LIETKHATE y3el OIl Sales.
Ha npaBoii manenu nosiBUTCS y4eTHasl 3alIUCh NoJib3oBaTess Jane Doe.

3. B mento Action Beioepute New (Co3nath), a 3aTeM — koMmanay Group.
Otkpoetcs auanoroBoe okHo New Object — Group (HoBblit 00bekT — ['pymma).
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4. Yoenutech, uro BbIOpanbl nepekmouatenn Global (I'mobanpHas) u
Security (I'pymima 6e3011acHOCTH )

5. B mone Group Name (Mwms rpynmel) BBenute Sales u menkaute OK.
Ha npaBoii manenu y3ia MOSIBUTCSI HOBas TPYTIIA.

6. Ha mpaBoil maHenu  ABaXAbl — IIETKHUTE  TPYIIY Sales.
OTtkpoetcs nuanoroBoe okHo Sales Properties (CBoricTa: Sales).

7. Tlepeitnute Ha BKiIaaky Members (UneHbI rpymmbl).

8. lllenxuuTe KHOIIKY Add (1oOaBuTB).
OTtkpoetcs auanoroBoe okHo Select Users, Contacts, Computers, Or Groups (Bsi6op:
[MTonw3oBarenu, Kommnbrotepsl, Kontaktel niau ['pynmen); B cniucke Look In (Mckath
B) OyneT BeIOpano study.bmstu.

9. B cmucke ydYeTHBIX 3amucedd, TPyNIm W KOMIBIOTEPOB IIEITKHUTE
Jane_Doe u, ynepxuBas  knaBumy  Ctrl, HIEJIKHUTE John_Smith.
BynyTt BeiOpaHbl 00€ yueTHble 3anucu. YdeTHas 3anuch Jane Doe Haxoautcs B Ol
study.bmstu /Sales, a John Smith — B OII study.bmstu / Users.

10. Ilenkuure xkHomky Add ([lo6GaButh). YderHsie 3amucu Jane Doe u
John Smith ctanu unenamu rmoGanbHOM TpynMbl 3aKUTHI Sales.

11. lenxuute kHonky OK.

12. CuoBa menkaute kHONKY OK, 9TOOBI 3aKpBITH AUAJIOroBOe OKHO Sales
Properties (CoiicTtBa: Sales). B opranuzanuoHssIx 1eisx Bel pemmnu nepeMecTuThb
yueTHyto 3armuchk John Smith B OIT Sales.

13. [lenkuute OIT Users.

14. Ha npaBoii maHe U MICIKHUATE YUYeTHYIO 3amuck John Smith.

15. B mento Action ([letictBue) BeiOepute koManay Move (Ilepemecture)
OTKpoeTcst OMHOMMEHHOE OKHO.

16. Beibepure OIl Sales 51 [IEJIKHUTE KHOTIKY OK.
VYuernas 3anuck John Smith Gonbiie He oToOpakaeTcs B paBoit nmanenu OIT Users.

17. B JiepeBe KOHCOJIN LIETKHATE OIl Sales.
B mpaBoii maHenu otoOpaxxeHbl yudeTHble 3amucu John Smith u Jane Doe wu
riio0asbHas rpymnma 6e3onacHoctu Sales.

18. JIBaxkmbl HIETKHUATE rJI00aJIbHYIO rpymnimy Sales.
OTtkpoercs nuamoroBoe okHo Sales Properties (CoiicTBa: Sales).

19. Ilepeitnure Ha  BKJIAJKY Members (Unenst TPYIIIB).
Yuernas 3amuck John Smith mo-mpexxHemy wieHn rpymnmbel Sales, HO HaxomuTCs
teneps B mamnke study.bmstu /Sales.

20. [lenxauTe kHOMKY OK.

3aganme 3. co3galiTe M HMCHOJbL3YiHTe JIOKAJbHYW  Tpynny JIOMeHa
Co3pmaiiTe JOKaIbHYIO TPYIITYy JOMEHA IS MPEAOCTaBICHUS JOCTyMa K OT4eTaM O
nponaxax. B nee Bol qo6aBute riobanpHyr0 Tpymnmy 0€30MacHOCTH, CO3TaHHYIO Ha
JTare 1.

1. [llenkHUTE MPaByIO MaHEIb KOHCOJIH, YTOOBI CHSAThH BBIJICICHUE C IPYII-
el Sales.
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2. B menro Action Beioepute New, a 3arem — xomanmy Group.
OTkpoercs nuanoroBoe okHOo New Object — Group.

3. B mome Group Name (Mwms rpymimer) BBeauTe Reports.

4. lllenkuute nepekmodatenn Security (I'pymna 6e3omacuocti) 1 Domain
Local (JlokanpHas B JTOMEHE).

5. lenkuute kuonky OK. Ha mpaBoii manenu mius OIT Sales mosiButcs
JIOKabHas Tpymma JIoOMeHa.

6. Ha mpaBoit maHenwm  JOBaXAH IIETKHWTE Tpynmy  Reports.
OTtkpoetcs nuanoroBoe okHO Reports Properties (CBoiicTBa: Reports)

7. Ilepeiinure Ha Bkiaaky Members (Unenst rpymmsl).

8. lllenkauTe KHOTIKY Add (loGaBHTB).
OTtkpoetcs nuanoroBoe okHo Select Users, Contacts, Computers, Groups.

9. B criucke Look In (Mckats B) BeiOepute myHkT Entire Directory (Bces
narka).

Bbynyr otoOpakeHbl yYeTHBbIC 3alUCH M TPYMNIbl BCEX JOMEHOB, a TaKke
PaCIOJIOKEHUE ITUX YUETHBIX 3aITUCEN U TPYIIIL.

10. B cniucke ydeTHBIX 3amucei, Tpynn U KOMIIBIOTEPOB HICIKHUTE 3aro-
JIOBOK Name (Ums). Ilome  Name  (Mmsa)  Oyner
OTCOPTHPOBAHO MO aj()aBUTY B yOBIBAIOIIEM ITOPSIKE.

11. CHOBa IIENKHUTE ATOT 3ar0JOBOK, YTOOBI OTCOPTHUPOBATH IOJIC MO aj-
¢dbaBUTy B BO3pacCTAIOLIEM MOPSJIKE.

12. B cmucke YyYETHBIX 3alldCei, TPYNI W KOMIBIOTEPOB BBIICIUTE
riobanbHyto rpymnmy Sales u menkaute kHonky Add (Jlo6aButs). lllenkHuTe KHOMKY
OK. I'pynma Sales crana 4uieHOM JOMEHHOH JIOKAJIBHOU Tpynibl Reports.

13. [llenkuure kHonky OK.

14. 3akpoiite ocHacTky Active Directory Users And Computers.

3aganue 4: Ha3HaubTe paspemenust NTFS
Br1 HazHauuTe nokansHOM rpynme noMeHa Reports paspemenust NTFS u nposepute
JOCTYM K marke Sales. BelmoyHsAlTe yrpakHeHHEe Ha KOHTPOJUIepe JoMeHa (TI0 CETH).

1. Coznaiite Ha aucke C: manky ¢ umenem Dept.

2. Caenaiite 9Ty manky o01ieit ¢ umerem pecypca Dept, a B mosie Comment
(KommeHnTapwmii) BBequTe Department share.
Jlst oG1iero pecypca 3agaBath pa3pelieHuil He Ha/lo, Tak Kak nanka Dept coznana Ha
tome NTFS.

3. Coznatite B manke Dept moakaranor Sales.

4. Boigenure nanky Sales.

5.B wmecHio File (®aitn) BeiOepuTe komanmy Properties (CpoiicTBa).
Otkpoetcs auanoroBoe okHo Sales Properties (Csoiicta: Sales).

6. IlepeiiauTe Ha BKJIQJIKY Security (bezomacHoCTh).
Cuctemuoit rpynne Everyone (Bce) mpepoctaBieHbl MOJHBIE MpaBa YIPABICHUS
JTAaHHOM MAaIKOH.
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7. Canmute Quaxok Allows Inheritable Permissions From Parent To
Propagate To This Object (IlepeHocuTs HaciemyeMbie OT POIUTEIHCKOTO O0BEKTa
paspeiieHnss Ha 3ToT 00bekT). IlosButcs cooOmenue Security (bBesomacHOCTh) ¢
OIKCaHWEM JIOCTYITHBIX BApHAHTOB BHIOODA.

8. lenkaute KHOTIKY Remove (Y nanurts).
Otkpoetcs auanoroBoe okHo Sales Properties (Cpoiicta: Sales).
9. lllenkuuTe KHOIIKY Add (1o6aBuTs).

OTtkpoercs nuanorooe okHo Select Users, Computers, Or Group.

10. B croucke Look In (Mckate B) BeiOepute myHkT Entire Directory (Bes
Tanka).

11. B cniMcke y4eTHbIX 3alliCel, TPYIIT U KOMIIBIOTEPOB BbIaeauTe Reports
¥ IeaKkHuTe KHonky Add.

12. llenkuaute KHOIIKY OK.
B nuanoroBoM OkHe CBOWCTB Mamnku Sales MOKa3bIBa€TCs, YTO JOKAJbLHOW TpyIIIe
Reports npengocrasiens! pa3zpemenus Read & Execute (UreHue u BeimoaHeHue), List
Folder Contents (ITpocmoTp comepsxumoro nanku) u Read (Urenue).

13. ITometpTe duaxxox Write (3amuck) u meakauTe KHOnkKy OK.

14. 3akpoiite okHo Dept u 3aBepmmre ceanc Administrator (AaMuHHUCT-
patop).

15. 3apeructpupyiitech B cucteme kak Jane_Doe ¢ maposem student u ot-
kpoiite B okHe My Computer (Moii komnbrotep) nanky C:\Dept\Sales.

16. B mento File Beioepure New, a 3arem — Text Document (TekcroBbiit
JIOKYMEHT).
B okne Sales nosiButcs daiin New Text Document (HoBblii TEKCTOBBIH JOKYMEHT).

17. JIBaxxib1 HIEJTKHUTE ATOT (aii.
OTtkpoetcs okHo mporpammbl Notepad (biiokHOT).

18. BBenure  HECKOJBKO  CHMBOJIOB M 3aKpOHTe Notepad.
[losiBUTCS 3an1pOC HA COXpPaHEHNH U3MEHEHUM.

19. [llenkuute kHOMKY Yes (/a).

20. Bakpotite okHO Sales.

21. 3aBepmute ceanc Jane_Doe u 3apeructpupyiitech kak Bob_Train oe3
apossl.
B ciywyae ommbku yoeautech, 4uto Bel mblTaeTech 3aperucTpupoBaThCsl B UHTEPBAJ
BpPEMCHHM, Korja moJsib3oBarento Bob Train paspemeno paborate B cucreMe. Bbl
3aJ1aji 3TOT UHTEPBAI B OHOM U3 MPEABITYIIHNX YIPaKHEHUN JTaHHOU TJ1aBhI.

22. TlonpoOyiite 00paTUTHCS K narke C:\Dept\Sales.
CoobOmenue DeptusBecTur 00 OTKa3e B nocryne. Jlemo B
ToM, uro Bob Train — He uneH rnobanbHoOW rpymmbl Sales, koropas B CBOHO

ouepellb BKIIOYEHA B JJOMEHHYIO JIOKaIbHYIO rpynny Report. JlocTyn K JIOKanbHbIM
narnkKaM TO>KE€ HEBO3MOXKEH, Tak Kak paspemenuss NTFS pacnpoctpassitorces U Ha
CETEBOM, U Ha JIOKAIbHBIN JOCTYII.

23. lenxaute kHonky OK u 3akpoiite okHo Dept.

24. 3aBepmute ceanc Bob Train.
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Copnepkanue oTdeTa 1o jJadopaTopHoil padboTe
Otuer NOKEH COACPKATh CICAYIONIYI0 HHPOPMAITHIO:

. TUTYIBHBIN JHCT.

. [{ems paboTHL.

. Kparkoe onrcanue u CKpUHIIOT IO KaKA0M U3 KOMAaHJ.
. BeiBo.
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JlabopaTtopnasi pabora Ne 7

UcciienoBanue rpynmnoBoii noJuTUKH

Hean padorei: M3yunTh pa3paboTKy rpyninoBOi NOJUTUKH

Teopernyeckasi 4acThb:

['pynnoBele TOJUTHUKKM — CpPEJICTBA LEHTPAIU30BAHHOIO YIpaBICHUS
HAaCTpPOWKaMU KOMIIBIOTEPOB ToJib30BaTesied. OHU MOTyT MPUMEHATHCS IS
yIOpaBlIeHUs TMapaMeTpaMu pabodyero Crojia IMOJIb30BATENs M Pa3IMYHBIX
IPUJIOKEHUH, HAOOPOM pa3peleHHbIX NPUJIOKEHUN, CUCTEMHBIMU IPUBWIETHIMH,
napaMeTpamMH CUCTEMbI 0€30I1aCHOCTH, aBTOMATHYECKON YCTaHOBKOW MPOTrPaMMHOIO
o0OecnieuyeHus u T.1.

OObIYHO TpYNINOBBIE TOJMTUKM  HUCHOJB3YIOTCA ISl yIpPaBICHUS
HACTPOIKaMU KOMITBIOTEPOB B JJOMEHE, OHAKO CYILECTBYET BO3MOKHOCTb PaOOTHI C
JIOKaJAbHOW TOJUTUKONM KOMIIBIOTEPA, YTO TMO3BOJIIET HCHOJB30BaTh YacThb
BO3MOYKHOCTE TpYNNOBBIX MOJUTUK MPU aJAMUHUCTPUPOBAHUU  OTAEIBHOIO
KOMITBIOTEPA.

Konnennuu rpynmnoBoi NOJUTUKA

['pynnoBele  MOJUTUKHA MPEACTABISAOT co00OMl  HAOOp mapameTpoB
KOH(Urypaly KOMITBIOTEPOB U OKPYKEHHS I0JIb30BATENs, XpaHSIIMECS B BHJIE
OTJIEIbHBIX O0BEKTOB. [IOMUTHKN TPUMEHSIOTCS K KOMIBIOTEPY U MOJIB30BATENIO BO
BpeMs 3arpy3Kd KOMIIBIOTEpPA M BXOJA IOJIb30BATENSI B CHCTEMY COOTBETCTBEHHO.
Kaxx1p1ii mapamMeTp MOJUTUKH BBI3bIBAET ONPEIEICHHBIE U3MEHEHHS B CUCTEMHOM
peectpe Windows, TakuMm 00pa3oM, JTF000e U3MEHEHHE, KOTOPOE BbI OCYIIICCTBIISCTE
Ha KOMIIBIOTEpE NPU MOMOUIM I'PYIIIOBBIX MOJUTUK, BBl MOXKETE OCYIIECTBUTH IIPU
oMoIM penakropa peecrpa. OQHAKO TIpPYIIIOBBIE IOJHUTUKU IPEJOCTABIISIIOT
ropa3fo Ooisiee TMOKUE W yAOOHBIE CPEACTBA AJISl YIPABICHUS, CHUXKAsl TEM CaMbIM
U3JICP’KKU Ha HACTPOUKY KOMITBIOTEPOB MoJib3oBaresieid. OHUM U3 caMbIX OOJIBIIMX
NPEUMYILECTB TPYNIOBBIX TOJUTUK SBISETCA LEHTPAIM30BAHHOE MPUMEHEHUE
OIPEIEICHHBIX HACTPOEK JIJIsl BCeX (MJIM YacTH) KOMIBIOTEPOB WJIH IOJIb30BATENCH B
JIOMEHE.

OOBEKTHI TPYNIOBOM MOJUTUKH

Jlns ompeneneHus mapameTpoB KOH(PUTYpauuu JUisi HEKOTOPOM TpYIIIbI
M0JIb30BATENEN W/WIM KOMIBIOTEPOB CO3HAIOTCA OOBEKThl TPYNIOBOW MOIUTHKU
(Group Policy Objects, GPO) — 3akoHuYcHHBIE HAOOPHI MAPAMETPOB IOJUTHKH.
Kaxnpiii 00BbeKT TPYMIIOBOW TMOJMTUKKA XpaHUTCS B katayiore Active Directory B
KoHTeliHepe rpymmnoBoi mommtuku (Group Policy Container, GPC). Kpowme Toro,
OOBEKTHl TPYNION MOJUTHKU XPaHITCS B BUJE CTPYKTYphl NaroK, Ha3bIBaeMOii
mabsoHom rpymnmnoBoit moautuku (Group Policy Template, GPT). O6sraro B GPC
XpaHATCSA PEAKO HW3MEHsAeMble W HeOoJpIIMe MO pa3Mmepy mnapamerpsl, a B GPT
XPaHATCS 4YacTO U3MEHsEMbIe MMapaMeTpbl U OOJIbIIINE MAaCCUBBI JaHHBIX. BHYTpeHHsIs
CTPYKTypa KOHTEHMHEpPOB M IIA0JIOHOB TPYIIOBOW MOJUTUKH CKpbITa OT BCEX
MI0JI30BATENIEH CUCTEMBI, 1aK€ OT aIMUHHUCTPATOPA.
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OOBEKTHI TPYMIIOBOW TMOJUTHKHA MOTYT MPUMEHSATHCS HA CIEAYIOIINX
ypoBHsix uepapxuu gomera Windows Server 2008 R2:

CaWT;

JIOMEH,;

OpraHU3alMOHHOE MOpa3/IeICHHE.

Heckonbko koHTeliHepoB Active Directory MOTYT OBITh CBSI3aHBI C OJHUM
00BEKTOM TPYIIIOBOM MOJUTHKH. B CBOI0 ouepenb, oauH KoHTehHep Active
Directory mMoeT OBbITh CBSI3aH C HECKOJIBKUMH OOBEKTAMH TPYHIIOBOM MOJIMTHUKH.
Takum 00pa3oM, Ha KOMIBIOTEp B JIOMEHE MOXET PacHpOCTPAHATHCS JACHCTBUE
HEOTPAaHUYEHHOTO YHCJIa IOMEHHBIX OOBEKTOB IPYNIOBOM MOJUTUKH, XPAHSIIIUXCS B
Active Directory.

JlokanpHBIE 00BEKTHI TPYITIOBOM MTOJTUTHKH

Ha xaxmaom kommbiorepe WINdoOws wumeeTcss JIOKaabHBIA — OOBEKT
TPYIIIIOBOM TOJIMTUKH, KOTOPBIM MPHUCYTCTBYET HE3aBUCUMO OT TOTO, SBISICTCS JIH
KOMITBIOTEp WICHOM JIOMEHA U €CTh JIM CBeAieHus1 0 HeM B Active Directory. OnHako
mapamMeTpbl JOMEHHBIX OOBEKTOB TPYIIOBOW TOJUTHKA MOTYT IEPEKPHIBAThH
napameTpbl JIOKaJbHBIX OOBEKTOB, MOATOMY IMPU pabOTe KOMIIBIOTEpA B JTOMEHE
napameTpbl JIOKAIBHOTO 00BbEKTa TPYNIOBON MOJMUTUKU MEHBIIE BCEro BIUSIOT HA
KOH(UTYpaIHIO OKPYKEHUS MTOJIH30BATENS.

[To yMouaHUIO B JIOKAJTbHOM OOBEKTE TPYNIOBOM MOJMTUKHU ONPEACIICHbI
TOJIKO TTapaMeTphl 0€30MaCHOCTH.

JlokanbHBI OOBEKT TPYNIOBOM TOJUTUKK XpaHUTCS B  Mamke
%systemroot%\system32\GroupPolicy. Bce ayTreHTH(UIIMPOBAHHBIC IOJIH30BATEIIH
KOMITBIOTEpA UMEIOT TIPaBO HA YTEHWE W MIPUMEHEHHUE JIOKATHLHOUN MOJMTHKH, OTHAKO
MIPaBO €€ M3MEHEHUS UMEIOT TOJIBKO YJICHBI TPYIITBI A IMUHUCTPATOPHI.

KonTteitneps! rpynnoBoi MOJUTUKA

Konretinep rpynmosoii monutuku (GPC) sBnsieTcss 00ObeKTOM Karajiora
Active Directory, XpaHsiiuM CBONCTBA 00BEKTa IPYNIOBON MONMUTUKU. J[J1s Kaxka0ro
mapamMeTpa TPYNIOBOW TOJUTHKA XPAHUTCS HOMEP BEpPCUH, ITO3BOJISIONIUI
OTCJIC)KMBATh U CHUHXPOHH3UpOBaTh M3MeHeHus kak Mmexay GPC u GPT, tak wu
MEXIY Pa3IMYHbIMU KOHTPOJUIEpAaMHU JIOMEHA U CepBepaMu TII00ATBHOTO KaTajora.
Taxxxe GPC xpanut nHpopMainio 00 aKTUBHOCTH 00BEKTA TPYIINOBOM MOJUTHUKH.

Taxxe GPC comepxut manuble xpanmiauina kiaaccoB Windows Server
2003, ucmosib3yemMoro Jisi IEHTPAJTU30BAHHOTO Pa3BEPTHIBAHUS MPWIOKEHUN Ha
KOMITBIOTEPAX JIOMEHA.

Konretinep rpynmoBoii mojutuku (taxke, kak u GPT), cogepxur aBa
OCHOBHBIX MOJKOHTEHHEpa, XPAHAIINX MapaMeTPhl TPYITIOBON MOTUTHKU:

Kondurypauuss xommneiorepa — B 3ITOM KOHTEHepe COOpaHbl Bce
nmapameTpbl, JECHCTBYIOIIME Ha BCEX IIOJIb30BaTeNed KoMITbloTepa. IlapameTpbl
MIPUMEHSIOTCSI TOJIBKO K OOBEKTaM KOMITBIOTEPOB, HAXOIAIIMXCS B KOHTEHHEpE C
HAaCTPOCHHOM I'PYNIIOBOM ITOJIUTUKOU.

KoHurypamnus mons3oBaTess — B 3TOM KOHTEHHEpPe cCOOpaHbI mapaMeTphl,
JEHCTBYIONINE TOJBLKO Ha OTIEILHOTO TIOJh30BaTeNss KoMIbioTepa. [Tapamerpsl
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MPUMEHSIIOTCSI TOJIBKO K OOBEKTaM YUETHBIX 3alUCEN IMOJIb30BaTeNeH, HAXOSIINXCS
B KOHTEMHEPE C HACTPOCHHOU I'PyNIIOBOM ITOJIUTUKOM.

Co3pnanue u IpUMEHEHHUE TPYNIOBBIX MOJUTUK

st co3nanusi 0ObEKTOB TPYNIIOBOM MOJMTHUKH, MPUBSI3KH K KOHTEHHEpam
Active Directory ucnosib3yeTcsi KOHCOJIb YIpaBieHUE TPYyNIOBOM MOJUTUKH. JlJis
3alycka KOHCOJM YTpaBjieHUE TPYNIOBOW MOJIUTHUKA HEOOXOAMMO BBINOIHUTH
CJIEIYIOLTYIO TIOCIIEIOBATENbHOCTD JEHCTBUM:

BrimmotHATE BXOJ B ONMEPAlMOHHYIO CUCTEMY TOJ yrpaBieaueM Windows
Server 2008 R2 mox yderHoit 3amrcbro Administrator.

Haxxmure KHOIIKY ITyck 51 BBIOEpUTE [I0CJIE0BATEIBHO
AJIMUHUCTPUPOBAHUE U YTIPABICHUE TPYNIIOBON MOJTUTUKH.

B okHe YmpaBieHue rpynmnoBor MOJUTUKOW PACKPOMTE MOCIEI0BATEIBHO
y31sl Jlec: school.local, Jlomensl, school.local u BeiOepute y3en OOBbEKThI TpyIIIOBOMA
MOJINTUKH.

OOpature BHHMaHHME€ Ha JIBa OOBEKTa TPYIIOBONH  IOJUTUKH,
cymectByromux mo ymonuanuio: Default Domain Controllers Policy u Default
Domain Policy. IlepBblii B3 HHUX NPUMEHATCA KO BCEM KOHTPOJUIEPAM JOMEHOB,
BTOPOM — KO BCEM KOMIIBIOTEpaM U IOJH30BATENsAM, HAXOJAIIUMCS B
COOTBETCTBYIOIIEM jAoMeHe. M3mMeHuM mapamerpbl rpymmoBod momutuku Default
Domain Policy, OTKJII0OUMB UCIIOIB30BaHUE TOJIHKO CIOXKHBIX Maposieit B qjomene. s
3TOrO:

[lenkHuTe TpPaBO KHONKOM MBIIIM MO OOBEKTY TIPYIIIOBON MOJIUTHKA
Default Domain Policy u B mosiBuBIIEMCSI MEHIO BBITIOJHUTE KOMaHAY VI3MEHHTS.

B oxHe Pepaktop ynpaBieHus TpPyNIIOBBIMH TIOJUTHKAMH PACKPOUTE
nocyenoBateabHo y3ibl: Kondurypanus xkommberotepa, [lomutuku, Kondurypamus
Windows, IlapameTpsr Oe3omacHocTH, [lomuTHKa Y4YeTHBIX 3amucedl W BbIOEpHUTE
nanky [lonutrka napoJsieu.

[Ipumeuanne. OOpaTuTe BHUMAHHME HA CYLIECTBYIOUIME MapaMeTphl,
KOTOPBIM JOJDKEH YJIOBIIETBOPATH NAPOJIb MOJIb30BaTeNA. OTKIIIOUMM HCIIOJIb30BaHUE
CJIO’KHOTO MapOJIs:

B mpaBoii yacTh OKHa B CHHMCKE MOJUTUK BbIOepuTEe MOIUTUKY «Ilaponb
JOJDKEH OTBeYaTh TPEOOBAHUSM CIOXHOCTH» M B MeEHIO JleificTBHME BBINOJIHUTE
koMmannay CBolcTBa.

B oxue CaoiictBa: Ilaponb noimkeH oTBedaTh TpeOOBAaHUAM CIOKHOCTH
YCTaHOBUTE MEPEKIoUaTesb B nojoxxkeHue OTkimodeH u Haxmute kHonky OK.

3akpoiTe OKHO PenakTop ynpaBieHus rpynnoBbIMU HOJIUTUKAMH.

Jly1st OOHOBJICHUS TIOJIUTUK TPeOyeTCs onpeesieHHoe BpeMs: oT 15 mun. Jlo
HECKOJbKMX dYacoB. UToObl ¢dopcupoBaTh OOHOBICHHS MMAPaMETPOB TOJUTHUKH

HEO0XOIUMO:

B koMaHHOM CTpOKe BBIMOJIHUTH KoMaHay gpupdate /force.
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Yo6eautech, 9T0 OOHOBIICHHUE TPYNIOBBIX MOJUTHUK MTPOU3OIILIO YCIICITHO U
WU3MEHUTE MMapOoJIb MOIb30BATENS petrovpp Ha NpOCTOM mapoiib, Harpumep, 11111111.
CoriacHo pekoMmeHpaanusM kommanuun Microsoft He pexomenmyercs
U3MEHATh OOBEKTHI TPYIIOBBIX TMOJHMTHK, CO3MaHHBIX Mo ymoirdanuto (Default
Domain Controllers Policy u Default Domain Policy), a co3naBaTh HOBbIE 00BEKTHI,
JaBasg UM 3HauMMble Ha3BaHus (Hanpumep, I[lapamerpsl pabouero croja
nosib3oBatesst). Co3naauM HOBBIM OOBEKT TPYINIOBOM MOMMTHUKA M HACTPOUM
nosntuky «He oroOpaxkaTe mociieqHee MMsl MOJIb30BATENsD:

OTKpoiiTe OKHO YTIpaBJICHUE IPYNIIOBOM MOJIUTUKOM.

B okHe YmpaBieHue rpyInmnoBord MOJUTUKOW PaCKPOMTE MOCIEIOBATEIBHO
y31sl Jlec: school.local, Jlomensl, school.local u BeiOepute y3en OObeKThI IpyIIOBOM
MTOJIUTUKH.

B okHe YmpasieHue rpynmnoBoi MOJIUTUKON B MEHIO JI€HCTBUE BBITIOJIHUTE
komanay Co3nars.

B oxne HoBblil 00BEKT IrpynIoBoi NOJUTUKHU B cTpoke VMs BBeguTe MMs
HOBOT0 00BEKTa IPyNIOBON MOJUTUKH, Hanpumep, He oToOpaxars mociieqHee nMs
T0JTb30BaTeNs M HAKMUTE KHOTIKY OK.

[{enkHKUTEe MPaBOM KHONKON MBIIIU MO OOBEKTY IpynnoBoi noautuku He
OTOOpaXkaTh MOCJEIHEEe WMsI TOJIb30BaTENsl U B TOSBUBIIEMCS MEHIO BBITIOJIHUTE
KoMaHay VI3MEeHHTB.

B oxHe Pepaktop ynpaBieHus TPYNIIOBBIMU TIOJIUTHKAMH PACKPONTE
nocienoBateabHo y3ibl: Kondurypanus kommbiotepa, [lomutuku, Kondurypamus
Windows, Ilapamerpsl Oe3omacHocTH, JlOKajibHBIC MOJIMTUKA W BBIOEPHUTE TMAIKY
[TapameTpsl 6€30MaCHOCTH.

[Ipumeuyanne. OOpaTuTe BHHUMAHHE, 4YTO 3HAYCHHE BCEX IOJUTHK
HaxoJuTCs B cocTosiHue He onpeneneHo, To eCTh B 00bEKTE IPYNIIOBOM MOJUTUKU HE
YKa3aHO 3HAUYECHHUE NIapameTpa.

B mnpaBoii uactu OKHa B CHOHCKE TIOJIUTHUK BBIOEPUTE TMOJIUTUKY
«IHTepaKTUBHBIN BXOJl B CUCTEMY: HE OTOOpaXKaTh MOCIEAHEE UM TTOJIb30BATENS U
B MeHIO JlelicTBUE BhIMOJIHUTE KOMaHy CBOMCTBA.

B okne CpoiicTBa: MHTEpakTUBHBIM BXOJl B CHUCTEMY: HE OTOOpaKkaTh
nocyieHee WMs  TOJIb30BaTeNsl MoMmeThTe (uaxkok OmnpenenuTs  CleayOnmin
rapaMeTp IIOJUTHUKM, YCTAHOBUTE INIEPEKIOYATENlb B IIOJIOKEHUE BxiroueH wu
HaxxmuTe KHOmKy OK.

3akpoiite okHO PegakTop 00bEKTOB IpyNIoOBOM MOJUTUKH.

Craenyroum maroM siBJsieTCsl MpUBsI3ka 00BbEKTa IPYMNIOBON MOJUTHKHU K
nomeny school.local:

B neBon uyacth OkHA YIpaBieHUWE TPYNIIOBOW IOJUTUKOW IIEIKHUTE
MPaBO KHOIKOW MBIMK MO0 UMeHu nomeHa (school.local) u B mosiBuBIIEMCS MEHIO
BBINOJHUTE KOMaHAy CBsI3aTh CyIIECTBYIOLIUI OOBEKT IPyNIOBON MOJUTHKH.

B oxne BrpiOop o00BekTa TpynmnoBoid MNOJUTHKA B crnucke OOBEKTHI
IPYyNIOBOM MOJUTUKUA BBIOEPUTE CTPOKY C UMEHEM CO3JaHHOTO paHee 0O0bEeKTa

52



rpymnmnoBoit monutuku (He oToOpaxkaTh mociemnHee uMs TMOJIb30BATENs) U HAKMHUTE
kHonky OK.

[Tpumeuanue. OOpaTuTe BHUMaHWE, 4TO B chucke CBsi3aHHBIE OOBEKTHI
IPYNIIOBON TIOJUTHKU TOSIBIIICSA HOBBIM 00BeKT He oToOpakaTh mMmociieqHee HMsl
MI0JIb30BATESI.

BemonauTe  QopcupoBaHHOE OOHOBJICHHE IapaMeTPOB  TPYIIIOBOM
TIOJTUTHKH.

[lepe3arpy3ute BUPTyaIbHBIA KOMITBIOTEDP MO YIIPABICHUE ONEPAUMOHHOU
cuctembl Windows 7 u oOpatuTe BHUMaHHE, 9TO VISl BXOJa B CUCTEMY HEOOXOIMMO
yKa3aTb UMS TOJb30BaTeNs M Mapojib (Ja 3TOT0O MOMEHTAa HMS IOJb30BaTels
yKa3bIBaTh HE HAJI0 OBLJIO, OHO COXPAHSJIOCH C MOCIEIHEr0 ceaHca MoJib30BaTes).

OpraHu3aimoOHHBIC SAUHUIIBI

Jlo cux Top MBI HACTPAWBAIH TOJUTHUKH, KOTOPHIE TPUMEHSIOTCS ISl BCEX
MOJIB30BATEIC M KOMITBIOTEPOB B JOMeHe. Horma BO3HHUKAIOT HACTpawBaTh
pa3inyYHbIe 3HAYEHUSI OJJHOTO M TOTO K€ MapameTpa JAJs pa3lIudHbIX MOJIb30BaTeNeH
(HampuMep, HACTPOUTH Pa3IUYHBIC JOMAITHUE CTPAHUIIBI B Opay3epe sl YYEHHUKOB
10 u 11 kmaccoB). [lnst penieHusi MOCTaBACHHON 3a7aul HEOOXOAMMO HUCIOJIb30BaTh
OpraHM3alMoOHHbIe  ¢aMHMIBL.  OpranuzanuoHHele  eamHunbl  (OU),  wim
MOJIpa3ieJieHusi, MOTYT COJCp)KaTh IOJb30BaTENIel, TPYIIbI, KOMITBIOTEPHI,
npuHTEpbl U oOmue manku, a Takke apyrue OU. OU — 310 MuHUMAanbHas
«EJIMHULIa» aIMUHUCTPUPOBAHMUS, IIpaBa YIpaBJIeHUsI KOTOPO MOXKHO JEJIETUPOBAThH
HEKOTOpoMy moJp3oBarento unu rpynmne. C momompto OU MOXHO 0o0ecneduTh
JOKaJIbHOE AJMUHUCTPUpPOBAHUE TOJIb30BaTeNield (co3maHue, MoAUPHUKaAIUI U
yAaJIeHUEe YYEeTHBIX 3aIMCel) WIH PECYPCOB.

[Ipumeuanune. OpraHu3alMOHHBIE EAWHHIIBI W TOJAPA3JEICHUS — OTO
TEPMUHBI-CHHOHUMBI; MBI OyJIeM dYaIle HWCIOJIb30BaTh TMOHATHE OpraHWU3alMOHHAs
CIMHHUIIA, TOBOPS O CTPyKType Kartaimora Active Directory m ero aepeBe, u
nojpasjielicHie — Korga pedyb uaer o0 aamuHHcTpupoBaHuum Active Directory,
JIeJICTUPOBAHUY YIIPABIICHUS U T. TI.

B karamore Active Directory opraHu3ainyoHHbIE €IUHUIIBI MPEACTABISIOT
Co00l OOBEKThI THIA «KOHTEHHEpP» W OTOOpaXkaroTCs B OKHe oOcHacTku Active
Directory — mosp30BaTe i ¥ KOMIIBIOTEPHI KaK Mankud. VX OCHOBHOE Ha3HAYCHHE —
TpYNIUpPOBaHUE OOBEKTOB KaTajora ¢ IENbI0 Tepenadyd aJMUHHUCTPATHBHBIX
GYHKIHNA OTACITBHBIM TOJIb30BATEIISIM.

JHlepeBo OU mokeT oTOOpakaTh peabHYI0 CTPYKTYpY OpraHU3alUh —
aIMUHUCTPATUBHYIO, (DYHKIIMOHAIBHYIO U T. M. [Ipr 3TOM y4YWTBHIBAIOTCS HMepapXus
MOJITHOMOYHI OTBETCTBEHHBIX PAOOTHUKOB M HEOOXOMMbIC (DYHKITUU YIIPABICHUS.

OpraHu3aiiioHHasl €IWHUIA — MHUHHMaJIbHAs CTPYKTYpHas €IWHUIIA,
KOTOPON MOXHO Ha3HAYUTh COOCTBEHHYIO TpyMIoOBYyI0 moiauTuky. OmgHako OU He
SBJISICTCSI CTPYKTYPHBIM JJIEMEHTOM O€30MacHOCTH (T. €. Helb3s Ha3HAYUTh
MO/Ipa3/IeTICHUI0 HEKOTOPhIE TIpaBa JOCTYIA K OMPEAEIEHHOMY OOBEKTY), a CIY>KUT
TOJIBKO IS TPYIITUPOBAHUS OOBEKTOB Karajora. [s Ha3HaueHWs IMMOJTHOMOYHH U
paspenieHuii AocTyna K pecypcaM CiaeAyeT MPUMEHSATh TPYIIbl 0€30MacHOCTH
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(security groups). Jlns co3maHus OPraHU3AMOHHOW EIUHHIBI  HEOOXOIMMO
BBITIOJTHUTD CIEAYIOLIYIO ITOCIEA0BATEIBHOCTD JEHCTBUM:

OTtkpoITh OKHO Active Directory — moip30BaTesid ¥ KOMITBIOTEPBI.

B okne Active Directory — moiap30BaTesin 1 KOMIBIOTEPHI BHIOPATh y3€Il ¢
umeHem pomena (school.local), B menro JleficTBHusS BBIOpaTh IMOCJIEI0BATEIHHO
Coznats u lloapaszaenenue.

B oxne HoBwiii o0wekT — Iloapaznenenus B crpoke Mms: ykKakuTe nUMs
co3JaBaeMoro nojapasneneHusi, Hanpumep, 10-i knacc u Haxxmute kHonKy OK.

OOparuTre BHUMaHHE, 4YTO B CTPyKType KarajoroB Active Directory
MOSIBUJICST HOBBIN deMeHT 10-i1 kimacc.

Panpmie oTMeuanoch, UYTO B MOAPA3ACICHUSX MOTYT XPaHUTHCS
MIOJI30BATENH, TPYIIIHI, KOMITBIOTEPHI, TPUHTEPHI U OOIIME MAMKH, a TaKXe JAPYTHE
OpraHM3allMOHHbIE €AUHUIBI. B OpraHuM3allMOHHBIX NOAPA3ACICHUSAX MOYKHO
co3JaBaTh HOBBIE OJJIEMEHTHI (MOJb30BaTENed M T.J.), a TaKXkKe IMEePEHOCUTD
CYILIECTBYIOIIME DJIEMEHTHI (IMOJIb30BATENN W T.J.) U3 JPYTUX OpPraHU3allMOHHBIX
enunuil. Ilepenecem mosib3oBaTens ivanovii u3 nanku Users B OpraHuU3aliMOHHYIO
equnuity 10-i kmacc:

B oxne Active Directory — mosiib30BaTeIM U KOMIIBIOTEPHI BHIOEPUTE MAIKY
Users, B ITpaBoil 4aCTH OKHA BbIOepUTE yueTHYIo 3anuch MiBan MiBanoBuu VBaHoB, B
MEHIO J/[efiCTBUE BBITIOJHUTE KOMaHy Bbipe3atsh.

B oxne Active Directory — moib30BaTeld M KOMITBIOTEPHI BBIOCPUTE
OpraHu3aiMoHHyl0 enuHuny 10-i knacc U B MEHIO J[eCTBHUE BBIMOJHUTE KOMAHIY
BcraButh, B okHe JloMeHHbIe ciy:k0b1 Active Directory Haxxmute kHOTKY [la.

OOpatuTe BHHMaHHWE, YTO B oOpranm3anuoHHoi enuuune 10-if kimacc
MosABUJICA MoJib30BaTenb MBan MIBanoBruy MBaHOB.

Co3naguM HOBBIH OOBEKT TPYMNIOBOW TMOJUTHKUA, HACTPOUM IapaMeTp
«/lomamusas mamka 0003peBaTens» U MPUBSHKEM  CO3JAHHYIO TMOJHUTHKY K
opranuzanuonHoi equnuiie 10-ii kiacc:

OTtkpoiiTe OKHO YTpaBlieHHE IPyNIOBOM MOJIUTUKOM.

B okHe YmpaBneHue rpynroBo NOJUTUKON PACKPOUTE MOCIEAOBATEIBHO
y31sl Jlec: school.local, Jlomensl, school.local u BeibepuTe y3en OObEKThI TPyIIOBOM
MOJUTHUKH.

B okne YnpasneHue rpynmnoBoil MOJUTUKON B MEHIO J[€MICTBUE BBIMOJIHUTE
komaHy Co31ath.

B oxne HoBblli 00BEKT IpynnoBoil NOJUTUKU B cTpoke MMs BBenute nms
HOBOT'O 00BEKTa IPYIIOBOM MOJIUTUKHU, HalpuMep, JloMaliHsas cTpaHuIa 1 HAKMUTE
kHonky OK.

[lenxkHuTe TpaBOM KHOMKON MBIIIK MO OOBEKTY TPYIIIOBOM MOJIUTUKH
JlomamHss cTpaHuIla U B TOSIBUBLIEMCS MEHIO BBINIOJHUTE KOMaHAy MI3MEHHTD.

B oxne PepakTop ymnpaBieHHs TpyNIIOBBIMM MOJHUTHKAMU PACKPOUTE
nocyenoBaTeabHO y3ibl: Kondurypanus nons3oBatens, [lomutuku, Kondurypanus
Windows, Hactpoiika Internet Explorer u Beioepute manky URL-anpeca.
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B mpaBoy wactn okHa Pemakrop ymnpasieHus rpynnoBbIMHU ITOJUTUKAMU
JBaXbI LIENKHUTE TI0 TapameTpy Baxknsie URL-agpeca.

B oxne Baxneie URL-agpeca mnomerbre duaxok M3MeHHTs anpec
nomaimHel crpanunbl, B crpoke URL-ampec pomamiHeil cTpaHuibl BBEAWTE
http://school-collection.edu.ru u naxkmute kaonky OK.

[Mpumeuanue. http://school-collection.edu.ru — OecrmaTHast KOJICKIUS
U POBBIX 00Pa30BATENBHBIX PECYPCOB, KOTOPBIE MOMOTYT ydeHHKaMm 10-ro kiacca B
OCBOEHME MATEPHUAJIA IIKOJIBHBIX IIPEIMETOB.

3akpoiite okHO PenakTop ynpaBiieHUs FPyHITOBBIMU MOJUTUKAMH.

B neBoli yacTM OKHa YIpaBiieHHE TPYNIOBOW ITOJUTUKOW IIEITKHUTE
IpaBod KHOMKOM MBIIIM MO MMEHU OpraHu3anroHHo emuHuibl 10-i1 kmacc u B
NOSIBUBIIEMCSI MEHIO BBINOJHUTE KOMaHAy CBsA3aTh CYIIECTBYIOIIMA OOBEKT
TPYIIIOBOM IMOJUTUKH.

B okne BrpiOop o00bekTa rpynmnoBol MNOAMTUKK B chucke OOBEKTHI
IpyNIOBON MOJUTUKH BBIOEPUTE CTPOKY C HMMEHEM CO3/IaHHOIO paHee OOBEKTa
rpynmnoBoi noauTuku (Jomamruss ctpanuia) u Haxmute kKHONKy OK.

Breimonnute  ¢dopcupoBaHHOE OOHOBJIEHUE MApPaMETPOB  TPYIIOBOM
MOJIATUKH.

[Iepe3arpy3ute BUPTYyJIbHBIA KOMIIBIOTEDP MO YIPABICHUE ONEPALIMOHHON
cucteMbl Windows 7 ¥ BBIIIOJIHUTE BXOJl B CUCTEMY MO/J YYETHOU 3alHUChIO 1vanovii,
3amyctute obOo3peBatens Internet Explorer. Kakas crtpanuma 3arpyxaercs I10
YMOJTYAHUIO?

PesynpTrpyronias noauTuka

JInst mpoBEpKM MapaMeTpoB TIPYIIIOBOM IOJWTUKM Ha KIMEHTCKOM
KOMITBIOTEPE HCIIONIB3YETCSl OCHacTKa Pe3ynbrupyromas nosurtuka. s 3amycka
OCHAacTKu Pe3ynbTHpyromias moJMTuKa HeoOX0IuMO:

Boiitu B cuctremy mon ynpaeieHueM onepanuonHou \Windows 7,
BOCIIOJIb30BABIIUCH JIFOOOW TOMEHHOW YYETHOW 3aMHChIO.

HaxaTtp kHOmnKy Ilyck, B ctpoke HaiiTi mporpamMmsl v (aiiiisl BBECTH MMmC
U Ha)kaTh KiaBuury Enter.

[Tpumeuanne. mmc — Microsoft Management Console.

B okne Konconb1 — [Kopenb koHconu| B MeHI0 Daiiil BHIMOJIHUTE KOMaHTY
J10GaBUTh WK YJAIUTh OCHACTKY.

B okue JloGaBneHue wuiau yjaajneHUE OCHACTKM B chucke JlocTymHble
OCHacTKu BblOepuTe PesynpTupyloias MOJUTHKA, HaXKMUTE KHOMKY JloOaBuTh, a
3areM KHONKy OK.

B okne Konconbs1 — [Kopenb korconu]| BeiOepute nanky Pesynbsrupytomias
MOJINTHKA, 3aTeM B MeHIo JlelicTBre BbimonHuTe koManay Co3nath nanabie RSOP.

B oxne Macrep pe3ynbTUpYIOLIEH ITOJUTUKN HAXKMUTE KHOIIKY Jlanee.

B okne BriOop pexunma HaxxmuTe KHONKY Jlanee.

B okne BriOop komnbroTepa HAXXKMHUTE KHONKY Jlamee.

B okne Bri0op nonb3oBaTens HAKMHUTE KHOTIKY Jlanee.
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B oxnme CBoaka BBIOpaHHBIX JAaHHBIX O3HAKOMBTECh CO CITMCKOM
BBIOpAHHBIX [TAPAMETPOB M HAKMUTE KHOTIKY [lanee.

B okne Omnbka rpymnmnoBoil HOJUTUKA 03HAKOMBTECH C TEKCTOM OLITUOKU U
HaKMHUTE KHOIIKY 3aKpBbITh.

B oxHe 3aBepiieHne MacTtepa pe3yJIbTUPYIOMIEH MOIUTUKH HAKMHTE
KHOIKY ['0TOBO.

B oxne Konconbs 1 03HakoMbTeCh C MapaMeTpaMu TPYIMIOBON MOJIUTHKH,
MIPUMEHSIEMOM JJISI TEKYIIETO MOJIb30BaTENS.

CamoCTOSTENBHO

Co3path opraHu3allMOHHYIO eauHuily 11-if kiacc, NMOMECTUTh B Hee
MOJIB30BATENSI petrovpp, co31aTb OOBEKT I'PYyNIOBOM IMOJMTHUKH, 3aJArOIIMA ajpec
nomamrHedt  crpammmbl  http://ege.edu.ru  (odpunmanpHBIA  CaT  EAMHOTO
roCyJapCTBEHHOTO IK3aMEHa), MPUBSI3aTh CO3JaHHBIA OOBEKT IPYIIOBON MOJTUTHKU
K OpranuzaionHou eguauie 11-i knacc.

Haittu napamerpsl TpyIIoBON IOJUTUKHA, OTBEUYAIOIIME 3a HACTPOUKHU
pabouero cTojia IMOJb30BAaTEIsl U HA WX OCHOBAaHUHU CO3/1aTh OOBEKT TPYMNIOBOU
MOJINTUKH, IPUMEHHUB K JIFOOON OpraHu3allMOHHON €IMHHUIIC.

JIOTIOTHUTENIBHBIN MaTepUall

3ananme 1. Co3paiiTe J0KYMEHTBHI, ONHMCHIBAIOIINE TOJUTHKY
HHGPOPMALMOHHO 0€30MACHOCTH AJIsl HIKOJIbI, U COXPAaHUTE UX B JINYHOM MAIKe.

o TMpaBUJIa AIMUHUCTPATUBHOIO 0OCITYKUBaHUS;

o IE€peYeHb NPaB U 00SI3aHHOCTEN MOJIb30BATENEH;

o TpaBUJIA JJI1 AAMUHUCTPATOPOB;

¢ MpaBUJA CO3JAHUS «TOCTEBBIX)» YUETHBIX 3AMUCEN.

3aganue 2. Co3nanue ¥ peJaKTHPOBaHNe IPYNNOBOIM MOJUTHKH.

1. OTkpoiiTe nuanoroBoe okHO ocHacTkU Ilosb30BaTe I M KOMIIBIOTEPBI
(ITyck/Aomunucmpuposanue/Active Direcory — Ilonv3zoeamenu u komnoviomepol).

2. BeimonmHuTe peakTUpOBaHKE MOJMTUKHA OE30MTaCHOCTH JJOMEHA,
CO3JaHHYI0 aBTOMAaTHYECKHU:

o OTKPOKTE JHAIOTOBOE OKHO CBOMCTB qoMeHa example.edu.ru
(koHTeKCTHOE MeHI0/CBOICTBA);

o MepenanTe Ha BKIAAKy I'pynnoBasi moJiMTHKA;

B cnucke 6yoem pacnonosxcena norumuxa oomena no ymoavanuro Default Domain
Policy.
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o OTKpOMTE AMaNoroBoe okHO (PeqakTop 00beKTOB rpynmnoBoii
noautukn) u3meHeHus nmonutuku Default Domain Policy (nBoitHol 1miemdok mo

MOJIUTHKE);

v
iti PEAakTOp 00 LEKTOB rPYNNOBOA MOAHTHEA

Koncone  AedcTEMe  Bua  Cnpaeka

CeoiicTea: erample.edu.ru x|

Dﬁu.luel Ynpasnmerca  [PYNNOBAA NOAMTUKS |

Yrofibl YIYHWKTE YNPSENEHKE MPYNNOE0 NOAWTHKDH, DEHOEHTE KOHCOME

YNPaBAEHMA rpYNNoBEoi noauTukM [GRMC),

i
Cobinkik TRKYWETD OfbEKTa MPYNNOE0HA NOAMTEK AN
—

example

CCbiNkH Ha OFLERTE MPYNNOE0HA NOAWTHKK He nepex... | Otknm..

0 efault D omain Paolicy

O fbexTEl rPYNNOE0A NOAMTHEK PACNOAATSKITCA N0 YOEIEAHWID MPHOPMTETA.

Aror crvcok noayyeH ot win2003. example. edu. '

LCoznare | goﬁaBMTb..l ﬂSMEHHTbl EEep= |

ﬂapaMe’rpbl...l Yaane... | CeoiicTea | EHuz

I_ E.ﬂDKHDDBaTb HACNEA0EaHWE NOAMTHEK

ak I Ormena | I'Ipwmenvmal

Pucynoxk 2. CBoiictBa JoMeHa.

=101

&

- @[ B @

|

E@ F.oHdMr Y pALHA NoNE30BaTENA

HMTHEA aul nain Pol lma

FoHdr Y BALHA KOMIEKITERS
(L2 KoHdHrypaurs nporpanm
L Kondmrypauma Windows
-2 AAMMHHCTPATHEHBIE WABNOHI

(2] KoHdHrypauna nporpanm
L Kondmrypauma Windows
-2 AAMMHHCTRATHEHEIE WAGN0HI

@Kombnrvpaunﬂ KOMMBHITEPS
@Kombmrypaum NoNe30EATENA

| _’I PacmpeHHEA >\ CTaHASPTHEIR

Pucynok 3. Penaktop 00b€KTOB IpynInoBOi MOJIUTHKH.
o BHCCHUTC B UIBMCHCHU B IIOJIUTUKY Haponeﬁ:

. nepeiaute B pasaen HoanTuka napoJeit (Konguzypauus

komnvromepa/Konguzypauus Windows/Iapamemput 6e3onacnocmu/Ilonumuxu
yuémnoix 3anuceii/Ilonumuxu naponei);

—
ffi PEAAKTOP 00 LEKTOE rPYNNOB0H NOMHTHEH

=10l x|

KoHcone  AdedcTeMe  BWA  Cnpaeka

&

- BAEl X B2

jij NonuTuka Default Domain Policy [win2003 « | | Donutika £

I.’—.I@ KoHEHrypaLka KoMnetTepa

(] KoHdHrypauma nporpar

B[] Kontmrypauma Windows

i ] cusHapkm (samyck saEeplEH
MapameTpil GE30MNacHOCTH
E@ MIONHTHIEH YHETHEL: SamHE

[+]- MONMTHIES Naponed
28 NonuTrka BnokKposk

[+]- Monutrea Kerberos

H

@ NokaneHels HDHHTMK”_ILI
1 | | » 4 | |

MEIKC. Cpot ASHCTEMA Napon;
MHH. ANKHA Napona

MHH. CpOK AEHCTEHMA NaponA
I'Iaponb A0M¥EH OTEEYATE T[
TpeEDBaTb HEMOETOPASMOCTI
XpaHHTb NaponK, HoNonb3ys

i

Pucynok 4. [Tonutrka naposei.
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. YCTaHOBUTE MUHUMAJILHYIO JJINHY MAPOJIsi: OTKPOUTE OKHO
M3MEHEHHUS TapaMeTpoB NapoJisd (IBOMHON MIETYOK O HaANUCH MHUH. IJIMHHA
napoJisi) u BBeaute B nosie Jjuna naposs He meHee — 5 (OK));

. OTKJIFOUUTE COOTBETCTBHE MAPOJISi TPEOOBAHUAM CJIOKHOCTH

. OTKPOWTE JUATOTOBOE OKHO CBOMCTB TPeOOBaHMSI
CJIOKHOCTH (BOMHOM 11en0K 1o Haanucu [lapoJib 10o/1:KeH 0TBeYaTh
TpPeOOBaHUSAM CJIOKHOCTH);

. YCTaHOBUTE PATUOKHOIIKY OmKI0ouums,

. MOATBEPAUTE N3MEHEeHUs KHOKON OK;,

. OTKJIFOUUTE BO3MOKHOCTh HCIOJIb30BAHMS IKPAHHBIX
3aCTABOK:

. nepenaute B paznen JkpaHn (Konguzypayus
noss3oeamens/Aomunucmpamuenvle wadaIonbl/IKpan),

. OTKPOMTE AUATOTOBOE OKHO CBOKCTB M cnoJib30BaTh
IKPaHHbIE 3aCTABKH U BbIOepUTe OMKItoueH;

. MOJATBEPAUTE U3MEHEHUS KHOMKON OK.

o 3aKpoiiTe PerakTop 00beKTOB rpyNnnoBoil MOJUTUKH
(Konconv/Boixo0);

o 3aKpOMTE AMAIOrOBOE OKHO CBOMCTB JIoMeHa KHONKOU OK.

3. Co3pmaiiTe HOBYIO MOJUTHKY JIJISl YUUTEICH:

o OTKPOKMTE JMAJIOrOBOC OKHO CBOMCTB joMeHa example.edu.ru
(konmexcmnoe menio/Ceoiicmea) v ieperiute Ha BKIaAKy ['pynnoBasi moJIMTHKA,;

o AKTUBU3UPYWUTE CO3AaHUE HOBOM MOJUTUKU KHONIKON Co30ampy;

o BBEJUTE HA3BaHHE MOJUTHUKY - Teachers;

o CaMOCTOSITEJIbHO U3MEHUTE CO3IaHHYIO MOJUTUKY, OTKIIOUUB
MOJIH30BaTENISIM BO3MOKHOCTh MEHATH (JOH paboOYero croJa.

4. 3akpoiTe peakTop 0ObEKTOB IPYMIIOBON MOJIUTHKH.

3apanne 3. Co3qaHue rpynin M Y4eTHBIX 3aNKceil MoJIb30BaTeJIeid.

1. Otkpoiite ocHacTky Ilosb30BaTe/ M 1 KOMIIBIOTEPHI.

2. Co3paiiTe HOBYIO YYETHYIO 3aIMCh MOJIH30BATENS B
KoHTelHepe Students:

o OTKpouTe nuanioroBoe okHo HoBblil 00beKT — Ilos1b30BaTE b,

KHOTIKOW Co30anue H08020 nO1b3068amens 6 meKyuiem Konmeinepe X
o BBEJUTE JAHHBIE O IT0JIb30BaTeJIE:

. IMTosiHoe ums mosab3oBaress — [ Ilpocmo [lonvzoeameny;
. HNms Bxoaa nosb3oBates (Jiorun) — JustUser;
. [ToaTBepAMTE BBEACHHBIE JaHHBIE KHONIKOM /[aniee.
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Hoebiid 06 bexT - MNonb30EaTens X|

ﬁ Cozpare B example.edu.u/Students

Mras: || WM HuMane: I

PSP I

MonHoe Wra: IHDDCTD NoNEZ0EaTENR

MME EHO0A NONES0EATENA:

IJustU 8 I example. edu j

WMra exona nonesoearend [npeg-#indows 2000);
IEX&MPLE\ I.J ustUser

4 Hazan I Hanee » I OTrEHa

Pucynok 5. BBoa JaHHBIX HOBOTO [TOJIb30BATES.

o YCTAaHOBHTC 11apOJIb IJI ITOJIb30BATCIIA:

3. Beeaute 6oee moaHy0 HHGOPMAIIHIO O TTOJIH30BATEINE:

BBeaute B rosie [Mapoas — Userl234,

BBeaute B nosie [loarBep:kaenue — Userl234,

ycTaHOBUTE Quiaykok Cpok Oelicmsusi napoJis He 02PAHUYEH,;

3aBepIIKNTE BBOJI ITAPOJIs KHOMKOH /Jaiee.
B npasoii obnacmu omobpazumscsi 3anuch, coomeemcmeyoudst

C03OCZHHOM)/ noJjivzoeameiio.

o OTKPOMTE TUAIOTOBOE OKHO CBOMCTB MOJIb30BATEIIS (IBOMHON MIETYOK IO

Haamucu [IpocTo moJsib3oBaTelin);
o BBEUTE B noJjie OnucaHue — 51mo mecmosyvlil NoAb308amey;

o BBenuTe B nojie KomHaTa - Homep KabruHeTa B KOTOPOM IPOXOJIUT
3aHsATHE - 316;

o BBeauTe B noJie TesiedoH — <HOMEp CBOETro MOOMIBHOTO TeaedoHa™;

o YKa)KUTE aJpECHbIC TaHHbIE HAa BKIIAJIKE AJIpec;

o YKOKHUTE HECKOJIBKO JOMOJHUTEIBHBIX TEIE(POHOB MOJIH30BaTENS HA
BKIIaike Testedonsr;
o 3aBEPIINTE U3MEHEHHUE TAaHHBIX MOJIb30BaTeNd KHONKON OK.

4. Coszpnaiite rpymmy groupl B konreiinepe Students:

o OTKPOWTE IUATIOTOBOE OKHO CO3[IaHus TPyl (KoHmeKkcmuoe
menro/Cozoamu/I pynna);

o BBEJIUTE UMS TPynmbI — groupl;
o 3aBepILIMTE CO3AaHue rpynnbl KHONKou OK.
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Hobbid obbexT - Fpynna x|

& Cosaate B! example.edu.rufStudents
ma rpynnsi:
I groupl
Hra rpynnel (npea-windows 2000):
I groupl
OBNacTh ASHCTEHA MRyl THn rpynnbl
" MokankHan B Aovere %' pynna GesonackocT
% [noBanstas " [pynna pacnpocTpaHenHs

o YHHEEPCANEHER

omes_|

Pucynoxk 6. Co3gaHue rpymnibl.

5. 3amaiiTe TOMOIHUTENHHYIO MH(POPMALIHIO TSl TPyl groupl:

o OTKPOWTE INAJIOTOBOE OKHO CBOMCTB I'pyNIbl (080UHOU WeauoK no
Haonucu groupl);

o BBeauTE B noJie Onrucanue — Imo mecmosas epynna,

o 3aBEPILINTE U3MEHEHHUE NAaHHBIX rpynnbl KHONKoW OK.

6. BxirounTe co3aHHOTO paHee nosb3oBatens [Ipocmo norv3oeamens
(JustUser) B rpymmy groupl:

o OTKPOUTE AUAJIOrOBOC OKHO CBOWCTB MOJIb30BATEINS (060UHOU UenuoK no
3anucu noiv3o08amerns),

o IepeianTe Ha BKiIaAKy UneH rpymi;

o OTKPOMWTE IUaJIOTOBOE OKHO BBIOOpA IPYIIIbI KHONKOU /Jo6asumb;

o BBEJIUTE Ha3BaHUE IPYIIILI — groupl,;

o 3aBEpIINTE JI00aBICHUS MOJIB30BaTeNs B rpyIiny KHOKoH OK.

o 3aKpOMTE TUAIIOrOBOE OKHO CBOMCTB MOJIb30BaTeNs KHOMKON OK.

7. BBIMOTHUTE BBIXO/ U3 CUCTEMBI C IOBTOPHBIM BXOJIOM JIJIsSI aKTHBAIIUU
W3MEHEHUH B TIOJIMTUKE 0€30MaCHOCTH.
H3menenus 6 norumuxe naposeti 6CmMynsam 6 CULy moJibKo NOCje 8blx00a U3
cucmemvl U NOBMOPHO20 6X00A 8 HEE.

8.

9. 3MenuTe maposIb CO3IaHHOTO paHee TOJb30BaTelIs:

o aKTHUBH3HUpPYHTE pa3aen Students;

o 3aJ1aiiTe HOBBIH, OOJIee MPOCTON Mapoib oJib3oBaTento [Ipocto
MOJIb30BaTENb:

. OTKPOWTE JUATOTOBOE OKHO 3aJJaHusI NTApOIIb (KOHmMeKcmHuoe
menio/Cmena napons);

. BBeauTe B mosie [lapons — 123;

. BBeauTe B ot [loaTBepknenue naposs — 123;

Obpamume eHuManue 4mo cooOWeHUll NO CIUWKOM NPOCMOM NApoJie He
ObLIO.

@]

10. HckirounTte cO3aHHOTO paHee MOJIb30BATENS U3 TPYMIIbI groupl:

o OTKpPOMTE IUaOrOBOE OKHO CBOMCTB IPYIIIIbI;

o IEPENANTE HA BKIAAKY UieHbI rpynimsl;
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o BBIJICIIUTE B CIIUCKE YIAIIEMOTO MOJIb30BATENS U IICIIKHUTE 110
KHOTKE Yoanumo;

o IOATBEPIUTE yIAICHUE KHONIKOU //a;

o 3AKPOWTE TUATIOTOBOE OKHO CBOMCTB IpyIIibl KHONKON OK.

11. Bxirouute CO3JaHHOTO PAaHCC ITI0JIB30BATCIIA B AAMUHUCTPATOPBI

JIOMEHA:
o OTKPOUTE TUATIOTOBOE OKHO CBOMCTB Mob30Baresns [Ipocto
MOJIb30BATEIb;
o TIepeiauTe Ha BKIaAKy UneH rpynm u meiakauTe /Jobasumo;
o BBEJIUTE B M0JIe AOMUHUCMPAMOPbl OOMEHA,
o 3aBepHUIUTe J1I00aBIeHue B rpynny kHomnkoi OK;
o 3AKPOMTE OKHO CBOMCTB IMOJIb30BATENS KHOMIKOU OK.
12. 3akpoiite ocHacTKy [losb30BaTENM U KOMITBIOTEPHI.
Coneprxkanue oTdeTa 1o J1abopatopHoi padore
OT4eT JOMKEH COMEPKATh CIASAYIONIYI0 HH(POPMAITHUIO:

. TUTYyIBHBIN JHCT.

. [{enb paboOTHL.

. Kpartkoe onuvcaHue 1 CKpHUHILIOT MO KKI0M U3 KOMaH/.
. BeiBon.
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JlabopaTopnasi padota Ne 8

YnpagsieHnue ciy:x00i pe3epBHOr0 KONMPOBAHUA

Tema: Co3naHue pe3epBHBIX KOIMIi.
Ilesib: HAyYHUTHCS BBITOIHATH APXUBUPOBAHKE JAHHBIX M ITOJIb30BATHCS CIyKOOM
BOCCTAHOBJICHHSI CHCTEMBI.
Teopernyeckue cBeaeHUs
Apxueauus u éoccmanosnenue
Mactep apxuBaiuu u BoccranonJjienusi (Backup or Restore Wizard) co3maer
KOMHIO (paiijIoB U MAIOK Ha yKa3aHHOM I10JIb30BaTelIeM HocuTele nHpopMmaliu. B
cllydae MOTePH MJIH IMOBPEXKICHUS MMOIb30BATEIbCKUX TaHHBIX X MOKHO
BOCCTaHOBUTH U3 (haiina pe3epBHOM Komuu. CIeHaTNCThI PEKOMEHIYIOT BBIITOJIHSITD
PEryJIsSIpHOE CO3JaHIE PE3EPBHBIX KOMMM Ba)KHBIX (haiiioB U mamnok. Yacrora
apXUBAIUH (pe3epeHoco KONUposaniist) 3aBUCUT OT YaCTOThI M3MEHEHHH (haiioB, Tak
KaK B CJIy4ae TOTEPHU JaHHBIX MPHUICTCS MOBTOPHO CO3/aTh TO, YTO OBLIO CIEIaHO
nocJjie nmocieaneit apxupaiuu. [1o 3Tol IpuYrHE MHOTHE KOMITAHUU CO3/Ial0T
pe3epBHbIC KOITUU BaKHBIX (PaiiyioB exkeAHeBHO. [101b30BaTe b MOXKET BHIOMPATH
pa3aUYHbIC TUITBI APXUBAIIMK B 3aBUCHMOCTH OT €r0 TPEOOBaHUIA.
o Jlns tuna O6wviynas (Normal) mpoucxoIuT apXuBaIus BCeX BHIOPaHHBIX

(baiiJIOB U CUCTEMHBIX HACTPOEK JUIsl ONIPEACICHHON NANKK UK AUCKa, U
KaKJIbII (pailn MapKUpyeTCsl KaK IpOLIEANNNA apXUBaIUI0 (MMEIOIUN
PE3EPBHYIO KOIHIO).

o Jlna tuna Konuposanue (COpPY) MPOUCXOAUT apXHUBAIIUsA BCEX BHIOPAHHBIX
(aiiIoB M CUCTEMHBIX HACTPOCK JUIsl OTIPEICTICHHON MANKU WM JAUCKa, HO
(aiiapl He MApKUPYIOTCS KaK MPOIIESAIINE apXUBAIIHIO.

o Jlns tuna /Jobasounas (Incremental) mpoucxoaut apxuBarysi TOJIBKO TEX
¢aitnoB, KOTOpbIe ObUIM CO3AaHBI WJIM U3MEHEHBI BCIIE 3a MOCIIETHEH
OOBIYHOM MJIM 100aBOYHOM apXUBALMEH, U KX bl (aiiil MapKUpyeTcs Kak
MPOIIEAIINNA APXUBALIUIO.

o Jlna tuna Pasznocmuas (Differential) mpoucxoaut apxuBanus TOJIBKO TEX
(aitsioB, KOTOPBIC OBLIN CO3aHbI M U3MEHEHBI BCIIE 3a MOCIIEAHEH
0OBIYHOM MM 100aBOYHOM apXUBaIMel, HO (hailyibl HE MAPKUPYIOTCS.

o Jlnsa tuna Eoceonesnas (Daily) mporcxoauT apXuBaIiys TOJIbKO TeX (ailiios,
KOTOpbIE OBLIM CO3aHbI MM H3MEHEHBI B TaHHBIN JI€Hb, HO (aiibl He
MapKHPYIOTCA.

Tun apxuBaluu, KOTOPbIA TPUMEHSETCS, ONPEIEISIET, HACKOJIBKO CIOKHBIM OyJIeT
IIPOLIECC BOCCTAHOBJIEHUS. J{7151 BOCCTAHOBIIEHUS MOCJIE HECKOIBKUX JOOABOUHBIX
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VI Pa3HOCTHBIX apXUBallMii HEOOXOAMMO BBIMIOJIHUTH BOCCTAHOBIICHHUE U3
nocJeAHe 0OBIYHOM pe3epBHOM KOMUHU U U3 BCEX JOOABOUHBIX MIIM PA3HOCTHBIX
KOIUH, TOJYYEHHBIX MOCIIE OOBIYHON apXUBAIIMK U BIUIOTH 0 HACTOSIIIETO MOMEHTA.
BrlmonHss apXuBaluio TaHHbBIX, MOJIb30BaTEb YKa3bIBa€TEe UM U MECTO s (aiina
pe3epBHOM Komnuu. [To yMonuanuio ¢aiibl pe3epBHBIX KOMUNA COXPAHSIOTCS C
pacmupenuem .oKf. daiinel apxuBaMu MOYXKHO COXPaHAThH Ha )KECTKOM JTUCKE, Ha
ruOKOM JIMCKE WM Ha JII0OOM JIpyroM THre cheMHoro Hocutens. [Ipu BeiOope mecta
JUTSl pe3epBHOM KOMHUU HYKHO YUUTBIBATH pa3Mep (aiisia apXuBarvu, TUITbI
MMEIOIINXCSl HOCUTEJIEH, a TaK)Ke BO3MOXKHOE TPEOOBaHHUE TOTO, YTO (DaiIIbI
PE3EPBHBIX KOMHI HYKHO XPaHUTh OTAEIBHO OT KOMIIBIOTEpA Ha CIIydail
KaTacTpodhl.
DyHKYUA 60CCMAHOBIEHUA CUCHEMDBL

BoccraHoBieHrE CUCTEMBI TO3BOJISIET BBIIOJHUTH OTKAT COCTOSIHHS ONEPAllMOHHON
CUCTEMBI K OJTHOI U3 TOUEK BOCCTAHOBIICHHUS, (PUKCUPYIOIINX COCTOSHUE HA MOMEHT,
KOI'/Ia cucTeMa cTabuibHO padorana. [IpenmymiecTBomM 1aHHON (QyHKIMH
3aKJIF0YAETCs] B TOM, YTO OHA MPEIOCTABISAET BOZMOXKHOCTH OBICTPOIO
BoccTaHOBJICHUS ("oTKaTa" COCTOSIHUSI CUCTEMBI K COCTOSIHUIO, B KOTOPOM OHa
HaXOJMWJIaCh B OJIMH U3 MPEbIIYIIUX MOMEHTOB BO BPEMEHHU) O€3 NepeyCcTaHOBKU
CUCTEMBI, a TAK)KE€ HE MOABEPracT PUCKY CIy4allHOrO Mepe3anuchiBaHus padoynx
¢aiinoB nonp3oBareneil. Bo3aM0XXHO BBINOTHEHHE OTKaTa K JIFOOOMY U3 CIEIYIOIIMX
TUTIOB KOHTPOJIBHBIX TOUYEK U TOUYEK BOCCTAHOBIICHMUS.

o Hauanvnas xonmponvnas mouxa (initial system checkpoint) cucremsr

CO3aacCTCs IIpU IICPBOM 3aITyCKE KOMIIBIOTCPA C BHOBb YCTaHOBJIeHHOfI OC.

o Touku BOCCTaHOBIICHUS 0/151 aemomamuyeckux obrnosrenut (Automatic update
restore points) co3maroTcsi, KOrjia HHCTALTMPYIOTCS 0OHOBIICHHS, KOTOPBIC
3arpyskatorcs ¢ momoinbso Windows Update.

o Touku BOCCTaHOBICHUS Npu 80CCMAanos1enul ¢ pezepsHoil konuu (Backup
recovery restore points) cosmaroTcsi, KOT/ia mojib30BaTellb UCTIOIb3YET MacTep
apxuBanuu wim Bocctanosienus (Backup or Restore Wizard).

o« Ilomb3oBaTens MOXKET CO3/IaBATh CBOU COOCMBEHHbIE MOUKU BOCCMAHOBIeHUS
spyunyio ("pyunsie” konmponvuvie mouxku - manual checkpoints) B iro0oit
MOMEHT C IMOMOIIBI0 MacTepa BOCCTaHOBJICHUS cucTteMbl (System Restore
Wizard).

o Touku BoccTaHOBIICHUS npu uHcmarLayuu npoepamm (Program name
installation restore points) co3maroTcs, MpH yCTaHOBKE MPOrPaMMHOIO
obecreueHusl.

« Touku BOCCTaHOBIICHUS 0151 onepayuu soccmanosienus (Restore operation
restore points) co3maroTcs Kak/blii pa3, KOrja Mojib30BaTelb OCYIIEeCTBIIACTE

Kakoe-1100 BOCCTaHOBJICHUE.
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o Cucmemnwvie koumpoavhvie mouku (System checkpoints) - sto
3aIUTaHMPOBAHHBIC TOYKH BOCCTAHOBJICHHS, KOTOPBIE CO3A0TCS
KOMITBIOTEPOM PETYIISIPHO, AaXKe €CITH MOJIb30BaTENb HE BHOCHIT HUKAKHX
HU3MCHEHHI B CHCTEMY.

o Touku BOCCTaHOBICHUS 011 Heono3Hanno2o ycmpoticmea (Unsigned device
driver restore points) cozmarorcs, Korja ycTaHaBIHBACTCS JpaliBep
YCTPOICTBa, KOTOPHI HE ObUT OTIO3HAH WM CEPTUPHUIIMPOBAH.

CpenctBo BoccranoBiienue cuctembl (System Restore) o0b14HO coxpansieT Habop
KOHTPOJIbHBIX TOYEK BOCCTAHOBJICHUS 3a MIEPUOJ] OT OJIHOM /10 TPEX HEMEeb.
Konm4yecTBO KOHTPOJIBHBIX TOYEK BOCCTAHOBJICHHS, IOCTYITHBIX B JIFOOOH 3a/TaHHBIN
MOMEHT BPEMEHH, OTPAHNICHO 00BEMOM TIPOCTPAHCTBA, KOTOPOE BBIZICTICHO
MIOJTB30BATENIEM JIJIs1 PAOOTHI CHCTEMBI BOCCTAaHOBJICHHS. MaKkCUMaIbHBIN pa3Mep
MIPOCTPAHCTBA, KOTOPOE MOYKHO BBIICIIUTh, COCTABIISICT MPUOM3UTENHHO 12
MIPOIICHTOB.
B xone npotienypsl BOCCTaHOBJICHHS MPOUCXOUT BoccTaHoBieHne OC u mporpamm,
WHCTAJUIMPOBAHHBIX HA KOMITBIOTEPE, K COCTOSTHUIO, B KOTOPOM OHHM HaXOJUJINCh Ha
MOMEHT BbIOpAHHOI KOHTPOJIHHOM TOYKH BOCCTAHOBJICHHSI. DTOT MPOIIECC HE
3aTparuBaeT JIMYHbIE (pailiibl OJIb30BaTENs (BKIIOYAsi COXPAaHEHHBIE JOKYMEHTHI,
COOOIICHHUS AJIEKTPOHHOM MOYTHI, aAPECHYIO KHUTY, criucok U3opanunbie (Favorites)
u ciicok 2Kypnaa (History) Internet Explorer).
Bce m3menenus, BHeceHHbIE yTHINTON BoccTaHoB/eHHe cuctemMbl (System
Restore), motHOCTBIO 0OPATUMBI, ¥ €CJIH TTOJIBL30BATENS HE YIOBIECTBOPSIIOT
pe3yabTaThl, TO MOXXHO BOCCTAHOBUTH MPEABIYIINE HACTPOUKH U BHITIOJHUTH BCE
CHOBA.

Apxusauus u 6occmanosnienue ¢ NOMOUbIO

npozpammor Cobian Backup

Cobian Backup - 6ecrmaTHas ytuianTta npeaHa3HauYCHHAS JIs1 pe3ePBHOTO
KOITMpOBaHUs (HaliJIOB M MATOK, KOTOPBIC YaCTO U3MEHSIOTCS K UMEET OoJiee
pacmpeHHbIe QYHKIIUN, YeM CTaHIapTHAs CITy)K0a apXWUBaIlUA U BOCCTAHOBJICHUS
Windows. [IporpaMmma MokeT co3aaBaTh KOUU 3a/IaHHBIX AJIEMEHTOB B
aBTOMATHYECKOM PEXUME TI0 3aJJaHHOMY PACIIHCAHHIO.
Cobian Backup moxeT coxpaHsiTh KOMMU 00BEKTOB HE TOJIBKO Ha JIOKAJTLHOM
KOMIIBIOTEPE, HO U B JIOKaJIbHOU ceTn, Ha FTP-cepsepe. [Ipu coznanuu pe3epBHbIX
KOTIHMI UCTIOIb3YETCS MHTETPUPOBAHHBIN ZIp- U 7-Zip-apXuBaTop.
[Iporpamma MOKeT OBITh YCTAaHOBJICHA B KAYECTBE MPUIIOKEHUS UITH KaK CEPBUC
(cyx0a). s mosHoreHHO# paboThl Tpedyercs NET Framework 3.5.

BoinosiHeHue padoTsbl
3ananue 1. BolnosiHuTE pe3epBHOE KONMMPOBAHNE CHCTEMHBIX
KOHGUTrypauuoHHbIX GaiI0B.
1. 3anycrtute kommbOTEp ¢ peaycTanoBienHoin OC Windows.
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2. 3amyctute Mactep ApxuBauuu (ITyck — Ilpozpammer — Cmanoapmmusie

— Cayaceonvle — Apxueauus OAHHBIX).

3. O3HakoMbTeCh ¢ HHPOpMAIlHE MacTepa U 1meaKkHuTe Janee.

MacTe P ApXHBaLUHM H/IH BOCCTAHOB/IE HHA @

MacTep apXrBaLliiM 1
BOCCTAHOBIEHWS

ATOT MACTER NOMOMET SPYHEHPOESTE MW EOCCT SHOEHTE
GaANEl W NapaMETPE HE LAHHON KORMISHT epe.

1A MEMEHEHWA NAPAMETPOB APXHBALMM M BOCCTAHOBABHUA
NEPEKAIDYHTE MACTEpP B PAcuMpEHHEIE DN (0,07 OnbmHER
nonbsoEaTENSk).

[“]{Breraa 3anyckaTe B pekuMe MacTEps

I.nA npogon#eHKA HamruTe kHonky " Danes'.

I Hanee > ] [ OtreHa ]

Pucynox 1. Macmep Apxusayuu oanmwix.

4. BpiOepuTe BO3MOXKHOCTh MacTepa — ApXxuBanus (pailjioB U napamMeTpoB U

menkuute lanee.
MﬂCTEp AdPXHEdLHH H/IH BOCCTaAHORE HHA @
A.DIIHBal.I.Hﬂ H BOCCTAHOBAEHHE
Bel mokeTe AQRHEHMDOEATE Dafnel 1 NapareTpel MKW EQCCTAHOBMTE ME W3
APHHEA. -

BriSepure ooHY WS CNEqyiuME BOSMOKHOCTER

(%) ADRMBAUMA DARN0E W NApaMET OB

() BOcCTaHOENEHME PAMNDE H NAPAMETDOE

l < Hasan ” Hanee > ] l OTreHa ]

Pucynox 2. Bvibop apxueayuu unu 60ccmaHo81eHus.

5. Ykaxute BbIOOp 3JIEMEHTOB apXUBUPOBAHUS B CAMOCTOSITENIbBHOM PEXKUME —

IIpedocmasums 603M0HCHOCMb 8b100PA 0OBEKMOE 015 APXUBAYUU T
menkuute anee.
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Pucynox 3. Bvibop cnocoba yxasanuii 00ekmoe apxusupo8anusl.
6. YkaxuTte 3JE€MEHTHI I apXuBauu — Beroepurte Ha aucke D HECKOIbKO

MECTED dpXHBAUMH M/TH BOCCTAHOE/1Ee HHA §
YTo cAeayer apRHEHpOBATh
b CiHD YKasaTE 3NEMEHTEL, KOTOPEIE CASLYET SPHHEHPOESTE.
mt _---

Beifiepure offbekThl, KOTOPLIE CAEAYET SPXHEHPOBSTE.

() Mok A0KYMEHTE 1 NERAMET Db HACTROAKM
Brnoas nanku Mo gokysedter, "Mstpantoe’. patouui cTon W daiine 'cookie".
() JakyMEHTEI M NAPAMETRE! HACTPOMKM BLEN NOABSOBATENEA 1AHHOMD KOMIBKTERA

Bknioyan nanku Mo gokysedtel, "MatpadHoe", patoudil cTon K daiie
“cookie' BCEX NONB30ESTENEH AAHHOMD KOMABKTEPE.

() BCho MHPOPRMALMID HE AEHHOM KOMIBOTERE

MNonrHas ApRMEaUMA 0AaHHBIX M COS0AHWE QWCES AETOMSTHYECKOrD BOCCT SHOENEHMA
CHCTEMBI, KDTDDbII:i MOMET OBME MCNONB30EEH A1A BOCCTAHOENEHKMA CHCTEMbBI B
Cry4ae ee aBale:iHDI'D OTEa3Aa.

() [lpEnOcTaBMTE BOSMOKHOCTE BIG0PA DELERTOE 15 SpXHEAUMIE

’ < Hazan ]I_Q,anee> ] ’ Otrena ]

TaroK oO0IMM 00hEM KOTOPBIX HE Oy/IeT MPEBBINIaTh HECKOJIBKO MerabanT u
menkuure anee.

MacTte P dpXHBAUHM H/IH BOCCTAHOB/1E HHA |

AnemeHTH anA ApX4BalHH
b cteHo APHUEWPOEITE .FIHJﬁHlO COBOKYNHOCTE QHCKOE, Mancok KK painoe.
T I

f + JBaab! WEeNKHUTE Ha HOCUTENE A0A MNPOCKOTRE COOEepHMMOra, YeraHoeure
% 1 PNAKKEH 407 BCEX AMCKOE, Nanok. Kk $ANN0E, KOTOpLIE TDBﬁHE!TCFI APXHBHPOEATE.

Hro cnepyer apEMBMpOEATE:

= e MokaneHest guck (2] & | Ma Tun
=B 3004 .ﬂ SourceBackup.brp  ToyeyHe p...
O3 Backup B 5ouceBackup.doc  Hokymen ..

Source

D E;IJBC'I dleceaaaf E SourceBackup.rar  Apxus Win..
C1i5) Backu @ SourceBackup.tet  TekcToBRI ..
° G}I_‘I SourceBackup.way  3eyk Wav

=D tz and Set
8:33 Mosclélug:cnhz A =e @SourceEackup.xls NMuct Micros. .

.1 Braaram Filas &)

£ b4 £ b4

[ < Hazan " DNanee » ] [ OtreHa l

Pucynok 4. Bvibop 06vekmos apxusuposarusl.

7. YKaXuTe MECTO XpaHEHHUs apXHBa:

(e]

OTKpOWTE IHanoroBoe okHo CoXpaHUTh Kak KHONKOU Q030p;
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Hma, Tun 1 pacnonoXeHHe apXHEdlHH @
- _—

MﬂCTEp APXHBALIMH HM/IH BOCCTAHOB/1Ee HHA

P aline | N3apareETpEl COXPAHEHE! B YE.3533HHOM MECTE.

BbIﬁEDHTE pacnonaxeHKe 418 AaHHOMD ap<HEa

C:A\Documents and Settings'WAdrminkPatouui cronk o lll!ﬁﬁﬂﬂllll

EBEJJM'I’E M8 017 AAHHOrD apRdEa:

Backup

[ < Hazan ” Aanee > l [ OrtaeHa

Pucynok 5. Bvibop mecma xpaneuns apxusa.
o TIepelauTe B KOpHEBOM Kartajor aucka C;

o BBeauTe B noje Umsa @aiina — ums coxpansiemoro Qaiina - Pezepsnas
Konus,

o coxpanure (aitn kHonko Coxpanums;
o TOATBEPAUTE BBEACHHBIEC JaHHbIC KHOTIKOM /[aiee.
8. HactpoiiTe nonosHuTEIbHBIEC TApAMETPHI APXUBAIIUN:

o OTKPOWTE IHAJIOTOBOE OKHO JOMOJHUTEIBHBIX ITAPAMETPOB KHOIIKOU
/ononnumensno,

o BBIOEPUTE B PACKPHIBAIOIIEMCSI CIICKE THII apXuBauuu — O0biyHbIl 1
mwenkuure /lanee;

o ycraHoBuTe Quaxok [Ipogepsims dannvie nocie apxusayuu ([Janee);

o YKaXuTe crnocod 100aBJjieHUs1 apxXuBa — /[obasumov 5mom apxus K
cywecmeyrowemy (danee);

o YKQKHUTE BpeMsl apXHBaIlUMU:
* YCTaHOBUTE PAIUOKHOMNKY [l030Hee;

* BBCAMUTC UM 3aJaHUSA B COOTBCTCTBYIOIICC ITOJIC,
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MﬂCTEp dPXHEALIHH H/H BOCCTAHOR/E HHA

Korpa apxHEHpOBaTh
b 3KHO SENYCTITE APXMBALMIO CEHYAC MAM HASHAYMTE B8 BBINOAHEHWE NO
PEACMMCAHMIO.

B |

F.orga BEINOAHKTE 3pMHESLMIY

() Ceiiuac
(%) No=gHes

A nereHT PACnHCaHKA

MMA sanaHus: |-‘5-DHMBaLlHF| |

Dara Havana: |4 ceHTaopA 20013 na 11:19 |

[ YCTaHOBWTE pacnMcaHu1e. . ]

l < Hazan ”_Q,anee> ] l OttmenHa ]

PucyHOK 6. Yrazanue umenu u 6PEMEHU BbINOJIHEHUA APXUBUPOBAHUAL.
) OTKpOﬁTe AUAaJIOroBOC OKHO 3aHJIaHl/IpOBaHHOG 3aJaHue

KHoIkoil Pacnucanue;

3ﬂl'lﬂﬂHH|J0 BdHHODE 34/ dHHe

Facnicanue | MapameTpel

% B 11:23, 04.03.2013

HazHauuTe sanaHue:  Bpema Havana:

11:23 % | |donoaHurensHo. .

D.U.HDKDEITHDB ERINOAHEHKE

BrinonHmTe: | 4 ceHratpa 2013 . v |

[ NekazeigaTe HeokoABKD PACMMCEHMIL

I [1]8 H OTmena l

PMC_)/HOK 1. Ykazanue mounoeo BPDEMEHU HAYAla 6blNOJIHEHUA APXUBUDPOBAHUAL.
=  BBCJUTC B II0JIC BpeMﬂ Ha4vaJia BpEMs Ha 2 MHWHYTBI I103KC

TeKyllero (Hanpumep, eciu ceituac 12.40, To BaM HEOOXOAUMO
BBecTH 12.42);

* TOATBEPJUTE BBEACHHBIC MMapaMeTphl KHONKON OK
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o 3aBEPIINTE BBOJ BPEMEHH BBINIOJHEHUs ApXUBALlMU KHONIKOU Janee;

o BBCIHWTC JAHHBLIC ITOJIL30BATCIISI OT HMCHHU KOTOPOI'O 6yz[eT BBINTOJIHATBHCA
APXUBUPOBAHUC:

« BBeaure B nojie Ilobp30BaTe b UM I10JIL30BaTENIS HA
kommnbiotepe - USER;

= BBeaute B 1o [apoas u [MoaTBep:kaeHne mapoJist s
nonb3oBareist USER;

* TIOJTBEPJUTE BBOJ JIaHHBIX KHOMKOMN OK;

9. 3aBepmmTe paboTy MacTepa KHOIKou I omoeo.
3ananue 2. BoInoJiHUTE BOCCTAHOBJIEHHE CUCTEMHBIX KOHPUTYPAUNOHHBIX
daios.
1. 3anycture Macrep ApxuBauuu (IlIyck — Ilpozpammer — Cmanoapmmuie
— Cnyxceonvie — Apxusauus 0aHHbBIX).
2. O3HakoMbTeCh ¢ HHPOpMAIIHEH MacTepa U ImeiaKkHuTe Janee.
3. Bwibepute Bo3MOKHOCTH MacTepa — BoccTanoB/ieHue ¢GaiijioB u
napaMeTpoB u uieikuure /anee.
4. BpiOepuTe 1151 BOCCTAHOBIICHHUS B JIEBOM CITUCKE C COAEPKUMBIM apXUBa,
nanky Mou pucynku (lanee);.
5. O3HaKOMBTECH C BEIOpAHHBIMU MTapaMeTpaMU U aKTUBU3UPYITE
BOCCTaHOBJICHUE KHOTIKOU 1 '0omoe6o.
6. OTkpoiiTe oT4eT KHONKOW Omuem 1 IMIPOCMOTPUTE €TO.
7. 3akpoiiTe 1MasoroBoe OKHO X0/ BOCCTAHOBJIEHHUS KHOIIKON 3aKpbimp.
3aganue 3. Co3naiiTe TOUKY BOCCTAHOBJIEHHS.
1. 3amyctute mactep BoccranoBiienue cucremnl (Ilyck — Ipozpammor —
Cmanoapmmuoie — Cnyxnceonuvie).
2. O3HakoMbTECh ¢ HH(pOpMAIUEH MacTepa.
3. Co3znaiiTe TOUKY BOCCTAaHOBJICHUSI:

o YcraHoBuTe pagnokHONKy Cozdamb mouky soccmanosnenus (Janee);

o BBEIUTE B TEKCTOBOE MoJjie Onucanne KOHTPOJIbLHOM TOUYKH
BOCCTAHOBJICHHUSA - Tecmoeas mouka 60CCMAaHO8/1eHUS,
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E. BoccTaHoBAe HHE CHCTEMbI

CozpnaHue KOHTpOﬂbHOi'l TOYKN BOCCTAHOBNEHNHA

CHCTEM3 SETOMATHHECKH CO3AEET N0 PACMHCAHHID MK NEpes YCTaHDBKDﬁ NparpamMM KOHTPONEHEIE TOYKH
BOCCTAHOENEHKA, KpaMe Tora, C NOMOLWLEH) BOCCTEHOENEHHA CHCTEMBI MOXHO CO3AATE coBCTEEHHEIE
KOHTPOAEHEIE TOHMKK ANA MOMEHTOE BPEMEHH, OTHYHEL: OT BblsHDaEMbIX CHCTEMOH,

BEeAHTE ONHMCaHKE AnA KDHTDDJ’IbHDﬁ TOYEH BOCCTAHOBNEHHA. BblsHDaﬁTE OAMCAHHE, NErko Y3HAB3eMoe B
CAYHY3ae BO3MOMHOMO BEOCCTAHOENEHHA KOMNBHOTEPa,

OnNMCaHKWE KOHTP i TOUKA BOCCT

KOHTpONLHAA TOUKA BOCCTAHOBNEHKA - NlafiopaTopHan pafiota 1| |

TerylUMe EPEMA M 43Ta SETOMATHHECKH ACBAENEHE K 3TOM KDHTDDHbHDﬁ TOMEE BOCCTAHOENEHHA,

M3MEHEHHE 3TOR KOHTPOMEHOA TOYKH BOCCTAHOBNEHHA NOCNE &8 CO3AAHHA Oy AET HEBOZMOXHO,
W¥HEANTECE, 4TO HMA TOMKH 3348H0 BEPHD,

[ < Hazag ][ Cozate ][ QTMEHa

Pucynoxk 8. Boccmanoenenue cucmemol.
o CO3JalTe TOYKY BOCCTAHOBIICHUSI KHONIKON Co30amb.

4. 3aBepmuTe paboTy MacTepa KHONKON 3aKpuvims.

3ananme 4. Ycranosute nporpammy Cobian Backup.
1. Jns pa6otsel mporpamMmbl Cobian Backup Heo6X01MMO yCTaHOBHTH Ha

nokanbHbId KomnbioTep .NET Framework 3.5. YctanoBounsle daiin Bbl
moxkete HaiiTh B d:\3-004\Install\dotnetfx35.exe. 3amycTure nanubii aiin u
BbinosiHUTE yecTaHoBKY NET Framework 3.5, cneays Bcem npeaioKeHHbIM
UHCTPYKLUSIM.

2. 3amycture nporpammy ycraHoBku Cobian Backup. YcranoBounslii paiin
HaxoJuTCs B ToM e nanke, 9ro 1 NET Framework 3.5 - d:\3-
004\Install\cbsetup.exe.

3. Tlocne mpoBepky ycTaHOBOYHBIX (hailioB MporpaMMa MpeiIoKUT BHIOPATh
a3bIK. BeiOepute u3 cniucka « RUSSTAN» u HaxkmuTe KHOMIKY «Jlanee»
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Cobian Backup 11 Gravity — yctaHoBKa

Jlobpo noxxanosatb B Cobian Backup 11

MacTep YCTSHOBMT M HACTPOMT NPOrPaMMy Ha BalueM KoMnbtoTepe. Beibkpaite
Hy¥HbIE NaPAMETPhI M HaXMMANTE KHONKY «/anee» ANA NEpexoAa K CneAyHowemy
wary.

BrifepTe A3bIK YCTAHOBKH B BbIN3ASMOWEN CAMCKE CNeBa, YCTaHoBKa MOXeT BbiTb
NPepeaHa & NGO MOMEHT — ANA 3TOMD HAMKMMTE KHONKY «BLIATHS,

Bbl MOXETE NOMOYb ABTOPY Pa3BMBATE 3TOT NPOEKT, NEPEBEAA CPEACTEA Ha ero
Kowenék Paypal. Mocne yCTaHOBKK NPorpaMibl 3aiANTE B MeHko CnpaBka - =
Moaaepxate npoekT (Paypal), 4Tobbl y3HaTe NOAPOGHOCTH.

BepHyTbea [ BeiiTH l I danee ]

Pucynok 9. Oxno ycmanoswurxa Cobian Backup.
4. Cornacutech ¢ JIUIEH3MOHHBIM COTJIAIICHUEM U HAKMUTE KHOMKY «Jlaneey.

B cobian Backup 11 Gravity — yctaHoBKa | ||_ [‘5_<
MoanyicTa, NPOYMTAATE M MPMMTE NHUWLEHSHOHHOE COMNALEeHHE
Flease, read carefully the Following license agreement., ~
IF wou don't accept the terms of the agreement, please delete b
immediately the software From your computer,
Cobian Backup, all it's files and documentation (the software)
is copyrighted by Luis Cobian (The author), The Following terms
apply to all files associated with the software unless explicithy
disclaimed,
The author hereby grants permission to use, copy and distribute,
Azbik ({but NOT sell or madify) this software and its documentation, provided
RUSSTAN - that all the original files are retained unchanged in all copies
and that this notice is included verbatim in any distributions,
L Mo written agreement, license, or rovalty Fee is required to use or
EE n B distribute this software,
] w
=Rl | 5
T— — —
===
—— —
|="-I I I I A NPHHHME YCNOEHA
|
.=
’ BepHyTECA ] ’ BRIFTH ] I Aanee l

Pucynox 10. Oxkno ycmanoswuxa Cobian Backup.
5. OcrtaBbTe KaTajaor yCTaHOBKH 10 YMOJTYaHHUIO U HAKMHUTE KHOTIKY «Jlaneey.

Cobian Backup 11 Gravity — yctaHoBKa

KaTanor ycTaHoBKH
’C:iProgram Files\Cobian Backup 11 | E]

Ecnn ofHoBNEHHe MAET c Bonee paHHed 11-H BepcuK, YCTaHABNMBAHTE Nporpammy
B TOT € KaTanor — YCTAHOBLWMK SBTOMATHYECKH OBHOBMT BCE KOMNOHEHTS!. Ecau
ofHoBNeHue MAET ¢ Bonee paHHMx Bepcwi (10, 9 M T, N.) — YCTaHaBNMEBANTE B
HOBbIF KATanor, 3aTeM MMNOPTHPYATE 33A3HHA M TONLKO NOTOM YAANANTE CTaPYH
BEPCHI.

rm—
={>1 * I
- z n h D c03ﬂ.aTb cuenapnﬁ ABTOYCTAHOBKH
==l 11 B

CO3A3Th 3HAYKH B MEHHD €TTycK»

YCTAHOBUTE MHAUMATOP TEHEEBOro KONMPOBaHHA

I BepHyTbCa ] [ BEIHTH l [ Aanee ]

Pucynox 11. Oxno ycmanoswuxa Cobian Backup.



6. Ha sToMm miare ycTaHOBKHM OCTaBbTE MO yMOTYaHUIO THI YCTAHOBKM —
Cayx0a, a 1y [lapameTpsl ci1yx0b1 BoIOEpUTE 3aMMyCKaTh MO Y4€THOM
3anmuchblo Local system. Haxxmure kHomy «Jlameey.

B cobian Backup 11 Gravity — yctaHoBKa

Tvn yCTaHOBKK
O Npunoxenme (Ges asTosanycka)
(O MprnoxeHme (SBTO3aNYCK TONBKO NOA AGHHON YHETHOR 3aNMCceH)

(O NpunoxeHne (aBTO3aNYCK ¥ BCEX NONb30BATENEH)

&) Cnywba

Rsull( MapameTpel cny¥bbl

RUSSI-“N v () 3anyckaTh Noa y4ETHOM 3anMcsto Local system

E E n H (O 3anyckaTe Noa oBbIMHON Y4ETHON 3aNHCbH
=N |
—
===
—
|=1- l I E I ABTOMATHUECKHN 3aNYCKATE MHTEpErc
|
.=

L

[ BepHyTbCA l [ BLIHTH l I Aanee ]

Pucynox 12. Oxno ycmanoswuxa Cobian Backup.
7. Haxxmute KHOTKY «Y CTAHOBUTHY.

3ananue 5. BoInoiHUTE pe3epBHOE KOMMPOBAHME ¢ MOMOIIbIO MPOTPAMMBI
Cobian Backup.
1. 3amycrtute nporpammy Cobian Backup.

2. Os3HakombTech ¢ HHTEp(eiicoM porpaMMel U cosnaiite HoBoe 3ananue
(3ananme — HoBoe 3axanme).
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Crncore [ECRERICN MetoprA MypHan  MHcTpymenTel  Chpaska

’ PP 3anycTHTe BCe 3a43HHA Chrl+E

Vm | B2 3anycrims seifipanryro rpynny G T

¥ Caenam

e 3aL5HRX Shift+Chri+6 o

| Caena

|¢) Hooe 3aaatie Ctrl+a

BpaHHOR rpynne Shift-+Ctri+G

KOMHOTED NOCTE 338E pafiorer  Cirl4F4

(")Bee sanarmn [Llceoricrea saaamma | [ElMeropnn /<2 ¥ypaan

Crincok: MainList.lst  KommuecTeo dafings: 0 Paswep: 0 bytes [ I

Pucynox 13. Okno npoepammur Cobian Backup.
3. Tlepen BaMu MOSIBUTCS OKHO HACTPOWKH HOBOTO 3a/IaHHSI C OTKPHITON

BKjIagkon O6mme. Ha 5To Bkitanke ykaxkure Hazpanue aiist 3aganus v
BbIOepuTe Tun konupoBanusi — IoJHblii.




Hopoe aaganme

2, ofume
Dadinkl ] YHaXKHTE MMA ANA 3a8aH4A

{=) Pacncanie
¥ LMK nHaHocTE MmA 3a4aHHA

[ cwatne WEERHTE MMA ANA 3343HHA

= PrneTp

ﬂ fon, AeAcTeHA
| JononHMTENEHD

OCHOBHEIE HACTROFKK
rpynna

[He Ex0aHT B rpynny] -
BEINONHATE 3848HHE
KonMpoBaTe NogkaTanork
[] AgnaTh 0T AENEHEIE KOMHH € BREMEHHBIMK OTHETKAMH
[#lWicnonesosate apxHEHLIR aTpHEYT
WICNONE30ESTE TEHEEOE KOMMPOBaHHE

THM KOMHMPOBaHKA

(%) ManHER () AloBasoqHIR

() PasHOCTHEIR () DMK THBHEIF

[ OpHHATE l [ QITHEHA ]

Pucynok 14. Oxno Hosoeo 3adanus Cobian Backup. Bxnaoka Oowue.
Bapuants! "Tun xonvpoBaHus" Mo3BOJSIOT OMPEACIUTD, OyIyT JI1 (aitibl
KOIHUPOBATHCS B MOJTHOM 00BEME WIIH TOJIBLKO OOHOBIISATHCS.

(%) MonHek (@l
) PasHOCTHEIN ) DM THEHEIA

Hoanbiii — Bce (ailyibl ykazaHHOMW Manky OyAyT BKIIOUEHBI B PE3EPBHYIO
konuro. Ecnu Beime BkiroueHa onius "Co3aaBaTh OT/ICIbHBIC KOMMUH...",
BCAKUH pa3 OyyT COXpaHAThCSI HOBBIE (haliiIbl ¢ pe3epBHOM Konuei. Ecnu
ommus "Co3aaBaTh OT/IETbHBIE KOMHH..." OTKIIIOUEHA, Oy/1eT OOHOBJISTHCSA
OJIUH U TOT ke ¢aiii (MMoBepX CTapoil BEpCun).

Jl006aBOYHBII — B HOBYIO PE3EPBHYIO KOIUIO OYAYT BKIIOYEHBI TOJIBKO T€
(aiibl, KOTOPbIE U3MEHUIIUCH CO BPEMEHH CO3/IaHUsI MOCTIEAHEN pe3epBHOM
Komuu (He 3a0yIbT€ OTMETUTH ONiuio "MICroap30BaTh apXUBHBIN aTpuOyT").
Pa3HOCTHBINA — TOJBKO (aiiiibl, KOTOPbIE U3MEHUIIUCH CO BPEMEHU
ITOCJIEAHETO MOJHOTO PE3EPBHOIO KOIMUPOBAHMS.

DUKTUBHBIA — HUYETO HE KOMUPYETCS, 3aJaHUE UCTIOIB3YETCS IS
JOIIOJTHUTEIIBHBIX JIEUCTBUM.

[Tepeiinute Ha Bkinaaky @auibl. Bepxusas yacte okHa UcTOUHMKH
npeaHa3zHadyeHa il (paisioB, KOTOPbIE Mbl XOTUM BKJIIOUUTH B PE3E€PBHYIO
komnuto. [lepeHecuTte crofia MpsMo K3 NPOBOIHUKA (MJIH UCTIOJIB3YHTE KHOTIKY
Jlo6asuTts) karamor d:\3-004\Source.

HuxHsst yacTh OKHa HyTI/I HasHA4YCHUMA [IpCAHa3HaUYCHA JJId YKa3aHuA

MECTOIIOJIOKEHHUS PE3EPBHOM KOMMHU. YKAKUTE B KAYECTBE ITyTH Ha3HAUCHHSI
kartajor d:\3-004\Backup.
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Hogpoe aagaHue

2 Ofiwe
[ BaFne
:‘;; PacnmcaHre
% LM nHHHOCTE
[ Cwarme
= DMNETh
ﬂ Aon. AefcTEMA
* JononHHTENEHD

WCTOMHHHIH
°f ) d:\3-0044Source

My TH Ha3HIYEHKHA
¢ d:\3-004\Backup

[ AobasmTe

MepeTawmTe choga obberTEl MBIWKOH K3 DOB0AHHES

(X

@

@

’ OpHHATE ] ’ OTHEHA ]

Pucynox 15. Oxno Hosozco 3adanus Cobian Backup. Bkiaoka @aiinbt.
5. Ilepetimute BO BKIaaKy Pacnucanme. M3zyunte npeioxeHHbIE BApUAHTHI

pacnucaHui i1 pe3epBHOTO KOMMPOBaHUS U BbIOEpUTE B cricke CxeMa
3anycka - ExxenenenbHo. Ykaxure B rpymnne lnu Heaeau: IloneneabHuk u
Cpena, a B rpynme Jlata u Bpems ykaxure B rtosie Bpemsi 12:00:00.

Hogroe 3agaHue

2 ofiuwe
SREEL

{<) Pacnmcaie

4% LIMKNHHHOCTE

[ Cwarme

= PHUnETp

ﬂ Aon. AsAcTEMA

# JononHHTENEHD

CxEMA 3anycka

EmeHeqensHo

Heaena

fata v epemAa

X

AHH HeAenn
MoHEAENEHKE |:| MATHHLE

[CIBTopHe cvatora

[(JBockpeceHse

|:| YeTeepr

Epema
12:00:00

4%

I [pHHATE l ’ OTHMEHA ]

Pucynok 16. Oxno Hosoeo 3adanus Coblan Backup. Bxraoka Pacnucanue.
6. Ilepetimute BO BKIaaky Caxatme. B cucke Tum cikaTusi BEIOSPUTE THIT

apxuBa Zip. B mone KomMmMenTapuii ykaxure KOMMEHTapuid, KOTOPBIN OyaeT
no6aBieH K apxuBy. JIJist TOTO, UTOOBI 3aITUTUTD APXUB OT UY>KUX
MOCSTaTeNbCTB — 3amudpyiite ero. Beibepute u3 cnivcka Bua mmudpoBanus —
AES 256 out. Iy mmdpoBanus apxuBa mpuyManTe JOCTATOYHO CIOKHYIO
cekpeTHy1o (pasy (KoTopasi OyIeT U3BECTHA TOJIBKO BaM) U YKAXKHUTE €€ B TOJIe
Cekpernasn ¢pa3za. [loBTopHO yKakuTe NaHHyIO (hpasy B moJie
IMoaTBep:xaeHue cekpeTHOM ¢pa3bl. /{1 onpeeieHun CII0KHOCTH
CEKpEeTHOM (Ppa3bl MPelyCMOTPEH CIEIUAIbHBIA HHIUKATOP, KOTOPKIN B
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HAIIeM CIy4ae JIOJDKEH OBbITh 3eJIEHOTO 1IBETa (3TO 3HAYHT, YTO CEKPETHAs
¢dpaza 10CTaTOYHO YCTOWYNBA KO B3JIOMY).

Hopoe 3agaHHe g|
'Ig' Ofuwre CHATHE
fieE-rey 15
3 J——— Thn cxatha AEneHne Ha HacTh
¥ LMK HAHOC TR Zip w He AemHTE w
[ ] Cmate
= PnETR DC)KMMaTb haknel N0 0T 4ENEHOCTH

ﬂ Aon. ABACTENA

FomMeHTapHA
! JononHrTEnsHD

FOMMEHTEPHF K PESEPEHOMY KOMMPOEaHMID

LWMdpoEaHHE SpXHES

BHA WHEpOBaHHA CNO¥HOCTE CEKPETHOM tpaskbl

AES 256 BT L

CekpeTHad fpaza MoaTESp#AEHHE CEKPETHON Gpaskl
S5 SSSSSSSSSGRRRRRED LLLLLIT LI LTI LYY YY)

HDHMEHGHHE: HMCAONES0ESHHE CHEATHA 3aMeANAET PESEPEHOE
EOMNHPOBAHHE H NOHH¥AET &0 HAAEHHOCTE,

[ [PHHATE l ’ OTHEHA ]

Pucynox 17. Oxno Hosoeo 3adanus Cobian Backup. Bxraoka Coxcamue.
7. Haxwmure kHonky [IpHHSITH U 3aIyCTUTE CO3JAHHOE BaMH 33jaHUE.

72 Cobian Backup 11 Gravity

Crmcox 3agamwe  Mcropua ypran MHCTpymenTel  Cripaska
»rRIN®CHD RO
Pasuep ATprbyT SrianeHne ~
3343HHE - B E ] Hosoe saaamme
PP ZanyeTiTe Bce sadsHiA {7861 6E96-0FC7-4D65-AEC-1A2ZF762FOFF}
[> 3anyerims enifpantbie saaarin Montoe
R, BRMOUHTH{EBIIOMTS i diz-00disaurce
SHadEHIA di3-0041Backup
(#) Hoeoe saname HETOUHHKDE 0 bytes
=] Peaskrvposars sananme
(1] AvBavposars sananve AT 33aakHe Aa
m [T — aTh NOAKETARAMH Aa
HEIE KOMkH Aa
[Hema ¥ 30BATE 3PXHEHSI ATPHEYT Aa
THEONG308aTE TEHEBOE KOMMpOBaHHE Aa
* Heaena sbmonHeHin ExceHenensHo
© A senonHena Moreaensrig, Cpeaa
* Bpers Lz:000n
* MpHopHTeT Cpeamii
* MHTEPEaN MexAY NONHEIMA KOMMAMA 0
* KONHUECTED XPaHMMBIX NONHEN Kankil 0
- Cowarve Zip
* flensHie SpXHE Ha YaCTH He nenvTe
- KOMMEHTApHI K apxHEY KOMMEHTEPH K PESEPBHOMY KOMPOESHHD
* Wkiposarie AES 256 BT
- Canxponmsauva Het
* Vcnone30saTe ABCONTHEIE MY TH Het
* CO348B4Tk DOAHTENLCKHIA KaTanar Aa Al
< >
(©)Bce sagarmn [Tlceoiicrea sanarms [ [Elcropnn /<2 ¥ypnan
Crncor: Mainlist st Konwsectso giafinos: 0 Paswep: 0 bytes [ | ]

Pucynox 18. 3anyck 3a0anus 6 Cobian Backup.
3ananue 6. BocctaHoBHTE JaHHBbIE U3 Pe3ePBHOI KONMU.
BbIMoNHUTH JaHHOE 33aHIE MOKHO HECKOJIIBKUMHU CIIOCOOAMMU:
1. Pa3zapxuBHUpOBaTh PE3EPBHYIO KOMUIO MOXHO JIF000H NMporpaMMon

MO/ICP>KUBAIOIIECH pabOTy ¢ BRIOpAHHBIM BaMU THUIIOM apXUBa U TUIIOM
mpoBaHUs.

2. PazapxuBHpoBaTh pe3epBHYIO KOIHIO ¢ IOMOIIBIO BcTpoeHHOro B Cobian
Backup unctpymenta PacnakoBuiuk.
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B* Cobian Backup 11 — pacnakosuw i

23 00D

£ AypHan

J

DEAneEl 4nA PAacnakoerH

COYMCTHTE

nYTb HAZHaYeHHA

Cr\Documents and Settings) AdminPatouuid cTom,

[ 3awntposaHtse apxmes!

Pucynox 19. Oxno Pacnaxoswuxa ¢ Cobian Backup.
3amanue 5. BoinosiHuTE pe3epBHOE KONMMPOBAHNE HA YAAJCHHBIN cepBep ¢
nomMoumbio nporpammsel Cobian Backup.
N3meHuTe HACTPOMKH CO3/TaHHOTO BaMH 33/IaHHsI PE3EPBHOTO KOMMPOBAHUS
TaK, 4TOOBI Ballla pe3epBHAs KOMUs COXpaHsiack Ha ynaieHHoMm FTP-cepsepe.
1. B okHe HacTpoeK 3a/laHusl PE3EPBHOIO KOMMMPOBAHUS 3aiINTE HA BKIAJIKY
®daitnbl 1 u3MeHute Iyt Ha3HaYeHus, BHIOpaB 11 MECTOIOJIOKEHUS
pe3epBHoit koruu FTP.

[NapameTpnl 3agaHua “Hoeoe aagaHue™

‘g' OﬁLvLLHE McToNHHKH
‘_,_u GEE CiDocuments and SettingsiAdminiMomn aokymeHTE
iz Pacnmcanme

% LUMKIHYHOCTE
[ Cwatve

= PHneTp

ﬂ Aon. AsAcTEHA

| JononHHTENEHD

2

My TH HazHaYeHMA
Ci\Backlp

[ dobaenTe @

L K.aranor HTE CHAa 08 bEK Tl MBIWKOH M3 MDOB0AHHKS
L FP
£ Bpyaryt ’ [pHHATE ] ’ OTHEHS ]

Pucynok 9. Oxkno napamempos Hosozco 3adanus Cobian Backup. Bxnaoxa
Datinwi.
2. B mosiBuBmemMcs okne «Hacrpoiiku FTP» B none FTP-cepsep BBeauTe

ftp://192.168.1.23/. B none Ums moawb3oBatens ykaxure UserN (roe N —
Balll IOPSAIKOBBIA HOMED B KypHaiie). B nmose [lapoiib ykaxkure Takoe xe
3HaYeHHE Kak U AJid nosst Mims nonb3oBatena. OcraabHble HACTPONKHU
OCTaBbTE O€3 U3MEHEHUSI.
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ftp://192.168.1.23/

1.
2.
3.

HacTtpohn FTP

@ 08 AHHEHME
@ AonanHUTENEHD
E Bpema oxnaanma

FTP-cepecp
ftpiff192,168.0,8/

NoruH
Useri

HadaneHe kaTtanor

MaCCHEHEIR PesM

MopT

21

Mapone

’ %ﬂanpoﬁm NpoKCcH-CEpEEPa ] [

% HacTpoiicu 550

[ opoeera | |

ChApoc ]

[ ]|

OTHEHA

l

3. COXpaHI/ITC N3MCHCHUSA IJIA 3aJlaHUA PC3CPBHOI'O KOIIMPOBAHUA U

3allyCTHUTC CTIO.

4. Tlo oKOHYaHUIO PE3EPBHOTO KOMMPOBAHUS 3aliIUTE Yepe3 IO

¢aiinossiii MeHexep Ha FTP-cepBep u yOenuTeck, 4To pe3epBHas

KOIINA CO3aaHa.

Copep:xanue oTuera
OTuet no 1abopaTopHOM paboTe MPEAOCTABISETCS MPEMOABATENIO B 3JICKTPOHHOM
BUJIE U JOJDKEH COJIEPIKATh!
TutynpHy0 cTpaHully (CTaHAApPTHOE OPOPMIIEHUE).

Ornucanre OCHOBHBIX 3aJ[JaHUH, BBITTOJIHSIEMBIX B X0/I€ JJA00OpaTOPHOM pabOTHI.

CKpI/IHI_I_IOTBI. B CKPHHOIOTAaxX JUAJIOIOBBIX OKOH, B KOTOPBIX KYPCAHT JOJDKCH

YKa3aTb Ha3BaHUC WA KOMMCHTapI/Iﬁ K PE3CPBHBIM KOITUM HJIN TOYKaAM

BOCCTAHOBJICHUSA CUCTEMBI, 00s3aTeJILHO A0JIKHA IIPUCYTCTBOBATH B CKOOKax

dbaMuns KypcaHTa, BBITIOJHSBIIETO TAHHYIO JIAOOpaTOpHYIO padoTy.

Bomnpocs! st 3a1IMTHI J1A00PaTOPHOM padoThI
3aueM He0OX0IMMO BBITIOJIHATH PE3EPBHOE KOMMPOBAHUE JAHHbBIX ?

Kakue cymecTByroT TUITBI apXuBanun?

Kax gacto Heo0X01MMO BBHITIOJIHATH PE3EPBHOE KOMTUPOBAHKUE JTAHHBIX.
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JlaGopaTopnas padora Ne 9

HccnenoBanne HACTPOMKHU CHCTEMbI 0€30MACHOCTH

ean padoTel: M3yunTh HACTPOMKU CUCTEMBI 0€30MTaCHOCTH

Teopernyeckas 4acTb:

YcraHoBka orpaHuYeHu A0S M0JIb30BaTe el
['pynmer onuit B okHe Default User npeanasHaueHs! 1isi yCTAHOBKH JTIOCTYITHOCTH
II0JIb30BATEIIO PA3IMIHBIX BO3MOKHOCTEH padodero crora Windows NT 4.0
YcraHoBKka orpaHuYeHMi HA KOMIIBIOTE
['pynme! onuii B okHe Default Computer nmpeaHa3zHadeHs! 17151 yCTaHOBKU
JOCTYITHOCTH MOJIb30BATEI0 PA3IMYHBIX BOZMOXHOCTEN 10 KOH(UTypaLuH
ammapatHoro obecnieuenus u cpepl camoit Windows NT 4.0

IIpsimoe pegakTHpPOBaHME CHCTEMHOI0 perucTpa
C nomombto Pegakropa Cuctemuoit I1oauTuKH MOXKHO HE TOJIBKO CO3/1aBaTh (haiiibl
MOJINTUKH, HO U HAIIPSIMYIO PEIaKTUPOBATH CUCTEMHBIN PETUCTP CBOETO (C MOMOIIBIO
koMaH e Open Registry) uimm 9y»oro (¢ MoMOIIbI0 KO-
manabel Connect) kommeiotepa. [Ipu 3ToM U3MeHeHus, BHOCHMBbIC Bamu B Pegakrope
Cucremuoli [TonuTHky, HEMEAJIEHHO OTPAXAKOTCsS B CUCTEMHOM peructpe. OHaKko K
3TON BO3MOKHOCTH CJIEAYET OTHOCUTBHCSA € O0JBILION OCTOPOKHOCTBIO, KaK U KO BCEM
UCIIPaBJICHUSAM B CUCTEMHOM PETUCTPE.

3anper ucnosab3oBanusa USB-HakonuTe e 11 OTAEJIbHBIX IPYNII
noan3oBatesei (Win Vista, Win 7)

Camoe mpocTtoe pelieHue s OrpaHUdYeHuss  OECKOHTPOJIBHOTO
ucrnosib3oBanus BHemrHNX USB-HakommTenel B omepanMoHHBIX cucTeMax Windows
Vista 1 Windows 7 — 3TO MOJIHOE OTKIKYEHUE BO3MOKHOCTH UX UCIOJIB30BAHUS IS
OTJEJIbHBIX TPYII Mojb3oBaTened. jigs 3Toro HeoOX0aUMO M3MEHUTh MapameTphl
oeszonmacHoctu ans  nByx (daitmoB  USBSTOR.PNF USBSTOR.INF, xotopsie
pacriosioskeHbl B manke %Systemroot%\INF. YrtoOwl 3ampetuth yctanoBky USB-
yCTPOMCTB, HEOOXOMMO U3MEHUTH MapaMeTpbl 0€30MaCHOCTH ISl KaXKI0TO U3 3TUX
daiinoB. [l STOrO mpaBod KHOMKOW MBIIIK IEJIKaeM Ha BbIOpaHHOM (haiire,
BbIOMpaeM «CBOMCTBaY, 3aTeM BKJIAAKy «be30macHOCThY, BRIOMpaeM Ha HEW TPYIIIHI,
K KOTOPOW MPUHAIJICKUT TMOJIb30BATENb (IS KOTOPOro HEOOXOIMMO 3alpeTUTh
yctaHoBKy USB-HakonuTeneil) u 3areM BbIOMpaeM omnuuio «3anpetutb — [lonHbiid
noctym» (pucyHok 1). DToT cmoco0 pabotaerT IS HAKONUTENIECH paHee He
MOJKIIOYABIINXCS K KOMIIBIOTEPY.
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I B!
Paspewerus ana usbstor.inf &J

| Besonacrocts |
Wma oBvexra: C:\Windows\inf\usbstor.inf

[pynnbi unu Nonb30BaTENM:
52, SYSTEM ‘
52, AnmuHncTpaTop! (1K320A-2\AaMuHICTDATOPS)

lﬂogasmb...] [ Ypanums ]

Paspewennn ans Monbsosatenn Paspewnts 3anpemts
™ 71 -

MonHeiit gocTyn
WameHermne
Yrerme 1 BbinonHeHve

HE

<

Yrerue
3anuce

gl
1

lMogpoBHee 08 yNpasneHu 4OCTVNIOM ¥ DE3DELEHNAX IJ

0K I 1 Omvena ‘ [I'Ipwmermm J

L'

PI/IcyHOK 1- HaCTpOﬁKa T'pyHIibl MMOJb30BaTelIeN Ha 3aIpCUICHUEC ITOJIHOT'O JOCTYIIA K
daitny usbstor.inf

3anper HCI0JIb30BAHMS USB-nakonureJei yepes peectp
(Win XP, Win Vista, Win 7)

3anper Ha wucnonb3oBaHue USB-nHakomuTeneir MOXXKHO OCYIIECTBUTH U
yepes peectp. Hns ATOTO notpedyercs VU3MEHUTH BETKY
HKLM\SYSTEM\CurrentControlSet\Services\USBSTOR, rne mnapamerpy Start
HEO0OXOMMO TIPUCBOUTH 3HaueHHe «4». s aroro B pemakTope peectpa regedit
BEIOMpAacM HYXXHYIO BeTKy, BblaenseM ykasareiaeM Mo USBSTOR, naxomum
napameTp Start, BEIIENIsIEM €r0, HAKMMaeM MPaBylo KHOIIKY, BeIOMpaeM «3MEHUTH
YW B TOSBHBIIEMCS OKHE BBOJMM HOBOE 3HaucHHe (puUcyHOK 2). Temepb mpu
NOAKIIOYeHUN K KoMmmbioTepy USB-nHakonutens paborarh He Oyaer. DTOT crnocod
paboTaeT TOJNBKO IS TEX HAKOMHTENeH, KOTOphle OBUIM YK€ YCTAaHOBIIEHBI B
KoMITbIOTEp paHee. [IpM ycTaHOBKE HOBOTO HAKOIMUTENS W3MEHEHHBIA MapameTp
BEPHET CBOE paHee YCTaHOBJIEHHOE 3HaueHue — «3». [l Toro, 4ToObl BHECEHHBIE B
peecTp U3MEHEHUs BCTYNUIIU B CUITY Ilepe3arpy3ka KOMIbIoTepa He TpeOyeTcs.
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g Penaxrop peecrpa [a/@] 8 T
tunnel || ma 3HaueHue
uagp35 28] (Mo ymonuarmio) (3HaueHUe He npHcsoero)
udfs 5 . —
UGatherer :.. DisplayName Apaiteep 3anomuHatowmx ycrpoiicts gns USB
el ab Ii::;i:::;o' gﬁ::?zq\logrbmswsssmk.svs
Ul0Detect
9] Start 0x00000003 (3)
uliagploc
ulishei 8| Type 0x00000001 (1)
UlSata
ulsata2
umbus
UmRdpService Vswmererie napamerpa DWORD (32 647a) [
UnlockerDriverS
upnphost MapaveTp:
usb Start
becan Juzvere [T r—
usbcir -_
2 © Wecrapuatepniran
sbehci
tebhtb Decsamnan
usbohci
gt ) [omes
USBSTOR
usbuhci
UxSms
VD_FileDisk
vds
-
VgaSave
e
ViaC7 kd
Komnsrotep\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\USBSTOR
PucyHnox 2 — N3meHnenue 3HAYCHUSA rnapamerpa Start B BETKE

HKLM\SYSTEM\CurrentControlSet\Services\USBSTOR

3anper 3amucH HA USB-nakonurean yepes peectp
(Win XP, Win Vista, Win 7)

s 3ampera 3anucu MHPOpMAIIMU Ha ChEMHbBIE HOCUTEIM HEOOXOIUMO B
3HAYEHUE napamerpa WriteProtect B BETKE peectpa
HKLM\SY STEM\CurrentControlSet\Control\StorageDevicePolicies ycrtanoButs B
«1». Torna B cirydae MOMBITKY 3alMCH HA Ch€MHBIA HOCUTEIb MOJIb30BaTEIb MOIYYHUT
npeaynpexaenne. Pasznen StorageDevicePolicies m mapamerp WriteProtect moxker
OTCYTCTBOBATh B PEECTpE, MOATOMY JJIsi MCIOJIb30BAHUS TPEJIOKEHHOTO CHocoba
HEO0OXOMMO WX CO3JIaTh W 3alKcaTh HYKHOE 3HaUCHHUE (IJI 3ampeTra 3amucu — « 1y,
JUTst pazpeteHus — «0»).

st CO3IaHMs paznena HEO0XO0MMO B BETKE
HKLM\SY STEM\CurrentControlSet BbiOpath ykaszarenem wmbitm Control, Haxarth
MpaBylo0 KHOMKY, BeIOpaTh «Co3/athy, nanee BeiOpath «Pa3gen» u nanee co3gaHHbIN
pasmen mnepeumeHoBath B StorageDevicePolicies. BHOBb co3gaHHBIN  paszel
StorageDevicePolicies BbigenseM yka3zaTeleM MBIIIH, MIeJKaeM MpaBOd KHOIMKOW U
BeiOMpacM «Co3nmatey», naiee «I[lapamerp DWORD (32 Owura)». IlosydeHHBIH
napameTp neperMmeHoBbiBaeM B WriteProtect 1 u3MeHsieM ero cojaepxkumoe Ha «1»
(pucynok 3). Ilocie BHeceHHs U3MEHEHMI B 3TOM Cilyyae repe3arpy3ka KOMIbITepa
He TpeOyeTcs.
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Komnrorep\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet

Pucynok 3 — Jlo6asnenue paszaena StorageDevicePolicies u n3meneHve 3HaueHUs
napametpa WriteProtect

[B5) Aucnersep ycrpoiicrs

Koucons [esicreme Bug  Cnpasxa
e @ E HmE R ss
-2 APOBOTYH-MK

&y DVD u CD-ROM anckosoas!

% Cgg IDE ATA/ATAPI koHTponnepe!

4% 3eyxossie, MACO M MTPOBIEYCT]  Oremounre

- % Men
-8 Mepenochuie ycrpoiicrea
%17 Mopret (COMu LPT)

eccs

yraseisatoune ycTpoRCTEa

OTkpBITUE CTPaHILSI CEOICTE 477 BbiAEnEHHOT 0bexTa.

Pucynok 4 — USB-nakomnuTens B «Jlucneruepe ycTpoicT»

4. YkazareneM MbIIIM BbIOpaTh HY>KHbIA HAKOMUTEIb W HAXaThb IPaBYIO
KHOIIKY, BbIOpaTh «CBOWCTBa», B pe3yJIbTaTe€ OTKPOETCS OKHO CBOMCTB HAKOMUTES.

5. BeiOupaem B OTKPBIBIIEMCSI OKHE CBOMCTB BKJIAJIKY «CBEIEHUS.

6. Beibupaem ommuio «UJ[ obopymoBanus» (PUCYHOK 5), M 3aIUCHIBAEM
MOJTlyuYeHHBI B BepxHeW cTpoke uaeHtudukatop USB-makomnurtens. Ilocnme storo
JEUHCTAJUIUPYEM HAKOMUTENb U3 CUCTEMBbI, BHIOPAaB B KOHTEKCTHOM MEHIO
«Ynamuthy. JlemHCTAIUIANMS HAKOMHTENs HeoOXoauma s MPaBWIHHONW pPabOThI
MOJIMTUKH YIIPABIICHHUS] BHEIIHUMU HAKOIIUTEIISIMU.
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Ceovictea: JetFlash Transcend 2GB USB Device lilﬂ_bj

| Obwme ] Monnumika [ Toma l [paitsep ‘ CBeneHw;i

JetFlash Transcend 2GB USB Device

Csoitctso

W[ obopyaosaHns v

3HaueHune

USBSTOR\DiskJetFlashTranscend_2GB__ 8.07
USBSTOR\DiskJetFlashTranscend_2GB___
USBSTOR\DiskJetFlash
USBSTOR\JetFlashTranscend_2GB___ 8
JetFlashTranscend_2GB__ 8
USBSTOR\GenDisk

GenDisk

[ 0K J[ Omvena ]

Pucynok 5 — Unentudukarop USB-nakonutens Ha Bkiagke «CBeqeHUS OKHA
«CBoicTBa

Hcnone3yss momydeHHbli uaeHTHQuKaTop USB-Hakomurtenss MOXHO
CO3/laBaTh U HACTpPauMBaTh MOJUTUKHU YIPaBICHUS BHEIIHUMHU HaKOMUTEIAMH. JIjist
MpaBUIBLHOM  pabOThl  MOJUTHUKA  YOPABJICHHUS  BHEIIHUMH  HAKOIMUTEJSMHU,
HEOOXOMMO MPOU3BECTH ACHMHCTALISAIMIO BCEX paHEE yCTAaHOBJICHHBIX B CHCTEME
BHemHUX USB-Hakorureneir. 2T0 MOXKHO cAelaTh C IOMOIIBIO  YTHIHMTHI
USBDeview

st co3ganus crycka pa3pelieHHbIX K YCTAaHOBKE BHEITHUX HAKOMUTENEH,
HEOOXOJMMO I BCEX pa3peIIeHHBIX HAKOMUTENEH TMOJYyYUTh OMUCAHHBIM BBIIIIE
crioco00M UJICHTU(UKATOPHI U HACTPOUTH JJIsI HUX TPYNIIOBYIO MOJTUTHUKY:

1. U3 meHto «BBIMOTHUTE» 3aIllyCKaeM PEAaKTOp TPYIIOBON TMOJUTUKH
gpedit.msc (pucyHok 6).

, |
T D =

= BeeguTe uma Nporpammel, Nanku, AOKyMEHTa WAK pecypca
Wnreprerta, n Windows oTkpoet ux.

Otkpbire: | gpedit.msc s

'€ 370 3apaHme ByaeT CO3A3HO C NPaBaMK 3AMUHUCTPATOPA

[ ok ][ omen |[ o6s0p. |
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PucyHok 6 — 3amyck pegakTopa rpyIinoBbIX MOTUTHK

2. B oTKphIBIIEMCSI pemaKkTOpe TPYIIOBBIX MOJUTHK pa3BopaurnBaeM
«Kondurypamuss komnelorepa», «AJIMHUHUCTPATUBHBbIC MIA0NOHB, «CHUcTeMay,
«YcraHoBKa ycTpoiicTBay, «OrpaHuueHue Ha YCTaHOBKY YCTPOWCTB» U BblOMpaeM
«Pa3pemuTh yCTaHOBKY YCTPOMCTB COOTBETCTBYIOIIMX KaKOMY-JTHOO W3 3THX KOJOB
YCTPOUCTB»(PUCYHOK 7).

) Peaaxrop ovextos rpynnosoil nommukn i il [T
Reiictene Bua Crpaska

Koncons it
e’ |sBE=zBm

Pucynok 7 — Pegaktop 00BbEKTOB I'pYIIIOBOM MOJIUTUKU

3. IIpaBoit KHONKOI MBIIITK HAXKUMaeM Ha BbIOpaHHOU omiuu «Pa3pemuTs
YCTaHOBKY YCTPOMCTB COOTBETCTBYIOIUX KAKOMY-IHOO U3 3TUX KOJOB YCTPOUCTB» U
BbIOHpaem «CBOHCTBaY.

4. Haxxumaem «Bxiroueny, 3aTeM 1Moka3aTh U B OTKPBIBIIEMCS IMaJIOTOBOM
okHe «J100aBUThY.

5. BnuceiBaeM B TOSBUBIIEMCS OKHE WJIECHTU(DHUKATOP HAKOMUTENSA
(pUCyHOK 8).

[NobBaeneHune 3nemeHTa l-é_ﬁ-]
Beeaute pobasnaemblit 3NEMEHT: I oK
USBSTOR\DiskJetFlashTranscend_2GB___8.07 [—]
T Otvena

Pucynoxk 8 - JloGaBneHne uIASHTU(UKATOpAa BHEUIHETO HAKONHUTENS B  CIHMCOK
pa3pelIEHHBIX YCTPOUCTB

6. Takum >xe oOpazom A00aBisieM B CIHMCOK Pa3pelICHHBIX YCTPOWCTB
OCTaJIbHbIE UICHTU(PUKATOPHI.

7. BpiOupaeM B peAakToOpe TpYMIOBBIX MOJUTUK «3aMpeTUTh YCTAaHOBKY
YCTPOWCTB, HE ONMMCAHHBIX JPYTMMHU MapaMeTpaMu MOJUTUKW», HAKUMAEM IPABYIO
KHOIIKY MBIIIIH, BbIOMpaeM «CBOMCTBa» U HaxxuMaeM «BKiroueny.

8. CoxpansieM Bce nmapameTphl MOJUTHUKH U BBIXOJIUM U3 peJaKkTopa.

Takum oOpa3om, Mbl c(HOPMHPOBAIN CHUCOK Pa3pEIICHHBIX K yCTaHOBKE
BHelHUX USB-HakonuTenel n HaCTPOWIIN MOJUTUKY UX KOHTPOJISL.
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Mo>kHO MOWTH AalbIlle U HACTPOUTH COOCTBEHHOE OmoBelieHue. J{is 3Toro
CYLIECTBYIOT JIB€ HNOJUTUKH «OTOOpakaTh cHelMaabHOE COOOLIeHHe, KOoraa
YCTAaHOBKA 3alpelieHa MOJIUTUKON (TEKCT BCIUIBIBAIOLIETO YBEJOMIICHUS)» U
«OtobpaxaTh clenualbHOE COOOIIEHHE, KOIJla yCTaHOBKA 3alpelleHa MOJUTHKON
(3aroJI0BOK BCIUIBIBAIOIIETO COOOILIICHUS ).

3anper aBro3amycka daiiia AUTORUN.INF npu noakiouenun
BHemHUX HocuTeseit (Win XP, Win Vista, Win 7)

1. OtkmrouaeM aBTO3alyCcK cTaHAApTHBIMU cpeacTBamu Windows Vista.
3axogum B «IlaHenp ympaBineHus», Aajiee BbIOMpaeM «ABTO3aIyCK» M CHUMaeM
rajnoyky ¢ «/crnonb30BaTh aBTO3AITYCK JIJIs1 BCEX HOCUTENEH U YCTPOUCTBY.

2. B Windows XP 3amyckaem penakTop rpyHIoBbIX IMOJMTHK U TPEXOIUM
B «KoHn¢urypanuss kommneiorepa», «AJIMHUHHUCTpaTUBHbIE IIAOIOHB), «CHCTEMay.
HaxonuMm B npaBoM okHe «OTKIHOYEHUE aBTO3AITyCKa» U HAKUMaeM « Bkiroueny.

3. U3mensieM kitou peectpa, oTBevaromuii 3a aprosamnyck ¢ CD uiun DVD
npuBOoJa. 3axomuM B pemaktop peectpa regedit, mepexogmM B BETKY
HKLM\System\CurrentControlSet\Services\cdrom wu ycranaBimBaeM mapaMeTp
AutoRun paBabeiM «0» (prucyHOK 9).

BrSerWdm #|Type

BrUsbMdm I
BrUsbSer Msuenenvie napamerpa DWORD (32 6ura) ==
BTHMODEM
gy Napamerp:

clr_optimization_v2.0.5072i
cmdide =
Compbatt
COMSysApp -
credisk

Komnsrorep\HKEY_LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\cdrom

Pucynok 9 — M3meHeHue kiroua peectpa, oTBevarolero 3a aprosamnyck ¢ CD u DVD

4. Cozmaem HoBwiid kiarod NoDriveTypeAutoRun tuma dword B BeTke
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\explorer u 3amaem ero
3HaueHue paBHBIM «fD» B mecTHaaaTepudHOM cucteme (pucyHok 10).

5. OGHoBsieM mapaMmeTphl (aiioB, I KOTOPHIX HE OyaeT paboTaTh
aBTO3aIyCK, 100aBHB B HUX B HUX MacKy *.*. B pazgene HKLM\SOFTWARE\
Microsoft\Windows\CurrentVersion\explorer\AutoplayHandlers\Cancel Autoplay\
Files coznaem ctpokoBoit mapamerp tuna REG_SZ ¢ HasBanuem *.* (pucynok 11).

Taxoke ecTh BeChbMa IPOCTOM CITOCOO HE BHITIOJHATH aBTO3aIyCK (paiyioB co
CMEHHBIX HOCHTEJICH TPHU MX IMOAKIIOYECHUU K KoMIbioTepy. Heobxomammo mepen
MOJKJIFOYCHUEM BHEIIHETO HOCUTENA HaxaTh W yaepxkuBarh kiaBuiry «SHIFT» u
OTITYyCTUTh €€ TIOCJIe TOr0 KaK BHEIIHEE YCTPONCTBO OyAeT ycTraHoBjIeHO. [Ipu a3ToM
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OTKPBIBATDH YCTaHOBJIeHHBIﬁ JUCK HGO6XOI[I/IMO HC I[BOfIHBIM ICJITYKOM YyKa3aTeCJICM
MBI 110 UKOHKEC, a YCPEC3 KOHTCKCTHOC MCHIO, BI)I6paB ((HpOBOI[HI/IK».

unfincs
Komnuiotep\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\explorer

PucyHnok 10 — HoBpiit KITIOY NoDriveTypeAutoRun B BETKE
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\explorer

B e
S E\wusae B Vst

Kosnmorep\HKEY_LOCAL )

Pucynok 11 — Jlo6aBnenue mMacku *.* B criucok (haisioBs, JJisi KOTOPBIX HE OyJeT paboTaThb
aBTO3AITYCK

HNckarouenne Bosmoxxnoctu 3anucu ¢gaiina AUTORUN.INF na USB-
HAKONMNUTEb, HCTOJIL3YIOIIUI (hailioByio cuctemy NTFS

s peanmzamuu 3Toro cmocoba Heobxomumo otdopmarupoBath USB-
nakorutens B NTFS, nanee B kopHeBOM kaTajore co3iaeM Marky, B KOTOPOi Oyer
XpaHUTHCS BCS MHGOpPMAIMs, 3aMuchiBaeMasi Ha 3TOT HOCUTENb. VIMsi 3TOW mamku
MOXET OBITh JIOOBIM. YTOOBI HMCKIIOYHMTH BO3MOXKHOCTH 3amucH  (haiiia
AUTORUNL.INF wu ¢aiina comepxariero TejIo BUpPYCa, HEOOXOIUMO 3amlpeTUTh
3aMich B KOPHEBOW KaTajor, OCTaBHB TPHU STOM BO3MOXHOCTH 3allMCH B TAIIKY,
KOTOPYIO MBI CO3/Iaii paHee. [ 3Toro BbIAENsAeM CO3JaHHYIO MarKy yKa3aTelem
MBIIIIM, HAXAMaeM TPaBYK KHOIKY, BbIOMpacM «CBOWCTBa» W BKJIAAKY
«be3onacHOCTh», HaxXuMaeM Ha «JlOMOTHUTEIBHO», B IOSBHUBIIEMCS OKHE
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HaxuMaeM «V3MeHuTb» © CcHUMaeM rajnouky c «JloGaBuTh paspernieHus,
HaCJICTyeMbIC OT POJAUTEILCKAX 00BEKTOBY» (PUCYHOK 12).

E O30ATE/b-BNALENEL
Paspew... AamuctpaTops! (Apo..
Paspew... AamucTpaTopsi (Apo...

Pucynok 12 — OTxiroueHre HaclieZJOBaHUS pa3pelleHu A7isl BBIOpaHHOM Manku

Mp1 nonyunnu USB-HakonuTeab Ha KOTOPBIA HE MOXET 3anucaThes (aii
AUTORUNL.INF u cam Bupyc. [Ipu 3T0oM Bcro nHbOpMaInio HEOOX0AUMO COXPAHSTh
B IIPEIBAPUTEIIBHO CO31aHHOM nanke. Takke cieayeT IOMHUTD, YTO IIPU U3BJIICUCHUN
U3 KOMIIbloTepa Hocutenen otpopmatupoBanHbix B NTFS HeobxonuMo o0s3aTenbHO
UCII0Ib30BaTh «be30nacHoe U3BJICUEHUE YCTPONUCTBAY.

3ananue 1. YcTaHOBUTH OrpaHUYeHMs] Ha KOMIIBIOTEP

3aganue 2. 3anpeTuTh ucnonb3oBanne USB-Hakonurenen

IUIS OTZEIBHBIX TPYII OJIB30BaTENCH

3ananue 3. 3ampetuts 3anuch Ha USB-HakomuTens uepes3 peectp

3amanue 4. 3ampetuth aBtosamyck ¢aitmta AUTORUN.INF  npu
MOJIKJTFOUEHUH BHEIIHUX HOCUTENEH

Conepsxanue oTueTa mo J1abopaTopHoOi padoTe

OTuer MOKEH COACPIKATh CIICIYIONIYI0 HHPOPMAITHIO:

. THUTYJIBHBIN JIUCT.

. [{enb pabOTHI.

. KpaTkoe onrcanue 1 CKpUHIIOT MO KaXXI0M U3 KOMaHJ.
. BriBon
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JlabopaTopnasi padora Ne 10

HcciienoBanue pasBepTbIBaHUE CIYKObI IeYATH

Heapb padorbi: O3HAKOMUTHCS C pa3BEPTHIBAHUEM CITYKObI TeYaTH

Teopernueckasi 4acTh:

Ciry:k0bI IeyaTu

Cay>0OblI TIe4aTy MO3BOJISIIOT COBMECTHO MCTOIB30BaTh MPUHTEPHI B CETH, a
TaKKe€ LEHTPaJW3UpOBaTh 3aJadyd yIOpPaBJICHUS CEPBEPOM II€YaTU U CETEBBIM
npuHTepoM. KpoMe Toro, OHU MO3BOJISIIOT IEPEHOCUTH CEPBEPHI MIEYATH U BBITIOJIHSIThH
pa3BepThIBAHUE MOAKIIOUYEHUN K MPUHTEPAM C TMOMOILBID TPYNIOBOM IOJUTHUKHU.
JlononHuTENbHBIE CBENIEHUS MpUBEIEHBI B pazjaene O030p ympaBieHHs Me4aTh B
cripaske Windows Server 2008 R2.

- Hasnauenue: Windows Server 2008 R2

Jlnst 3ammThl cepBepa Ne4aTH CIeAyeT YYUThIBAaTh, KAKHUMH IPAaBAMHU
00Ja1at0T MOJIB30BATENN U IPYIIbl. MOXKHO 3alIUTUTh CEPBEP NEYaTH, PEIOCTABUB
OINpEJIEICHHbIE MpaBa MOJIb30BATENSIM M rpynmnaM. KakqoMmy MNOJb30BATEN0 WM
TPYIIIEe MOKHO MTPEIOCTABIIATH MTpaBa JJisl BHITOJIHEHUSI CIIEAYIOIINX JEHCTBUM:

o [leyaTp HOKyMEHTOB.

« VYIpaBieHue NPUHTEPAMH.

« Omnepanuu o yrnpaBJieHUIO JOKYMEHTAMH.

« IIpocMoOTp cBEnEeHHUI O cepBepe Ieyaru.

« VYIpaBieHue cepBEpPOM IEYaTH.

o HMcnonp3oBaHHE CHEUHAIBHBIX Pa3pelIeHUd M JONOJHUTEIbHBIX
apameTpoB.

YcraHoBka pa3pelieHHi 1JI CEpBEePOB MeYaTH

1. OTkpoiiTe «YTipaBieHue Ne4aTbio.

2. B neBoii obnactu menkaute CepBepbl Me4YaTH, IICIKHUTE MPaBOU
KHOIIKOW HYKHBIW cepBep nedatu u Beioepure CBOMCTBA.

3.Ha Brmanke I'pynnma 0Oe3omacHoct B paszgene [pynnbl  wim
MOJIL30BATeJIM BBIOEPUTE TMOJB30BATENS WM TPYIIy, JJIs KOTOPOM HYKHO
HAaCTPOUTH pa3pelICHHUS.

4. B paznene Paspemenust aus <user Or group name> yCTaHOBHTE
¢dnaxxok Pazpemuts uiu 3anpeTuTh HAIPOTHUB COOTBETCTBYIOIINUX pa3peIICHUN.

5. Uto6w1 u3menuTh Ocodble pa3penienus, meIkHuTe JonoTHuTEebHO.

6. Ha Bkianke Pa3pemenusi BbIOEpHUTE NOJB30BATENbCKYIO TPYHIy H
Ha)XMHUTE KHONIKY U3MEeHMTD.

7.B JIUAJIOTOBOM OKHE 3amnuch pa3peleHuil yCTaHOBUTE
bnaxku Pazpemuthb i 3anpeTuTsb AJis1 pa3pelieHnid, KOTOpbIe HY>KHO U3MEHHT.

OCHOBHBIE CBEJIEHUS O Cpe/ICcTBE Y TpaBaeHue neyaTbro"

OcHactka "VYmpaBieHne mne4yaTel0" Ha KOMIIBIOTEpPAX € CHCTEMaMH
Windows Vista Business, Windows Vista Enterprise, Windows Vista Ultimate u
Windows Server 2008 noctymnHo u3 manku "AaMUHUCTpUpoBaHue". DTO CPEACTBO
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WCIIOJIB3YETCSl Il YCTaHOBKH, MPOCMOTpPA BCEX TMPUHTEPOB U CEPBEPOB IE€UATH
Windows B opranu3zaiuu, a TakyKe JAJs yIpaBiIeHUs UMHU.

CpenctBo "YmpaBiieHuE NeyaTbio" MPEAOCTABISIET TEKYIHME CBEICHUS O
COCTOSIHUM TIPUHTEPOB MU CEpBEpOB medyaTu B ceTH. OHO TMO3BOJSET YCTaHOBUTH
MOAKIIFOUEHHUE K MPUHTEPY OJHOBPEMEHHO JJISI TPYIIIBI KJIMEHTCKUX KOMIIBIOTEPOB U
yJaJe€HHO TIPOCMaTPUBAaTh COCTOSIHUE oOdYepeau mnedaTu. Peann3oBaHHBIE B 3TOM
CpeacTBe (PHIIBTPHI TIOMOTAIOT BBISIBUTH OITMOKHM B pab0Te MPUHTEPOB. MOXKHO TaKke
HACTPOUTH OTIIPABKY YBEIOMJICHUH II0 JJICKTPOHHOW II0YTE WJIM BBIMOJHECHUE
CIICHApPHEB TP BO3HUKHOBEHWU HEOOXOIUMOCTH OOCIY)XKMBaHUS TMPUHTEpPA WU
cepBepa medatu. J[Is TPUHTEPOB, OCHAIIEHHBIX BeO-MHTEp(]EcoM, CpeacTBO
"VopasiieHue nevyaTtbio" MOXET 0ToOpaxaTh 0ojiee MoApOOHbIE JaHHBIEC, HAIIPUMEP
CBEJICHUS O HAIMINH TOHEpa 1 OyMarm.

IIpumeyanue

Jlns yrpaBieHus yIaJeHHBIM CEPBEPOM IeUaTH HEOOXOIMMBI IpaBa 4iieHa TPYIIIbI
"Oneparopsl neuvatu", "Omnepatopsl cepepa’ WM JIOKAIbHON Trpymibl "AJAMUHHUCTPATOPHI"
yIAJIEHHOIO0 cepBepa MedyaTH. ODTH y4YeTHbIE JaHHble He TpeOyroTcs [uid HaOJIroAeHUs 3a
yIAJICHHBIMHA CEpBEpPaMU T€YaTH, HO MPH HMX OTCYTCTBHH HEKOTOpble (QyHKIUH OymyT
OTKJIFOUCHBI.

JIns1 KOoro nmpeiHa3HavYeHo CpeACTBO 'Y paBiIeHUe nevyaTbro"

DTO pyKOBOACTBO MPEJHAZHAYEHO JIJIS CIIEYIOLIUX TPYIII CIIEHUATUCTOB:

¢ AJIMUHHUCTPATOPHI MEYATH U CHEIUAIHUCTHI CIIYKObI TIOJIIEPIKKU;

e CHEUUANUCTBl N0 TIuIaHupoBaHuto WMT-cucteM wWiIM  aHAIUTHUKH,
OLICHMBAIOILME TIPOAYKT;

o CICLMATUCTBl II0 IUIAHUPOBAHUKO U IpoeKkTupoBanuro HMT-cucrem
MPEAIPUSATHS.

[IpeunmyiiecTBa UCIIOJIB30BaHMS CpeicTBa 'Y IpaBIeHUE NEYaThIO"

CpenctBo "VYmpaBieHue Ieyarbio" MOMOTaeT 3HAYUTEIBHO COKPaTUTh
BPEMEHHBIE 3aTpaThl AJMUHUCTpATOpa I€YaTH MpPHU YCTAaHOBKE IIPUHTEPOB Ha
KJIMEHTCKHE KOMITBIOTEPHI, & TAKKE NP YNPABICHUH NPUHTEPAMU M HAOJIIOICHUH 32
ux paboToil. 3agaun, KOTOPbIE paHee BBIMOJHSUIUCH 3a JIECITh NEUCTBUN HA OJHOM
KOMITBIOTEPE, TEMNepb BBIMOJHAIOTCS YAAJIEHHO 3a JBa WIA TpU JEUCTBUS
OJIHOBPEMEHHO JIJIS LIEJION TPYIITbl KOMIIBIOTEPOB.

Jns pa3BepThIBaHUS IMOAKIIOUYEHUN NPUHTEPOB C MOMOIIBIO TI'PYNIOBOU
MOJINTUKH Cpeia AOHKHA COOTBETCTBOBATH CIEAYIOIIUM TPEOOBAHUSM:

¢ CXxeMma JIOMEHHbIX ciyx0 Active Directory nmomkHa UCIONB30BaTh
Bepcuro Windows Server 2003 R2 uaun Windows Server 2008;

e Ha KJIMEHTCKUX KOMIIBIOTEpAaX C ONEPALMOHHBIMU  CHCTEMaMu
Windows 2000, Windows XP uiu Windows Server 2003 10KHO HMCHOIB30BaTHCS
cpeactBo PushPrinterConnections.exe B creHapuu 3amycka (Ui TTOAKITIOYCHHMA
KOMITBIOTEPOB) WJIM BXOAA ([J1s1 OJKJIFOUEHHI MOIb30BaTeNeH ).

IIpumeyanue
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CpenctBo "YnpaBieHue mevaTbio” MOXKET HETOUHO OTOOpaXKaTh COCTOSIHUE yIATIEHHBIX
KOMIIbIOTEPOB Tpu HabmrofeHuun Oosnee dyeM 3a 10 cepBepamu medyatd Ha KOMIIBIOTEPE C
cucremoit Windows Vista. DTo BBI3BaHO Te€M, YTO KOMIBIOTEPHI ¢ cucreMoir Windows Vista
noaaepkuBaoT He Oosnee 10 OAHOBPEMEHHBIX CETEBBIX MMOAKIIOUEeHUH. YUTOOBI BecTH
ylaJleHHOe HaONoJeHne 3a OOJIbIIMM KOJMYECTBOM CEPBEPOB I€YaTH, HCIHOIB3YHTE
MOAKITIOUEHNE K KoMITboTepy ¢ cuctemorr Windows Server 2008, Ha KOTOPOM YCTaHOBJIEHO
cpencTro "YmpaBieHHUe meyaThio", ¢ TOMOIIBIO YIAJICHHOTO padoyero cToia.

. YCTaHOBKA M OTKPBITUE CPEJICTBA "YTIpABICHHE M1€YaTHIO"

OcHactka "YnpaBiaeHue IeyaTblo" YCTAaHABIMBAETCS MO YMOJYaHUIO HA
KOMIIBIOTEPHI ¢ onepannoHHbiMu cucteMamu Windows Vista Business, Windows
Vista Enterprise 1 Windows Vista Ultimate, HO He ycTaHaBIMBAETCS 1O YMOIYAHUIO
Ha KoMmmbloTepel ¢ cucremoit Windows Server 2008. [Ins ycTaHOBKH CpEICTBa
"Vmupapiienue Tmedatbio" Ha KommbloTepe ¢ cucremor Windows Server 2008
UCIIOJIB3YUTE OJIUH U3 METO/IOB, OMMMCAHHBIX HUKE.

o YcranoBute poib Ciayxk0bl me4aTu ¢ MOMOIIBIO MacTepa 100aBICHUS
ponen gumcnerdepa ceppepa. [Ipw 3TOM TPOUCXOAUT YCTAaHOBKA OCHACTKHU
"VnpaBneHue neyaTei0" 1 HACTPOMKA CEPBEpa MEYaTH.

o Ycranosure d5eMeHT Cpeacra ciayx0 nmeyaru koMmrnonenra Cpeacrsa
YIQJIeHHOT0 aJIMMHHCTPHPOBAHMS cepBepa C IMOMOIIbI0 MacTepa J00aBlEHUs
KOMIIOHEHTOB B jucreTrdepe cepBepa. [lpu BoiOope snementa CpencrBa Ciry:k0
Me4YaTH MPOUCXOUT YCTAaHOBKA OCHACTKHU "YTIpaBJIieHHE TIe4aThio", HO HEe HACTPOMKa
cepBepa IMeyaTu.

UTOoOBI OTKpBHITH CpPENCTBO "YTpaBiieHHE TMeuYaThio" Ha KOMIIBIOTEPE C
Windows Vista unu Windows Server 2008, aBax bl MEIKHUTE 3HAUOK 'Y IpaBiIeHHE
nevyateio” B nanke "AJIMUHUCTpUPOBaHUE" .

IIpumeyanue

[Tpu ncnonb3oBaHUK OpaHaMay3pa HEKOTOPBIE WU BCE IPUHTEPHI CETU MOTYT HE
oToOpaxarthcs B cpeficTBe "Ypasienue neuateio". /st pemenus 3Toit mpoOiembl 106aBbTe
cpenctBo "YmpaBlieHHE MeYaThi0" B CIUCOK UCKITIOUEHUN OpaHaMayspa.

JloGaBiieHNE U yAaJICHHE CEPBEPOB TeUaTH

CpenctBo "VYmpasnenue mneuatbro" (Printmanagement.msc) mno3BoJsiet
yIpaBiIiATh MPUHTEPAMU, KOTOpbIe pabOTalOT Ha cepBepax IMeyaTH C CHCTEMaMH
Windows 2000 u Gosiee mO3IHUX BEPCHUIA.

IIpumeyanue

JI71s1 BBITIOTHEHUST YKa3aHHBIX TMPOIEAYpP 0JDKHA OBITh YCTAaHOBJIGHA POJIb CepBepa
MeYaTH, a MOJIb30BATEIb IOJDKEH ObITh YWICHOM TPYMIH " A TMUHUCTPATOPHI'".

JloGaBrieHre cepBEpOB MeUaTu B CpeICTBO "YIpaBieHUE TIeYaThi0"
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1. Otkpoiite mnanky "AJIMHHUCTpUpPOBaHWE" W JBaXAbl UICIKHUTE
3HAYOK YNpaBJIeHUE N1eYaThI0.

2. B nepeBe "YmpapieHue meyaTbio" IMICJIKHUTE MPABOM KHOIMKOW MBIIIH
NYHKT YHnpaBjieHHe ne4yaTblo U BblOepure komanay /loGaBjieHue W yaajieHHe
cepBepoB.

3. B namanoroBom okHe /loOaBjieHHe M  yJdajleHHe  CepPBEpPOB B
rpynme Boioop cepBepa meuatu B paszzaene [o0aBuTh cepBep BBIIIOIHUTE OJTHO U3
YKa3aHHBIX HUXKE JICVCTBHM.

o Baenure nms.

o Haxwmure kHoniky Q030p, 4TOOBI HAWTH U BEIOpATh CEPBEP NEUaTH.

4. Haxxmute kHOTIKY /I00aBUTH B CIIMCOK.

5. lo6aBpTE HEOOXOIMMOE KOJIMYECTBO CEPBEPOB MEYATH U HAKMUTE
kHonky OK.

IIpumeyanue

Urto0b1 100aBUTH MCITOIB3yEMBbIH B JAHHBII MOMEHT JIOKAJIbHBIN cepBep, HAKMHUTE
KHOTIKY Jl00aBUTH JIOKAJIbHBIN cepBep.

VY naneHue cepBepoB MeUaTy U3 OCHACTKU 'Y IpaBJIE€HUE MeYaThio"

1. Otkpoiite mnanky "AJIMUHUCTpUpOBaHHME" W JABAXKAbl IIEIKHUTE
3HAYOK YNpaBJICeHHE N1eYaThIO0.

2. B nepeBe "YmpaprieHnue medaThio’ IMIETKHUTE MPaBON KHOMKOW MBIIIN
NYHKT YNpaBJjieHHe ne4yaTbl U BblOepure komanay JloGaBjieHWe W yaajieHHe
CepBEepoB.

3. B nmmamoroBom okHe /loGaBjeHHe W yJdajJleHHEe  CepPBEpPOB B
rpynne CepBepbl me4aTu BbIOEpPUTE OAMH WJIM HECKOJIBKO CEPBEPOB U HAKMUTE
KHOIIKY Y 1aJIMTh.

Jlnst skecnopTta odepenei IedaTd, [1apaMeTpoB, MOPTOB M YIPABIISTFOLIUX
A3BIKOB TPUHTEpPAa W TMOCIEAYIOIIEr0 MX HMIIOpTa Ha JPYroil cepBep Ie4yaTH C
oreparoHHor cuctemoir WINdOWS MOXHO HCIIOJIb30BaTh MacTep IepeHoca
NPUHTEPOB WJIM MPOrpaMMy KOMaHIHOW cTpoku Printbrm.exe. Dto sBusiercs
3¢ (heKTUBHBIM CIOCOOOM OOBEAMHEHHSI HECKOJBKUX CEPBEPOB MEYaTh WA 3aMEHbI
CTaporo cepsepa.

IIpumeyanue

Macrep nepeHoca PUHTEPOB u nporpamma KOMaH/THOU
crpoku Printbrm.exe Bnepsrie npeacrasnens B cucteme Windows Vista. Otu cpencra
3amensroT Print Migrator 3.1.

Murpanusi cepBepoB nieyaTu

o Murpanus cepBepoB Ie€YaTH C MOMOIIBK) OCHACTKH 'YIIpaBliEHHE
nevyarpro"

o Murpauus cepBepoB €YaTH € MOMOIIBIO KOMAaHIHON CTPOKH
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Murpanust cepBepoB IN€daTH C IOMOIIBKD OCHACTKU '"YIpaBieHue
nevyarpro"

1. OtkpoiiTe aIKy "AMUHUCTpUpOBaHUE" u HIEJTIKHUTE
3HAYOK YNpaBJIeHUE N1eYaThI0.

2. B nepeBe "YmpapieHue medarbio" MIETKHUTE MPABOW KHOIMKOW MBIIIU
KOMIBIOTEP C OUEPEAsIMHU TeUaTH, KOTOpbIe TpeOyeTcsl SKCIIOPTUPOBATh, U BEIOEPHUTE
KOMaHy JKCIIOPTUPOBATh NPHUHTepbl B (¢aiyl. OTKpoeTcs Macrep mepeHoca
IPUHTEPOB.

3. Ha Bxmagke BpiOepute pacnojioxkenue ¢aiia 3amaiite MecTo
COXpaHEHHUsl IMapaMeTpPOB NMPUHTEPA M HaxXmMuTe KHONKy Jlajee mig coxpaHeHUs
IIPUHTEPOB.

4, lllenkHUTE TIpaBOM KHOMKOW MBIIIKM KOMIBIOTEp, Ha KOTOPBIN
UMIIOPTUPYIOTCS PUHTEPHI, U BbIOepuTe KoMaH1y UMnoprupoBaTs NPpUHTEPHI U3
¢paiisna. OTKkpoercsMacTep nepeHoca NPUHTEPOB.

5. Ha Bxiasike BoiOGepurte pacnosioxkenue aiijia ykaxute pacroiaoKeHUe
(aiina mapaMeTpoB NPUHTEPA U HAXKMUTE KHONIKY [laJiee.

6. Ha Bkmagke BbiOepuTe mapameTrpbl MMNIOPTA 3aMaiiTe CICAYIONINE
IapaMeTphl:

o Pexum wmmmopra. Omnpenenser ACUCTBHUS IIPU HAIWYMN YKa3aHHOU
Oouepe/IM MeyaTu Ha KOHEYHOM KOMITBIOTEPE.

o Buecrm B Active Directory. VkaspiBaeT Ha HE00XOIMMOCTb
NyOJIMKAIlMd MMIIOPTUPOBAHHOW OYepeln Ie4YaTd B JOMCHHBIX CiyxOax Active
Directory.

o IIpeodpazoBatb moptbl LPR B MOHMTOpPBI CTaHIAPTHBLIX NMOPTOB.
VYka3bIBaeT Ha HEOOXOIUMOCTh TIpeoOpazoBanus nmoptoB LPR mpunrepa u3 daiinos
[IapamMeTpOB IPUHTEPOB B MOHUTOPBI CTaHJIAPTHBIX MOPTOB B IPOLECCE MMIOPTA
PUHTEPOB.

/. Haxxmure kHonky /lasee, 4T00b UMIOPTUPOBATH MPUHTEPHI.

Murpanus cepBepOB IEYATH C IIOMOILIBIO KOMaHIHOM CTPOKHU

1. YToOBI OTKPBITH OKHO KOMAaHIHOW CTpOKH, HaxmuTe KHOMNKYy IIyck,
BbIOepUTE NMyHKTH Bcee mporpammepl, CTaHAaapTHBbIE, MIEJIKHUTE MPAaBON KHOMKOU
mpilid  yHKTKomanaHasi cTpoka u BblOepuTe KOMaHAy 3amycK OT HMMEHH

aIMHHUCTpPATOPa

2. Beenure:

3. CD %WINDIR%\System32\Spool\Tools Printbrm -S
\\<umMms1_mcxoaHOro KoMmIbroTepa> -b -f <ums_aitna>.printerExport

4. Beenure:

5. Printbrm -S \\<uMsI_ KOHEYHOT'0 KOMIbIOTEpa™> -r -f

<ums_daitna>.printerExport

3HayeHue Onucanue
<sourcecomputername> UNC-uMst ©CXOTHOTO UITH KOHEYHOTO
KOMITBIOTEpa
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<destinationcomputername> UNC-umst KOHEYHOTO KOMIThIOTEPa

<filename> Wwms aiina mapamerpoB npunTepa. Mcnosp3yiite
pacmmpenus daitnoB PRINTEREXPORT wnu CAB.

IIpumeuanue

JI71st TpoCMOTpa MOJTHOTO CHHTAKCHCA 3TOI KOMAaH bl BBEAUTE B KOMaHIHOW CTPOKE
cieayromiee: Printbrm /?

Pa3BepThiBaHNE IPUHTEPOB € OMOILBIO IPYIIIOBON MOJUTUKH

CpenctBo "VYmpasienue medarero”  (Printmanagement.msc) MoxHO
UCIIOJIb30BaTh C TPYIIIOBOM MOJUTHUKOM JUIsi aBTOMATHYECKOTO pPa3BEPThIBAHUS
NOJKIIYEHUN K NPUHTEpaM Ul IO0JIb30BaTelIeld WM KOMIIBIOTEPOB M YCTaHOBKH
COOTBETCTBYIOIIMX JpaiiBEpOB MIPHUHTEPOB. OTOT METOJ YCTAaHOBKH IPHUHTEPOB
yI00HO HCIOJIb30BaTh B JJAOOpATOpHsIX, Kiaccax WM (uiananax, rae OOoNbIINHCTBO
KOMITBIOTEPOB WJIM TMOJIB30BATENIEH HCIIOIB3YIOT OJHU U T€ K€ HpHUHTEephl. Kpome
TOTO, 3TOT METOJI MOJE3€H MPU Pa3BEPTHIBAHUM NPUHTEPOB IS MOJIb30BATENCH, HE
BXOAAIIMX B JIOKWIBHYK TIpynny 'AJIMUHHACTPATOpPBl" H  HUCIHOJB3YIOIIUX
KOMITbIOTEpHI ¢ cuctemort Windows Vista.

Jns pa3BepThIBaHUS IMOAKIIOUYEHUN IPUHTEPOB C MOMOIIBIO TI'PYINIOBOU
MOJIUTUKYU CPEJia I0JKHA COOTBETCTBOBATD CJIEIYIOIINM TPEOOBAHUSM:

« CXeMa JOMEHHBIX ciyx0 Active Directory no/mkHa HCIOIB30BATh
Bepcuto Windows Server 2003 R2 i Windows Server 2008;

e Ha KIMEHTCKHX KOMIBIOTEpAaX C ONEPALMOHHBIMU  CHCTEMaMH
Windows 2000, Windows XP uaun Windows Server 2003 10KHO HCHOIB30BaTHCS
cpeactBo PushPrinterConnections.exe B creHapuu 3amycka (Ijs ITOAKIFOYECHHM
KOMIIBIOTEPOB) WUJIM BXOAa ([1J1s1 MOAKIIFOUEHUH MOJIb30BaTENECH ).

[Ipu pa3BepThIBaHUM NOAKIIOYEHUN K MPUHTEPAM C MOMOILBIO TPYIIIOBOM
MOJINTUKHU UCTIOJIb3YUTE CIASAYIOIINE Pa3IEbl:

« PazBepThIBaHME MOAKIIOUEHUN K IPUHTEPAM

« PaszBepteiBanme nporpammer PushPrinterConnections.exe

o HM3MeHeHue 0€30MaCHOCTH YCTAaHOBKU JIpallBEpOB JJIsI MPHUHTEPOB,
Pa3BEPHYTHIX C TOMOUIBIO FPYIIIOBOM MOJUTUKH

Pa3BepThIBaHME NOAKIIOYEHNN K IPUHTEPAM

[Ipu pa3BepThIBaHUM MOJAKIIOYEHHUM K MIPUHTEPAM JUIsl MTOJIb30BATENCH UTn
KOMITBIOTEPOB € TMOMOILBIO TPYNMNOBOW MOJMTHUKK HCIHOJIB3YEeTCS  JAMAIOTOBOE
okHO Pa3BepThiBaHMe C MOMOLIbI0 IPYNINOBOIM MOJUTUKN OCHACTKH "YTIpaBieHUE
nevaThio". C ero MmoMOIIbI0 MOJKIIOUEHUS K MPUHTEpaM M00aBISIOTCS B OOBEKT
IPYIIIOBOU ITOJIUTUKH.

Pa3BepThiBaHME NPHUHTEPOB JUISI TOJB30BATENIEd WM KOMIIBIOTEPOB C
MOMOILBIO IPYIIIIOBOM MOJIUTUKH

1. Otkpoiite mnanky "AIMHUHUCTpUpOBaHUE" W ABaXKIbl IICJIKHUTE
3HA4YOK YTIpPaBJIeHHE eYaThIO.
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2. B nepeBe YmpapieHue medatrblo mienkHuTe 00bekT IIpuHTEpHI B
KOHTEHHEpE COOTBETCTBYIOILIETO CEpBEpa NEYaTH.

3. B obnactu pe3ynbTaToB MpaBoOil KHOMKOW MBIIIM IIEIKHUTE MPUHTED,
KOTOpbIN TpeOyeTcss pa3BepHYTb, M BbiOepuTe KomaHAy Pa3BepTbiBaHuMe ¢
NMOMOIUbIO TPYNIIOBO NMOJUTHKH.

4. B nuanoroBoM okHe Pa3BepTbhiBaHHe ¢ NOMOIIBLI0 TI'PYNNOBOii
NOJMTUKM HAXMUTE KHOTIKY O030p, a 3aTeM BHIOEPUTE UK CO3aliTEe HOBBIA OOBEKT
IPYIIIOBOM NOJUTUKHU JIJIsl XPAHEHUS MOJKIIOYEHUN K TPUHTEPaM.

5. Haxxmure kHonky OK.

6. Boibepute  pa3sBepThiBaHME TOJKIIOYEHUH K  MpHUHTEpaM IS
M0JI30BATENIEH UITU 111 KOMITBIOTEPOB.

o YTOOBI BBHIMIOJHUTH Pa3BepThIBAHHUE YIS TPYIIBI KOMIIBIOTEPOB, TO €CTh
IPENOCTaBUTh JOCTYIl K IPUHTEpPAM BCEM IIOJb30BATEISIM 3THX KOMIIBIOTEPOB,
YCTaHOBUTE (DJIAXKOK KOMNBITEPOB, K KOTOPLIM NPUMEHHM [JAaHHBbIH 00BEKT
rPyNIoBoi NOJUTHKHA (HA KOMIIBIOTEP).

o UYTOOBI BBIMOJIHUTH Pa3BEPTHIBAHUE JJIS TPYIIIIHI MTOJIH30BATENEH, TO €CTh
IPEIOCTaBUTh ATUM I0JI30BATENSAM JIOCTYI K MPUHTEPAM C JIFOOOr0 KOMIIBIOTEpA, B
CUCTEMY KOTOpPOrO OHM BOLUIM, YCTAHOBUTE (hIaKOK MOJIb30BaTesell, K KOTOPbIM
NPUMEHUM JAHHbIA 00bEKT rPyNIoOBOM MOJTUTHKH (HA MMOJIb30BATEJIS).

Ilpumeyanue

Knuenrckue kommerotepel ¢ cucremoin  Windows 2000 He moaep:KMBarOT
MOJIKJTFOUCHHUE K TIPUHTEPAM JUISI KOMITBIOTEpa.

7. Haxxmure kHomky /{00aBUTb.

8. I[Ipn HEOOXOTUMOCTH TIOBTOPUTE JEUCTBUS 3—6 i J00aBICHUS
napamMeTpOB MOAKITIOYCHUS K TPUHTEPAM B IPYTON 0OBEKT TPYIIIOBOM MTOJTUTHKH.

9. Haxxmure xHonky OK.

IMIpumeuanue

B cnywae pasBepThiBaHMs Ul KOMIbIOTEpoB cuctemMa Windows mgo6aBisieT
MOJKITIOYEHUS] K MPHUHTEpPaM TPU BXOJE TOJIH30BATENs B CHCTEMy (WM TIpU Tepe3arpyske
KOMIIbIOTEpa, eclnu Hucnoib3dyercs mnporpamma PushPrinterConnections.exe). B cimyuae
pa3BepThIBaHMs Uil nosib3oBareneil Windows no00aBiseT NMOJIKIIOUEHHUS K MPUHTEpaM MpH
(OHOBOM OOHOBJEHHMU TMOJUTUKU (WJIM TPU BXOJIe TIOJIb30BATeNsl B CHUCTEMY, €CIH
ucnonezyercsi nporpamma  PushPrinterConnections.exe). Ilpu ypaneHun napaMeTpoB
NOJKJIIOUYEHUS] K TpHHTEpaM M3 o0bekTa rpynmnoBoil mnomutukun Windows —ypasisier
COOTBETCTBYIOIIME MPUHTEPHI C KIMEHTCKOTO KOMIBIOTEpA BO BpPEeMs CIeayrommero (hoHoBoro
OOHOBJICHMSI TOJUTUKM WJIM BXOJa TOJb30BaTENd B CHUCTeMYy (JUOO TMpH  Cleayroue
nepe3arpy3ke WM BXOJIE IIOJIb30BaTeNlsi B CHUCTEMY, €CIIHM WCIIOJNB3YeTCsl Iporpamma
PushPrinterConnections.exe).

PasBepTriBanue nporpammbl PushPrinterConnections.exe

JIns1 pa3BepThIBaHUS MOJIKIIOUYEHUN K IMPUHTEPAM C MTOMOIIBIO TPYIIIOBOMN
NOJUTUKM Ha KOMITbIOTEpax ¢ Oosee paHHumMu Bepcusmu Windows, dem
Windows Vista, HeoOxonumo mo6aButh mporpammy PushPrinterConnections.exe B
CLIEHApUM 3aIlyCKa WIM CLIEHApUM BXoJa mojb3oBarend. [Iporpamma
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PushPrinterConnections.exe cuMThIBaET mapameTpbl MOJAKIIOYCHHS] K TIPUHTEpPAM U3
TPYNIOBOM MOJUTUKU U JOOABISET COOTBETCTBYIONIME MOIKIIOUEHUS K IPUHTEPAM B
YYETHYIO 3aliCh KOMIBIOTEpA WM TOJIB30BATENS (MM OOHOBISIET CYIIECTBYIOIIHE
MOJAKITFOUCHUS ).

daiin PushPrinterConnections.exe aBTOMATHYCCKU pacro3Haer
KoMIibtoTepbl ¢ cuctemamu Windows Vista win Windows Server 2008 u npekpaiaet
paboty. Takue KOMIBIOTEPHI IO YMOJYAHUIO MOJJACPKUBAIOT MOJKIIOUEHHUS K
OpUHTEpPaM, Pa3BEepHYThIE C MOMOIUIBIO0 TPYMIOBOM MOIUTUKH, MO3TOMY 3TOT (haili
MO>KHO 0€301acHO Pa3BEPHYTh Ha BCE KIMEHTCKUE KOMIBIOTEPHI OPTaHU3alIHH.

IIpumeuanue

B omnucanuu cnemyromeil mpoueaypsl IpearnoiaraeTcsi, YTo UCIOIb3yeTcst HHTepdeiic
KOHCOJIM YIIpaBJIEHUs TPYIIOBBIMU TosMTuKkamMu B cucreme Windows Server 2008. Jlns
YCTaHOBKHM KOHCOJIM YIPAaBJICHUS! TPYNIOBBIMH MoiuTHKaMu B cucteme Windows Server 2008
UCIIOJIb3YEeTCsl MacTep J100aBJIeHUs KOMIIOHEHTOB aucneruyepa cepBepa. Ilpu ucnonb3oBanuu
JPYrMX BEpCUN KOHCOJIM YIPaBJICHUsI I'PYHIOBBIMHM MOJUTUKAMU IMPOLETypa MOXKET CJErKa
OTJIMYATHCA.

JloGasnenue daiina PushPrinterConnections.exe B clieHapuu 3amycka WiIn
BXOJa

1. OTKpOTE KOHCOJIb YIIPABIICHUS TPYIIIOBBIMU MOJTUTHKAMH.

2. B nepeBe KOHCOIM yIpaBJICHHS TPYITIOBBIMH MTOJIUTUKAMU TIEPEHTUTE K
JOMEHY WM MOJPA3JICIICHUIO, TJE XPaHATCS KOMIBIOTEPbl WIIM YUYETHBIEC 3aIHCH
M0JIb30BATEIIEH, Ha KOTOPBIX HE00X0IUMO pa3BEpPHYTh MpOrpaMmy
PushPrinterConections.exe.

3. lllenkHuTe mpaBOi KHOMKOW MBIIIM OOBEKT TPYNIOBOM IMOIUTHKH,
coJiep Kalluii TOAKJIFOYSHHS IPUHTEPA, KOTOPhIE TpeOyeTcs pa3BepHYTh C MOMOIIILIO
IPyIIIOBOM MOJIUTHKY, a 3aTeM BbIOepUTe KOMaH1y U3MeHUTh.

4. TlepeiimuTe K OTHOMY U3 CIEIYIOLIUX 3JIEMEHTOB:

o €CJIM TOJKJIIOUEHUS] K TIPUHTEpPaM Pa3BEPTHIBAIOTCS JJIsi KOMIIbIOTEpA —
Kon¢purypanus komnbroTepa, Ioauruxku, Kondurypauus
Windows, Cuenapuu (3anmyck/3aBepiieHue);

o €CIIM TOJAKJIIOYEHHUS] MPUHTEpa Pa3BEPTHIBAIOTCS ISl MOJIb30BATENS —
Kondurypauus nouab3oBaress, [loauruku, Kondurypanus
Windows, CueHapuu (BX01/BbIX0/ U3 CHCTEMBI).

IIpumeyanue

KimneHTCKHe KOMITBIOTEPBI C CHCTEMOM Windows 2000 He moaaepKUBAIOT
MOJIKJTFOUEHHUE K IPUHTEPAM ISl KOMITbIOTEpa.

5. lllenkHuTe MpaBoil KHONMKOM MBIIIM MyHKT ABTO3arpy3ka wiu Bxox B
cucremMy u Bbibepute koManay CBoiicTBa.

6. B nnanoroBom okune CBolicTBa: ABTo3arpy3ka win CBoiictBa: Bxoa B
CHCTEMY HaXMUTE kHonKy Iloka3arhb daibl. OTtkpoercs
OKHO ABTO3arpy3ka wi Bxoa B cucremy.
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7. Cxonmupyiite  aiin PushPrinterConnections.exe U3 TIAnKH
%WINDIR%\System32 B okHO ABTO3arpy3ka uid Bxox B cucremy. Takum
oOpa3oM JaHHasl mporpaMma OyAeT no0aBieHa K OOBEKTy IpyNIOBON MOJUTHKU U
CKOIIMpPOBaHa Ha OCTaJbHbIE KOHTPOJUIEPHI JOMEHA C MapaMeTpamMu TPYIIOBON
HOJIATUKH.

8. B muanoroBom okue CBolicTBa: ABTo3arpyska win CoiicrBa: Bxoa B
cucreMy HaxMute KHONKY Jlo0aButbhb. OTKpoeTcs auanoroBoe okHo JloOaBieHue

cleHapus.
9. B none Ums cuenapus Beenute: PushPrinterConnections.exe
10. YroObl  BKJIIOYWTH  BEJACHHWE JKypHaJlla Ha  KIMEHTCKHX

koMIibtoTepax ¢ cuctemamMu Windows Server 2003, Windows XP uiu Windows 2000
B nosic [lapameTpsbl cueHapusiseeute: —0g

OF170)131 KYpHaJI0B 3aIIUCHIBAIOTCSA B daiin
%WINDIR%\temp\ppcMachine.log (mpu mOAKIIOYEHUSX Ui KOMIIBIOTEpA) W
Y%temp%\ppcUser.log (mpu MOAKIIOYSHHUSX JUIS TIOJIB30BATEINsI) HA KOMIBIOTEPE C
IIPUMEHEHHOU MOJUTHUKOM.

11. B gumamoroBom  okHe /loOaBiieHue CLHeHAPUS HAXMUTE
kHonky OK.

12, B nuamoroBom okne CBoiictBa: ABro3arpy3ka uinu CBoMcCTBA:
Bxoxa B cucremy Haxxmute kHonky OK.

13. Jnst cBs3u  oOBEKTa TPYNNOBOM TMOJMUTHKA C  JPYTUMU

MOJIpa3/IeNICHUsIMU WM JOMEHaMH, TJ€ HEe0OXOAUMO pa3BepHYTh MPOTPAMMy
PushPrinterConnections.exe, HCIoJIb3yeTcss KOHCOJb YIPABICHHUS TPYHIIOBBIMU
MOJIUTUKAMHU.

N3meHenne mnapamMeTpoB O€30MaCHOCTU YCTAaHOBKU JpailBEpOB st
MPUHTEPOB, PA3BEPHYTHIX C IIOMOIIIBIO TPYITIOBOM IMOJTUTHKA

[TapameTpsl Oe3o0macHOCTH MO yMonudaHuto B cuctemax Windows Vista u
Windows Server 2008 mo3BOJSIOT IMOJIB30BATEISAM, HE BXOJAIIMM B JIOKAJIBHYIO
TpyNIIyAJAMMHHUCTPATOPbI, YCTAHABIMBATH TOJBKO 3aCIY)KUBAIOIIUE JOBEPHS
JpaiiBepbl TPUHTEPOB, HAMPHUMEp IpailiBEephl, MOCTABIsIEMbIE C OMNEPAMOHHBIMHU
cucremamu Windows win B maketax qpaiiBepoB ¢ HU(POBOH MOMUCHIO.

UToOBbl pa3pemuTh TMOJIb30BATENsAM, HE BXOJSAIIUM B JIOKaIbHYIO
rpynny AJMUHHUCTPATOPBI, YCTAHABIMBATH TMOJKIIOUEHUS K TPUHTEpaM,
pa3BepThIBAEMbIC C MOMOIIBIO TPYIIOBOM TMOJUTUKH, U ApaliBepbl MPUHTEPOB 0€3
UPOBOM TONNMUCH, HEOOXOAUMO HACTPOUTH IMapaMETPhl TPYIIOBON MOJIUTUKU
"OrpannueHus ykazanus v neyatu'. Eciin 1anHble napamMeTpsl TpyNnoBON MOJTUTUKH
HE HACTPOEHBI, MOTYT TMOTpeOOBAThCSI YyUYETHBIC JaHHBIE UJEHA JIOKAJIBHOM
Ipynibsl ATMHUHHCTPATOPBDI.

IIpumeyanue

B cnenyromeit npouenype onuceiBaeTcss HHTepEiic KOHCOMU YIPABICHHS TPYIIIOBBIMU
nonutukamMu B cucteme Windows Server 2008. [lng yCTaHOBKM KOHCOJM YIIPaBJICHUS
rpynnoBeIMu noiautukamu B cucteme Windows Server 2008 ucnonb3yeTcst MacTep 100aBICHUS
KOMIIOHEHTOB JucIieTyepa cepsepa. [Ipu ucnonap30BaHuM APYTUX BEPCUN KOHCOU yIPaBICHUS
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T'pYHIIOBBIMH IMOJIMTUKAMHU ITPOLCAYpPa MOKET CJICIrKa OTIINYAaThCA.

N3menenue mnapamMeTpoB 0€30MaCHOCTH YCTAHOBKH JpalBEpOB IS
MIPUHTEPOB, PA3BEPTHIBAEMBIX C TOMOIIBIO TPYIIIIOBON MOJUTUKHU

1. OTKpoiiTe KOHCOJb YNPABICHUS IPYNIOBBIMU MOJIUTHKAMHU.

2. OTKporiTe OOBEKT TPYNIOBOW TMOJHTHKH, B KOTOPOM pPa3BEPHYTHI
NOAKIIOUEHUS] K TMpPUHTEpaM, a 3areM BbiOeputre mnyHKThl Kondurypanus
noJsib3oBareJs, [loJuTHKN, AIMUHUCTPATUBHbIE maosonsbl, [lanean
ynpasJeHus u [IpuHTepsl.

3. lllenkHuTEe MpaBOil KHOMKOW MBIIMIK MYHKT OrpaHuYeHus YKa3aHUus M
neyaTu u Beioepute koManay CBoiicTBa.

4. BeiObepute nyHKT BKiIro4yeHo.

5. CHumuTE cieayromme GprIakKu:

o (MDYHKUHUI YKa3aHUSA U IEYATH MOKHO MCHOJb30BATHh TOJbKO HAa
CJIeYIOIIHNX cepBepax

o (MDYHKUHUI YKa3aHUSA U IEYATH MOKHO MCHOJb30BATHh TOJBKO Ha
KOMIIBIOTEpPaX CBOEro Jjeca

6.B crucke Ilpu YCTaAaHOBKeE ApaiiBepoB Ji ) 6 HOBOI'0O
NOAKJIYeHUus1 BbiOepuTe 3HaueHue He mnoka3pIBaTh Npeaynpe:kIeHue HJIH
3alpocC HA MOBbILICHUE MPAB.

7. Ilpokpytute okHO BHM3 U B criucke Ilpu o0OHOBJIeHUM JpaiiBepoB s
HOBOI'0 NMOAKJIIYEHUS BEIOCPUTE 3HaueHue Iloka3biBaTh TOJIBKO
npeaynpeKIeHue .

8. Haxwmute kaonky OK.

[Tocnie HAaCTPOMKHU 3TUX MTAPAMETPOB BCE MOJIB30BATEIN CMOTYT IPUHUMATh
MOJAKJIFOYECHHUSI K IIPUHTEPAM M JAparMBEPbl CO CBOUMHU YYETHBIMHU 3aIIUCSIMU C
MOMOIIBIO TPYIIIOBOM MOJIUTUKHU 0€3 3arpocoB U npeayrnpexaeHuid. [lonp3oBaTenu
OyayT moiydaTb MpeaymnpekIeHue TMepea YCTaHOBKOW OOHOBJICHHBIX JPalBEPOB C
cepBepa TMedaTh, MpPU DTOM [IJIsi YCTAHOBKM KM HE MOTpeOyeTcss BXOAUTh B
JIOKJIBHYO IPYyIIy AIMUHUCTPATOPHI.

3ananue 1 YcTaHOBUTH pa3pelieHue s CEpBEPOB MeUaTu

3ananue 2 Jo6aBUTH cepBep Medatu B CpeACTBO "YIIpaBiIeHUE TIEYaThIO

3amanue 3 PasBepThiBaHuME TPUHTEPOB I MOJb30BaTENEH WM
KOMITBIOTEPOB C TTOMOIIBIO TPYIIITOBON OJUTUKH

3amanue 4. 3MeHeHUTh apaMeTphbl 0€30MMaCHOCTH YCTAaHOBKH JIpailBEpOB
JUTSI IPUHTEPOB, PA3BEPTHIBAEMBIX C MTOMOIIBIO TPYMIIOBON MOJIUTUKH

Coneprxanue oTdeTa 1o J1abopaTopHOi padoTe

OT4eT AOMKEH COAEPKATh CAEAYIONLYI0 HH(DOPMAIUIO:

. THUTYIIBHBIN JIUCT.

. [{enb pabOTHI.

. Kparkoe onrcanue v CKpUHILOT IO KaXKA0M U3 KOMAaHJ.
. BeiBox
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JlabopaTtopnas paGora Ne 11

HccaenoBanue pa3peproiBanue GpailjioBoil ciryk0bl
Poab (ailiioBBIX CIIy:KO

Hean padorei: M3yunth pazBépThiBanue (aniioBON CIIyKObI

Teopernyeckast 4acThb:

o YmnpaBijieHHe KBOTaMHM. YIIpaBJI€HUE KBOTaMHU IIO3BOJSET 3aJaBaTh
MSATKHE WJIH JKECTKHE OTpaHMYEHHUs pa3Mepa I TOMOB WM JepeBa MaIllok.
Hcnonb3ysi cTaHAapTHBIE CBOWMCTBA KBOT, MOKHO CO3/1aBaTh M MPUMEHSTH I1A0JIOHBI
KBOT.

o YnpaBjieHue OJIOKUPOBKOI ailyioB. YmpaBieHue OJIOKUPOBKON
(GailioB MO3BOJSET OMNPEAEATh MpaBWiIa (PUIBTPALMH, KOHTPOJIUPYIOLIUE WIH
OJIOKUPYIOLME TONBITKH COXPaHUTh (Daiibl ONMPEAENIEHHBIX THUIIOB B TOME WM
nepese namnok. VMcrnonb3yst craHgapTHbIe UCKIIOYEHHs (DaiioB, MOKHO CO3/1aBaTh U
MPUMEHSITh 11a0JIOHBI OJIOKUPOBKH (DailyioB.

o YnpaBJ/ieHHue OTYeTAMHU XPAHWJIMIL. YTIPaBICHUE OTYETAMH XPAHHUIIULL
MO3BOJISIET CO3/1aBaTh BCTPOCHHBIE OTYETHI OO0 MCIOJB30BAHUM KBOT, YIPaBIECHUU
0JIOKMPOBKOH (DailJIOB U cXeMaxX MCIOIb30BaHUS XPAaHUIIUIII.

MO>KHO TakKe MPUMEHSATD MOJIUTHKU KBOT U OJIOKUPOBKH (haiijIoB Mpu
CO3JaH1M OOIIEH ManKu WIK ¢ TOMOILBIO HHTep(deiica KOMaHAHOW CTPOKH.

JUIst KOro npeHa3HayeHa 3Ta BO3MOKHOCTh

Hcnonp3oBaHue aucrerdepa pecypcoB (aiIoBOro cepBepa MOXKET
0Ka3aThCsl 0OCOOCHHO BBITOJHBIM ISl CHEUAIMCTOB U3 CIAEAYIOLIUX TPYII:

o WT-agMuHuCTpaTOpBHI, OTBEYANOIINE 32 YIIPABICHUE PECYPCAMU CETEBBIX
XpaHWIMIL JaHHBIX U Kejnamue 3(PQPEeKTUBHO paclpenessTh 3TU PECYpChl C
IIOMOILBIO KBOT;

o UT-agMuHUCTpaTOPBI, KEJIAIOIMINE UCKIIOUYUTh BOBMOXXHOCTh XPaHEHUS
(aiiyoB ONpeAeNICHHBIX TUIIOB B CETEBBIX XPaHWIMILAX;

o UT-agMuHuCTpaTOphl, KOTOPHIM HEOOXOAMMA BO3MOXHOCTH CO3HAHUS
OTYETOB JUIsl TOJy4YeHHs] OoJee TMOJHOIO MpeACTaBiIeHUs 00 MCHOJIb30BAHUU
CEPBEPHBIX PECYPCOB XPAHMWIINLL;

e MEHEIDKEpBl M0 YIPAaBICHUIO YYETHBIMHM 3allMCAMM IOJIb30BATENIEH,
JKEJNAIOUIUE peaau30BaTh IOJMTHKU XPAHEHUs JaHHBIX IYTEM CO3J1aHHsS KBOT U
npaBuil OJOKUPOBKU (ailioB JUIsl TMOJH30BATEIBCKUX TANOK M OOIIUX PEecypcoB
XPaHWINII.

HekoTopsie nonosHuTENbHBIE 0COOCHHOCTH

Hcnonb3oBaTh IucieTyep pecypcoB (aijIoBOro cepBepa MOTYT TOJBKO
YJICeHBI TPyl aIMUHUCTPATOPOB.

Ecnu B opraHuzanuu B HACTOSILEE BPEeMsl MCHOJb3YIOTCS KBOTHI JHCKOB
NTFS, Onaromaps cpeacTtBaM YIpaBieHUs KBOTaMH, BXOASIIMMH B COCTaB
JTUCIieTYepa pecypcoB (palaoBOro cepBepa, yIpaBlICHUE KBOTaMU MOXKHO OyJner
caenaTh 00Jiee TOYHBIM (CM. PUBEACHHYIO HIDKE TaOJHITY ).
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Jucneryep

Bo3Mo:xHOCTH €CypcoB
P yp KBotbl quckoB NTFS
KBOTbI daiisioBoro
cepBepa
OTtciexuBanue ITo Manke JJ1s1 OTIenbHBIX T0Ib30BaTEIIC TOMA
KBOT WJTU TIO TOMY
Pacuer ITo [To noruveckomy pazmepy (aiiaon
CTEIIEHU (hakTuIecKOMy

HCIIOJIb30BAHMUA JUCKAa | MCCTY Ha JJUCKE

MexaHu3mbl DneKkTpoHHas Tonbko KypHaIbl COOBITUN
YBEIOMJICHUS 1noyTa, YKy pHaJIbI
COOBITHIA,
BBIIIOJIHEHUE
KOMAaH/I,

BCTPOCHHLIC OTUCThLI

KBoTHI, co3maBaemple B JUCIETYEpE pPECYpcoB (ailloBOTO cepBepa, HE
UMEIOT HHUKaKoro oTHomeHus K KBotamM NTFS: nBe aTux cuctembl paboTaror
OTIIEIBHO ApYyT OT Apyra. Ognako ans murpanuu ¢ kBor NTFS aucnerdep pecypcos
daiioBoro cepBepa MPENOCTaBISET MIAOJIOHBI KBOT, IMOMOTAIOIIME BOCCO3AATh
cBoiicTtBa kBOT NTFS.

Ecnu mpeamnonaraeTcss MCMONIB30BaTh JUCHETYEP PECYpPCOB (ailiioBoro
cepBepa sl yIpaBIICHUS peCypcaMy XpaHWIHII Ha YAAJICHHOM CepBepe, 3TOT CEPBEP
JOJKEeH paboTtath noj ynpasieHueM cuctembl Windows Server 2008 ¢ nucnetTuepom
pecypcoB ¢haiIoBOro cepaepa.

Bo03M0OXHOCTH TaHHOTO KOMITOHEHTA

Hucnetuep pecypcoB (aitioBoro ceppepa B Windows Server 2008 MoxHO
WCITIOJIB30BATh JIJISI BHITIOJIHEHUS 337124, YKA3aHHBIX HUXKE.

o YrnpaBiieHHe KBOTAMH

o Co3nanue 1 0OHOBJICHHE KBOT, a TAKXKE MOTYYECHUE CBEICHUA O KBOTAX,
OTIPEICISIIONTNX OTPaHUYEHUS pa3Mepa IS TOMa WA TTaIlKH.

o OrtnpaBka COOOIIEHUS JJIEKTPOHHOW TMOYTHl B CIHCOK PACCHUIKH,
perucTpanys CoObITHS, BHITTOJIHEHUE KOMAaH/IbI WIIM CIIeHapHsl TM00 CO3/1aHue OT4YeTa
MIPY TIOCTHKCHUH MPEETbHBIX TTOKa3aTeNel XpaHuIuIa.

o OmpeneneHne KECTKOM KBOTHI, 4YTOOBI IIOJ30BAaTEId HE MOIJIH
MPEBBICUTH OTPAHUYEHUE XPAHWIHINA, WM TMPOCTO OTCICKUBAHUE XPAHWIHINA JJIs
TOMA WJIH TIaIKH.

o ABTOMATHYECKOE co31aHMe KBOT. [[ucreruep pecypcoB (aitioBoro
cepBepa MOKHO HACTPOUTH TaK, YTOOBI OH IMPUMEHSIT ONPEACIICHHYIO KBOTY KO BCEM
CYIIECTBYIOIIUM BJIOKEHHBIM TIAallKaM M JIFOOBIM HOBBIM BJIO)KCHHBIM ITaITKaM,
co37aBaeMbIM B TOME WMJIW TMarnke. Hampumep, MOKHO aBTOMaTHYECKH CO3/1aBaTh
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CTaHJAapTHBIE KBOTHI JIJIT MOOWJIBHBIX TIOJIb30BATENICH WITH ISl HOBBIX TIOJIb30BaTENICH
B OpTraHU3aIUH.

o Co31aHue 0TYETOB XPAHWJINIIL

o BpIOOp moaxopsiero BapuaHTa M3 HIMPOKOrO JUANa30HA BCTPOCHHBIX
OTYETOB M 33J]aHUE MAPAMETPOB OTUETA, CIICIIU(PUUHBIX JJI CPEIBI.

o CocraBieHHe paclHuCaHUsl CO3JlaHUA OTYETOB JUIsl  OMNpeleTeHUs
TEHJICHIIMH UCIIOJIb30BAHUS JUCKOB UJIM YACTOThI OJIOKUPOBKHU (PaityioB.

o HemennenHnoe co3ganrue 0TYETOB MO 3aIPOCy.

o YrnpasjieHHe yIaJIeHHbIMU pecypcaMu. M0XXHO yIIpaBIATh pecypcamu
XpaHWIUI] Ha JIOKATLHOM CEpBEpPE WM Ha YJAJICHHOM CEpBEPE C AUCIETYEPOM
pecypcoB ¢haiIoBoro cepaepa.

« IIpocToe pe3epBHOe KONMHPOBAHUHE U BOCCTAHOBJIEHHE NMAPAMETPOB.
Kondurypanuu pucnerdepa pecypcoB (ailioBoro ceppepa XpaHsaTCsS B Tamke
uH(pOpMAaIMU CUCTEMHOTO TOMa B KOPHEBOM KaTtajiore cepBepa U B JIIOOOM TOMeE, K
KOTOPOMY MPUMEHSIOTCS KBOTHI WU (QUIIBTPHI OJIOKUPOBKH (aiinos. s pesepBHOTO
KOIMPOBAHUSI M BOCCTAHOBJICHUSI KOH(UTYpalluidi AHcCHIeTdYepa pecypcoB (aiioBoro
cepBepa MOXHO HCIOJIb30BaTh TAKOE CPEACTBO PE3ECPBHOIO KOMUPOBAHUS, Kak
cucrema apxuBanuu ganaeix Windows Server.

Hanuuue aucneryepa pecypcoB (aioBOTrO cepBepa B pa3HBIX BBITyCKaxX
cucrembl Windows Server 2008

Jucneryep pecypcoB (aiioBoro cepsepa JOCTYNEH BO BCEX BBIMYCKax
cuctembl Windows Server 2008, HO HE BXOJIUT B YHCIIO CIIy>)kO yCTaHOBKU Server
Core OC Windows Server 2008.
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JlabopaTopHasi padora Ne 12

HccaenoBanue nNpon3BoAUTEILHOCTH CHCTEMBI B Iporpamme «Jlucnerdep
3aga4y», MOHUTOPHHTI NPOU3BOANTEIBLHOCTH CUCTEMbI ¢ HCIIOJIB30BAHHEM
KOHCO0H «[Ipou3BOANTETBLHOCTEY»

Hean padoThI: HAY4UTCS OCYUIECTBIISTh MOHUTOPUHT
MPOU3BOJAUTEIILHOCTU CUCTEMBI.

Teoperuuyeckue 4acrTb:

B cucreme Windows Server 2003 mist mpocMOTpa CHCTEMHBIX JKYpPHAJIOB
MOKHO UCIIOJIb30BaTh ocHacTky Event Viewer (Ilpocmomp
coovrmuir) (rpynma Administr-tive Tools (4domunucmpuposanue) wa mnanemu
yIpaBiieHHs ). DTy OCHACTKY MOKHO TaKkKe 3alMyCTHTh M3 OKHa ocHacTku Computer
Management (Ynpaenenue xomnvromepom). Ha puc. 1 mokazan mpumep OKHa
ocHacTku Event Viewer mns koHTpoJiepa ToOMeHa.
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Pucynok. 1. OxHo ocHactku Event Viewer.

Ocnactky Event Viewer MoXHO  TakXe  OTKPHITB C  MOMOIIBIO
komauabl  Iyck/Ilpocpammor/Aomunucmpuposanue/Illpocmomp  coovimuii. C
OMOIIbI0 OcHacTKK Event Viewer Mo)kHO mpocMaTpuBaTh TPU THIIA CTAHAAPTHBIX
(OCHOBHBIX ) KYpPHAJIOB.

o Xypnan npunoscenuti (Application log) — dukcupyer coObITHS,
3aperuCTPUPOBAHHBIC MPWIOKEHUSIMU. Hampumep, TEKCTOBBIM PEIaKTOp MOMKET
3aperucTpUPOBAThH B JAHHOM KypHAJIC OMUOKY IIPH OTKPHITHH (aiiia.

o Xypnan cucmemor (System log) — 3amuchiBaeT COOBITHS, KOTOpPBIC
peructpupyrotcst cucreMabiMu komnonentamu Windows Server 2003. Hanpumep, B
CHUCTEMHBIN JKypHAJT 3alMCBHIBAIOTCS TaKUE COOBITHSA, KaK COOM B IpOIlecCe 3arpy3Ku
JpaiiBepa Win APyroro CACTEMHOTO KOMIIOHEHTA MPH 3aITyCKE CUCTEMBI.

o Kypnan 6ezonacnocmu (Security 10g) — comepKuT 3amucu, CBsI3aHHbBIC
c cucreMoit Oe3zomacHOCTH. C TOMOIIBI0 3TOTO JKypHaJa MOXKHO OTCIICKUBAThH
M3MEHECHHS B CHCTeME O€30IacHOCTH M WJCHTH(UIHMPOBATH Opemw B 3ammre. B
JTAHHOM >KypHaJle MOKHO PETUCTPUPOBATH MOMBITKA BXOJa B cuctemy. Jlis
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IPOCMOTpa KypHaja HEOOXOAUMO MMETh IpaBa aaMUHHUCTparopa. [lo ymomdanutio
perucTtpanus coObITHIA B )KypHaie 0€30MacHOCTH OTKIIOUEHA.

[ToMmuMoO cTaHOApPTHBIX, Ha KOMIIBIOTEpE — B TMEPBYIO O4YepeIb Ha
KOHTpOJUIEpE JOMEHa — MOTYT ObITh U JPYTHUE KypHAJIbI, CO3JaBa€MbIE Pa3TMUHBIMU
ciry:x0amu (Harmpumep, Active Directory, DNS, File Replication Serviceu 1. 1.).
Pabota ¢ TakuMmMu KypHajaMud HUYEM HE OTIMYAETCs OT MpOILEIyp MPOCMOTpa
CTaHJApTHBIX KYPHAJIOB.

XKypunan cucremMbl 0€30MaCHOCTH MOXET MPOCMATPUBATH  TOJBKO
MOJIb30BaTeNb C TMpaBaMH CUCTEMHOro aaMmuHuctparopa. [lo ymomyanuio
perucTpaius coObITHI B JIaHHOM >KypHajie OTKJIroueHa. J[Jis 3amycka perucrpanuu
HEOOXOMMO YCTAHOBUTH TIOJUTHKY ayANUTA.

Tunbl cOOBITHIL, PErHCTPUPYIOLIUXCH B )KypHAJIAX:

o Error (Owubka) — coObITHE PETUCTPUPYETCS B CIyuyae BOZHUKHOBEHUS
CEpPbE3HOTO COOBITHS (TaKOTO Kak TMoTeps MJaHHBIX WM (DYHKIIMOHAIBHBIX
BO3MOkHOCTeH). CoOblTue JaHHOrO TUHa OyAeT 3aperucTpUpOBaHO, €CIU
HEBO3MOJKHO 3arpy3uTh KaKOH-TMO0 U3 CEPBUCOB B XOJI€ 3aITyCKa CUCTEMBI.

o Warning (Ilpedynpedsicoenue) — COOBITUE HE SIBIIETCS CEPHE3HBIM, HO
MOXET NPUBECTHU K BO3HUKHOBEHUIO mpoOiem B Oyaymem. Hanpumep, ecnu
HEJOCTAaTOYHO  JHMCKOBOTO  TPOCTPAHCTBA, TO  OydeT  3aperucTpUpOBaHO
peaynpexIeHue.

« Information (Veeoomnenue) — 3HauMMoOe COOBITHE, KOTOpPOE
CBUJIETEIHCTBYET 00 YCIEIIHOM 3aBEPIICHUH ONEpaIK MPUIOKEHUEM, JIpailBepoM
WIH cepBUCOM. Takoe cOOBITUE MOXKET, HalpuMep, 3aperucTPUPOBATh YCHEIIHO
3arpy3UBILUICS CETEBOU JApauBep.

« Success Audit (Ayoum ycnexo8) — COOBITHE, CBSI3aHHOE C
0e30macHOCThIO CUCTEMBI. [IprMepoM Takoro cOOBITHS SBJISIETCS yCIEIIHAs TOTMbBITKA
pErucTpaIry MoJIb30BaTENsI B CUCTEME.

o Failure Audit (Ayoum omxaz08) — cOOBITHE CBA3AHO C OE30MACHOCTHIO
cucrembl. Hampumep, Takoe coObiThe OyaeT 3aperucTpUpOBaHO, €CIH TIOMBITKA
JIOCTYTIa MOJIH30BATENS K CETEBOMY JAUCKY 3aKOHUYMIIACH HEYJaueH.

Nupopmanus 0 cOOBITHAX COACPKUT CJICAYIOIIME TapaMeTpbl:

o Ilapamemp - Onucanue

o Type (Tun) -Tumn cobbITUSA

o Date (/lama) - Jlata renepanuu COObITUS

« Time (Bpems) - Bpems peructpanuu COObITHSI

o Source (HMcmounux) - WcrouHwk (MMS TPOrpaMmbl, CUCTEMHOTO
KOMITOHEHTa WJIM KOMIIOHCHTa TPHUJIOKCHHS), KOTOPBIM MPHUBEI K pPETUCTpaIluu
COOBITHS

« Category (Kamecopus)- Knaccudukamnus cOOBITHS IO HMCTOYHHKY,
BBI3BABILIEMY €T0 TIOSIBIICHUE

o Event ID (Cobvimue) - Unentudukarop coObITUS

o User (Illonv3oeamenv) - YdeTHass 3alKCh MOJIb30BATEIsA, OT UMEHHU
KOTOPOIi MPOU3BOIMINCH JEHCTBHS, BRI3BABIINE TEHEPAITUIO COOBITUS

102



« Computer (Komnvromep) - KomnbioTep, Ha KOTOPOM 3apErHCTPUPOBAHO

coOBITHE
Cofbmie |

Dara: EENGRENE Heroume: USER3Z + |
Bpetas: 11:35:32 Kareropua: OTcyrcTeyeT
Tun:  Mpeoynpexaeid  Rog (ID): 1076 + |
MNongzoearens: EXAMPLE \AgruHucTparap
Korneiorep:  WIN2003
OrucaHume:

[pH4MHa HEMPEAEMASHHOr O 385EPWEHHA PAGOTE 4aHHOMD

KOMMBKOTERA, MPEA0CTAENEHHEA NoNES0EaTENEM WIN 2003
\AgraunucTparop: dpyroe [HezannsaHupoBaHHoe]

Ko nprymHe: 0xa000000

Kog owmdkmg

CTpoka nposepkmH:

K.orreHT apuis; wer

JonoaHHTENEHBIE CEELEHWA MONKHO HAMTH B LEHTPE CrIPABKH W
noggepskki, B hitp /g0 microsoft. com/fwlink /events. asp”.
Dapreis: & Baimel ¢ Coosa

6080: AR 68 8O Ma =

[
ak I OTraeHa | [ pHrEHMTE |

Pucynok. 2. JlononaurenbHas HHGOpMAIUsI O COOBITHH.

Boinosinenue padot

3aganue 1. [IpocmoTpuTe ceTeBbIe MOAKIIOYEHUS K KOMIIBIOTEPY.

1. [ToArOTOBBTECH K BBHIMOJHEHUIO 3a/IaHMUS:

o 3alyCTHUTE BUPTyalbHYIO MammHy VM-2;

o cosmaiiTe Ha pabouem ctoje ooyt nmanky MyFolder u pasmecture B
Hel nmokymeHT ¢ umeHeM CompName.doc, conepskanmii cBeaeHus o6 IP-ampece u
CUMBOJIbHOM HUMEHH KOMITBIOTEPA;

o TMEpPEeKIIoUYUTeCh B OOBIYHBIA  KOMIBIOTEP 51 OTKpOMUTE
nokymeHnt CompName.doc. [{ist aToro Bocmosnb3yiitech CeTeBbIM OKPYKEHHUEM.

Bce ocmanvuvie onepayuu credyem GbINOIHAMbL HA  GUPMYATLHOM
komnvlomepe, 20e ovi1 cozoan gatr CompName.doc.

2. llepexirountech B BUpTyaIbHyt0 MamuHy VM-2.

3. OTkpoiiTe OCHAcCTKy YmnpaBjieHHe KOMIBLITEPOM (KOHMmEeKCmHOoe
MeHnio 3nauka Moii komnsromep/Ynpaeneuue).

4, PazBepuute pasznen OO0mme pecypebl. 30ecv nepeuucienvl 8ce
onyouKosanHvle (0Owue) pecypcol 8auieco KOMnvlomepad.

5. OTknmrounTe OOIIME AOCTYN K CO3MaHHOMY paHee pecypcy MyFolder.
JI71s1 TOr0 B KOHTEKCTHOM MEHIO pecypca Beidepute [lpexpamums obwuii docmyn.

6. OTkpoiiTe pazaen CeaHChI.

7. 31ech IEpPEYUCIICHbI BCE OTKPBIThIC CEAHCHI, T.€. KaKhe MOJIb30BaTeIH 1
Ha KaKUX KOMITBIOTEpax ceivac MOIKIIFOUYCHBI K BallleMy KOMITbIoTepy. Eciiu BbI3BaTh
KOHTEKCTHOE MEHIO pa3jielia, TO MOXHO Cpa3y OTKJIIOYHUTH BCE CEAHCHI.

8. 3akpoiiTe OoTKpBITHIN (aitn. g aToro nepeitaure B pazaen OTKpbIThbIE
(aiijbl 1 B KOHTEKCTHOM MEHIO (haiiyia BeIOepuTe 3axkpuims omKpbimbiil (hati.

3ananne 2 OTK/II0YMTE M0JIH30BATEIS C OTIPABKOM eMy yBeI0OMJIeHUS.
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1. IToaroToBbTECHh K BBINOJHEHUIO 3afaHusd. [ 3TOro OoTKpoiTe Ha
oOosryHOM KOMmbIOTEepe (aitmn CompName.doc, pacrnonokeHHbIe B BHPTYaIbHOM
mamuHe VM-2.

2. [lepexirrountech B BUPTYATHHYIO MAIIHHY;

3. OTKpoiiTe OCHACTKY YNpaBJieHHe KOMIIIOTEPOM.

4. Beimonnute 1uig >nementa Q0mme pecypebl KOMaHIy KOHHIEKCHIHOZ20
men1o/ Bee 3a0auu/Omnpagka cooduenus KOHCou.

5. Beequte B mone CooOuieHue TEKCT BBIBOAUMOTO COOOIIEHUS: Bbi
cetiuac  Oydeme  OmMKUIOYeHbl om  0bwe2o0 pecypca U  IWEIKHUTE  TO
KHOIIKe Omnpasums.

6. 3akpoiiTe okHO OTHpaBKa COOOIIEHUIT KOHCOJIH.

7. qns paznena OTkpbIThie (ailjibl BBHITOJIHUTE KOMAaHAY KOHTEKCTHOTO
MeHI0 OmKI0uums 6ce OmKpvimovle Paiivl.

8. [IpocMoTpuTe MpHIIEIIee COOOIICHNUE.

3aganue 3. [IpocMoTpHUTE CBeeHHS O MPOIECCAX CHCTEMBbI H ee
COCTOSTHHM.

1. ITpocMoTpuTe HHPOPMALIKIO O IPOU3BOIUTEILHOCTH CUCTEMBI:

o otkpoiite okHo aucrieTdepa 3agad (CTRL+SHIFT+ESC),

o mnepeuante Ha BKIaaky Ilpoueccst;

EJ RucneTuep sagaq Windows: = | Ellil

©afin MapameTpel BvA  Cnpaeka

MprnosweHia  MPOLECCE |Eb|chD.u.eﬁc'rEMa| CeTk I MonezosaTend |

mA ofipasa
ol
wpabaln.exe BAMMHHCTPATOP an 1324 KB
WIMIpEYSeE, Bxe SYSTEM on 1624 KB
cidaemnan, exe SY¥STEM oo FZ4 KB
sychost, exe SYSTEM oo 1168 KB
cidaeman, exe SYSTEM oo 1160 KE
swehost, exe SYSTEM Juli} 1 064 KB e
rifssvi, exe SY¥STEM oo 1020KE
Mapsyo, Exe SYSTEM on 568 KB
sychost, exe SYSTEM oo 1044 KB
#FR.EXE SYSTEM oo 204 KB
IADEXE SY¥STEM oo 364 KB
M3E5YS,EXE SYSTEM oo 336 KB
I, SXE AAMMHHCTRATOR oo 15 644 KB
HMOLRSYC EXE SYSTEM oo 592 KB
rfscint. exe SYSTEM an 516 KE
wins,exe SYSTEM oo 1944 KB
Rbvscan.exe SYSTEM oo 3434 KB
swehost, exe SYSTEM Juli} 1352 KB LI

[~ OToBpakaTs NpoUecck BCex Nons3oEaTENeH 3aBEPWHTE Npolect |

[Mpouecces: 53 [Barpyakalm: 6% [Bbiaenenwe namaTi: 225828KE /It g

Pucynok 3. lucneruep 3amad.

ImA nonbsoEaTens

o TPOCMOTPUTE CIIMCOK U HAWIUTE MPOIECC UCTIOIB3YIONNNA HAaNOOIbIIIee
KOJIMYECTBO MaMSITH;

o TEpEerJINTE HA BKJIAJIKy BbICTpoaeiicTBUE U TOCMOTPUTE KOJTUYECTBO
BBIJICJIEHHOM ITAMATH B COOTBETCTBYIOIIEM I1OJIE;

o mepeWaute Ha BKIaAKy CeThb U O0O3HAKOMbTECh ¢ HHpOpPMaALUEH O
MIPOU3BOAUTEIILHOCTU CETH;

o mnepeuaute Ha BkiaaKy Iloab3oBaTenn mpocMoTpute HHGOPMAIIUIO O
TM0JIB30BATEIISX, 3APETUCTPUPOBAHHBIX B CUCTEME.
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2. Cobepute ¢ momoisto Jucneryepa 3aaay napopManuio, yKa3aHHYIO
HIDKE:

KosmmyecTBO 3anynieHHbIX PHJIOKEHHIA.
Hms nponecca, 3aHUMAOIIEro 00JIbIIle BCeX ONePaTHBHONH MaMATH.

Koau4yecTBO BbIIeJIEHHONH MAMSATH.

Hmsi moJib30BaTeIsi 3aperucTPUPOBAHHOIO B CHCTEME.

3. CoxpaHuTe MOTYYEHHYIO HH(POPMAIIHIO B IMYHOM KaTtajore B ¢aiiie
¢dopmara ODT.

3aganue 4. BbInoJHUTE MOHUTOPHHT CEeTEBBIX MOAKJIIOYEHMIA.

1. 3amyctute ocHacTky IIpou3BoIUTEILHOCTH

[ MpoWsBOAUTENLHOCTE o =] 5]
@ KoHoone  AeficTere  Ema  MsBpaHHoE  OkHO  CrpaBka | -||5'|5|
e = | @m| 2

ey | L G Bl GG ol

ﬁ HyPHANE! M ONOBELEHHA POk |E|@| 9|ﬂ|@|

LEeT | LUk, .\ | CHETHHE | SEZEMM, ., | Po&n... | Oﬁ'bel

1,000  ObmeH cTpa... - - Mamat
100,... CpeaHas an... _Total e MH3H-
1,000 % sarpyweH... _Total -—- Mpoue

K |
| | |
Pucynok 4. Ocnactka [Ipon3BoaUTEIbHOCTH

2. y,Z[aJ'II/ITC BCC CUCTYHUKHU U3 CUCTCMHOI'O MOHHUTOpPA:

o axktuBupyite CUCTEeMHBII MOHUTOP B JIEBOM 4acTu
okHa [Ipou3BOAMTEIBLHOCTD;
o OTKpOMTE JIUAJIOTOBOE OKHO cBorictB CHCTEMHOTO

MOHMTOPA KHONIKOW Ceolicmea ﬁl

o TeperauTe Ha BKIAAKY /laHHbIE;

o BBIJEIUTE OJIMH U3 CYCTUYUKOB U YJAIUTE €r0 KHONIKOW Yoaiumey;

o AHAJIOTUYHO YJAJHNTE BCE OCTAIbHBIC CUCTUNKH.

3. Jlob6aBbTE CUCTYMK aKTHBHBIX oAkroueHuii TCP:

o AaKTUBUPYWTE q00aBlIeHUE CUETUUKA KHOTIKOM Jobdasums;

o BbIOEpHTE B packphiBatoieMcs crucke OobekT — TCPV4;

o BblOepuTe B chucke BolOparh CcYeTYHK U3 CHUCKA — AKMUBHBIX
NOOKIIOYEHULL,

o MPOCMOTpUTE UHGOPMALIUIO O T100aBIIEMOM CUETUYUKE, IIEIKHYB T0
KHOTIKE OQ0bAcCHeHue;

o J100aBbTE CUCTUUK KHOIKOU Jobasums.

o CaMOCTOSITEIbHO n00aBbTE cueTuuk Bcezo oaim/cex nis
oobekra Cepeep;

o 3aKpOWTE OKHO JOOABIEHUS CYCTIMKOB KHOTIKON 3aKpvime.

4. 3akpoiite JTHAJIOTOBOE OKHO cBoiicTB CHCTEMHOTr0
MOHHUTOPA KHONKOU OK.
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B npasoii obnacmu naunem omobpasicamucs uHgpopmayus 000aIeHHbIX CHEMYUKO8
8 epaghuueckom suoe.
5. [lepexitounte BUa oToOpakeHUs HHPOPMAILIMKU CYETUUKOB B TEKCTOBBIN

6. Hactpoiite aBTomMaTHueckuii cOop uHPOPMAIUU O 3arpyXKEHHOCTH
ceprepa B mepuox ¢ 8.00 mo 17.00:

o AKTUBUpyWTE  paszaen ZKypHajbl  CYETYMKOB B  JIEBOM  4YacTu
okHa IIpon3BOAUTEILHOCTD;

o AaKTUBUPYWTE Co3JaHue HOBBIX napameTpoB KypHaia
(Ueiicmeue/Hosbie napamempul scyprana),

o BBEIUTE Ha3BaHWe KypHana B none Umd - Juesnas nacpyska u
noaTBepaAuTe KHONKOU OK;

o no06aBbTe 00bEKT CepBep:

. OTKpPOWTE OKHO J00aBjeHUsI OOBEKTOB KHOMKOU /[obaseump
00vexkm;

. BbIJIeNIUTE B criicke O0beKT — Cepsep;

. 00aBbETE 0OBEKT KHONKOM /[o0aeumsy;

. 3aKpOITE OKHO 100aBlIeHUs] OOBEKTOB KHOIIKOUW 3aKpbimb;,

o aHaJOru4yHO N100aBbTe 00BEKT CeTeBOi MHTEpeiic;
o YCTaHOBHUTE BpeMs cOOpa TaHHBIX:

. repenanTe Ha BKIIaKy Pacnucanue;
. ycranoBute B nosic Bpemsi — 8.00;
. ycTaHoBHUTE BpeMs ocTaHOBKH — 17.00;

o 3aKpOWTe  JAMAJIOTOBOE OKHO  MapaMeTpoB  HOBOTO  JKypHaia
kHOonKOW OK. B mpaeou uacmu oxua IlpouzeooumenvHocmo nosisumcsi Ho8blU
orcypuan. Ilpocmompems pezynomam pabomut scypHana modxcro ¢ nanxeC:\perflogs.

7. HacTpoiiTe omoBelleHne, eCilu KOJIMYECTBO JIOCTYITHON MaMsATH CTaHET
meHee 100 Ma.

o AKTUBHUPYWUTE pazzaen OnoBelieHus B JIEBOM 4acTu
ocHacTky IIpou3BOAUTEILHOCTD;
o OTKpOMTE JIAJI0TOBOE okHO HoBrbIie nmapaMerpsbl

onoseuenus ([Jeiicmeusn/Hosvie napamempuol onosewjenus),
o BBEIWTE MM HOBBIX NapaMeTpoB - Mano namamu M TOATBEPINTE
BBOJI KHOIIKOH OK;

BBeauTe B nojie Kommenrapuit — Onogewenue o maiom Koauuecmee onepamueHou
namvsmu,

o nob6aBbTe cueTuuk Jocmynno Mb nns oobekta [lamsaThs;

o BBenute B mnoJje [lopor 3HaueHue, Mpyu KOTOPOM JIOKHO CpadaThiBaTh
onosernienue — 100;
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21

O6wme | ﬂenc’rsuel PacnucaHHeI

3o CEAHMPOESHME ONOESLEHHA 650.87 Ha43T0 HEMELNEHHD NOCNE
MPHFEHEHHA HEMEHEHHE,

ONoBEW ATE, KOMaa SHAYEHME: IMEHbI.IJE j Nopor: I‘IDD

JobaEmTE. . I YaanTe |
CHMMETE NOKA3aHUA KaHBIE:
WHrepean: |5 _Ij EauHuue: IceK_ Vl
07 vreHw: |<n0 UMOYEHMIO> Sanatt napok... |
oK I OTreHa | MprmeHUTE |

PI/ICYHOK 7. YcraHoBKa I1apaMCTpPOB OIIOBCIICHMA.

o 3amalTe JeHCTBHE, KOTOPOE JOJDKHO cpadaThIBAaTh MPU YCTAHOBICHHOM
YCIIOBUM:

. nepeuanTe Ha BKIAAKY JlelcTBHE;

. ycTaHoBUTE (uiaxkok [lociame cemegoe coobujeHue U BBEIUTE B
I0JIE TEKCT cooOmeHus - Cruukom mMaio namsamu,

o 3aBEPUIMTE HACTPOMKY oroBenieHus: kKHonkon OK.

3ananue 5. BoInoJiHUTE POCMOTP COOBITHIA.
1. OTkpoiiTe OCHAcCTKy YnpaBJieHUe

koMnbioTepoM (ITyck/Aomunucmpuposanue/Ynpasienue KOMnoIomMepom).
2. PazBepuure y3en [IpocMoTp coOBITHIA.

O] ¥npaeneHnve KOMIEHOTEPDM 1Ol =l
‘g KoHcone  Aerctexe  Bua  OkHo  Chipaska |_|E’|i|

&= | BmE B 2m

(=), vrpaenerme komneratepan (nok « | | 1us | Thn
=iy CrysacetHble nporp e £4] Nprnoserme HyE
SR FpocHOTD CoBbITHE Crywia KaTanoros HYE
TpHNOHEHHE DMS-cepeep Hvp
Crmywba kaTanoros Cryucha pennnkaumn d... Hyp
DhS-cepeep EEs0MacHoCTE HYE
Crmysba pennialAy 4 Crerema Hovr
BEs0nacHICTE
CHCTEMA
-] Ofiluke nankM

[#-@ HypHane! v onopeweHn’
- B [INCNETHER YOTPORCTE

-5 SanomrHarowme yeTnofcTes T
[l 3 Ll | | _>|

Pucynok 9. /lnanorosoe okHo IIpocMOTp cOOBITHI.

3. [IpocmoTtpute coObiTust Cayaconl be3onacnocmu:’

o TIEpEUIUTE B pasznen be3omacHocTs B JICBOU JacTH
OCHACTKHU YTpaBJieHHe KOMIIBIOTEPOM;
Cnpasa omobpa3zamcs 6ce coobimusi OAHHOU CIYHCObI.
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o BBITIOJTHATE (PYIIBTPAITIO COOBITHUIN TOJIBKO JIs TOJIh30Bartens JustUser:

ol OTKpOﬁTC JUAJIOTOBOC OKHO CBOMCTB
paszaena besomacnocts (Jeicmeusn/Ceolicmea);
. IepenInTe Ha BKIAAKy PUiabTp;
e Punerp |
Turtel cotimidt
I¥ Heenomnzris V' Auaur yenexos
I¥ Mpenynpesmerin ' Aunur otkasos
I Owadiu
Werosun eofismea | (Boel |
Kareropua: [Bee) 4|
Kon ot |
Monesosatens |
Kommerep: |
L [nepeora MIENE TR =
Zo: [nocneavero ] hzozzme F]fazsme =
BacCTaH0BHTE WMotaHA
[ ok | omesa | o |

Pucynoxk 10. lnanoroBoe okHO PUIBTP.

. BBeauTE B nosie Ilosib3oBaTes b MMl OJIB30BaTEN S, JIJI1 KOTOPOTO
HE00X0AMMO 0TOOPa3uTh coObITHS, Hanpumep JustUser;
. camocTtosiTeIbHO  yctaHoBuTe B mosisix C u O cerogusaimHui
JICHb;
. MOATBEPIUTE NpUMEHEHUE PuiIbTpa KHONKOU OK.
o TPOCMOTpPUTE COObITUE JJochyn K ciyxcde Kamaio2oe.
. HaliluTe yKa3aHHOE€ COOBITME B TMPAaBOM YacTH  OKHA
OCHACTKH YTNpPaBJieHUE KOMIILIOTEPOM,
. OTKpPONTE JHAIOTOBOEC OKHO CBOWMCTB BHIOPAHHOTO  COOBITHS
(Aeiicmeusn/Ceoiicmea);
. O3HAaKOMbTeCh C HWH(poOpMmanuell CcoObITUS, HaWaUTe UM
KOMITBIOTEPA K KOTOPOMY OCYIIECTBIISIIICS JOCTYII,
. 3aKpOUTE AMATOrOBOE OKHO CBOMCTB COOBITHSI KHOMKON OK.
2]
Cosomye |
Dara: 26.01.2008 Herounmr: 5 ecurity +
T s sree Koloy j
MNonbsoearens: EXAMPLE MustU ser

Komnesorep:  (EHIENIE

Onucaque:

OfLekT oTEpRT:
Cepeep ofberta:  Security Account Manager
Tun offeerTa: SAk_DOMAIN
Wra ofeekta: DC=example,DC=edu,DC=ru
Kog geckpurmopa: 640360
Koo onepawn: 40,186478}
K.on mpouecca: 384
WA npouecca: CAWINDOWS heystem32h|zass. exe
OcHoeHol nonesoearens:  WINZ003$

Ll

OcHoeHoM gomer;  EXAMPLE LI
HatHee & Baimer ) Coosa

ok I OrtreHa | nDHmEHHTbl

Pucynoxk 11. JluanoroBoe okHO CBOICTBA COOBITHS.
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o CHUMUTE YCTAaHOBJICHHBIN paHee QUIbTP:

. OTKPOMTE IUAJIOTOBOE OKHO CBOMCTB pasjieiia be3omacHoCcTs;

. IpeuanuTe Ha BKIAAKY PUIbTP;

. BOCCTAHOBUTE CTaHAAPTHBIC 3HAYCHHS KHONKOW Boccmanoeumo
YMONYAHUA;

. 3aKpOUTE JTHAIOTOBOE OKHO CBOIICTB

pasnena besonmacHocThs kHOMKOM OK.

4. DKkcopTUpyHUTEe  CHUCOK  coOblTud  mysg  paszzaena DNS-cepsep B
TEKCTOBBIHN (haiii:

o akTuBu3upyuTe paznen DNS-cepBep;

o OTKpOWTE THAJIOTOBOe OKHO 3Kcnopta (Jeiicmeue/Ixcnopmuposants
CHUCOK);

o BBenuTe ums ¢atina B noyie Ums;
o coxpanute ¢ain kHonkoit Coxpanums,
o TPOCMOTPUTE COXPAHEHHBIN (haiiyl CTAaHIAPTHOUN porpaMMoit birokuom.

Coneprkanue oTuera 1o J1abopaTopHoi padoTe

OT4eT AOJKEH COAEPKATh CAEAYIONIYIO0 HH(POPMALUIO:

. TUTYIBHBIN JIUCT.

. Ilenb paGoTHI.

. Kpatkoe onurcanve v CKpUHIIOT 10 KaKJI0M U3 KOMaH.
. BriBog
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Crmmcok HCIIOJIB3YEMbIX HCTOYHHUKOB

[TepeyeHb OCHOBHOM M TOMIOJIHUTEILHON JTUTEPATYPHI, HEOOXOAMMOM I OCBOCHUS TUCITUTITUHBI (MOTYJIS)
IIepeyeHb OCHOBHOM JINTEPATYPHI:

1 KoOsusackuii, B. I'. OmeparioHHBIE CHCTEMBI, Cpeibl U 000J0YKK ODIEKTPOHHBIN pecypc /
Kobbutsnckuit B. T'. : yue6HOe mocobue. - Cankr-IlerepOypr : Jlans, 2021. - 120 c. - ISBN 978-5-8114-
4192-1

2 Kpyunnun, A. FO. Onepanrionnsie cucteMbl DieKTpoHHbIN pecypce / Kpyunnun A. FO. : yueOHOe
nocoOue NI o0ydaromuxcst Mo 00pa30BaTEIbHON MporpaMMe BBICIIEr0 00pa30BaHUS MO HAMPABICHUIO
noaroroBku 10.03.01 uadopmanmonnas 6e3omacHocts. - Openodypr : OI'Y, 2019. - 152 c. - PexomenpoBano
YYEHBIM COBETOM (eZiepaibHOro rOCyIapCTBEHHOTO OI0IKETHOT0 00pa30BaTeIbHOTO YUPEKICHUS BBICIIETO
obpazoBanus «OpeHOYpPrcKuii rocyIapCTBEHHBIA YHUBEPCUTET» sl 00ydaromuxcst Mo o0pa3oBaTebHOM
porpaMMe BBICHIETO 00pa3oBaH

[lepeueHb TONOTHUTENBHOMN INTEPATYPHI:

1 Hazapos, C. B. CoBpeMeHHbIE oniepaliioHHbIe cucTeMbl : yueOHoe mocooue / C. B. Hazapos, A. U.
[Hupokos. - CoBpeMeHHbIE onepannoHHbie cucteMbl,2021-12-05. - Dnektpon. nan. (1 ¢aiin). - Mockaa,
Caparos : Untepuer-YHausepcurer Muadopmanmonnsix Texnonoruit (MHTYUT), Aii [lu Ap Menua, 2021. -
351 c. - anexTponHsIil. - Knura Haxoaurcs B npemuyM-Bepcuu DbC IPR BOOKS. - ISBN 978-5-4497-0385-9
2 Tenraiikun, E. A. Opranuzamnus cereBoro aIiMUHUCTpUpoBaHus. CeTeBble ONEpaluOHHbIE CUCTEMBI,
cepBepbl, CIyX)Obl 1 MPOTOKOIEI. [IpakTHueckue padoTsl Jnekrponnsiid pecypc / Tenraiikun E. A. - CaHkT-

[TetepOypr : Jlans, 2020. - 100 c. - ISBN 978-5-8114-4763-3



