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P®OH/J ONEHOYHbLIX CPEACTB

JUTSL TIPOBEJICHUS TEKYILEro KOHTPOJISL YCIIEBAEMOCTH U ITPOMEKYTOYHON aTTECTALUU 10
JUCLHUIIIUHE:
«3amuTa nHOPMAIMK B CHCTEMAax yIpaBICHHUI»

(3JIEKTPOHHLIN JIOKYMEHT)

Hanpagnenue noarotoBku 15.03.04 ABromaTr3anus TEXHOJOTUYECKUX MTPOIIECCOB
U TIPOM3BOJICTB

[Ipoduns MHDOpMaLInOHHO-YTIPABISIONINE CUCTEMBI

KBanudukanus BeITycCKHIKA OaKanaBp

dopma 00ydeHHs OUHas

['ox nayana oOyuenus 2021



1. Hasnauenue: GpoH/ OIEHOYHBIX CPENCTB MO TUCIHUILUIMHE «3aluTa HHPOpMAITIH
B CHCTEMax YIpaBJIEHUs» MpeJHa3HAYEH IS OLICHKU 3HAaHUHN 00ydaroluXxcs Mpyu OCBOCHUU MU
AUCHUIIVIMHBL TIpU  HOPOBCACHUHU TCKYHICTO KOHTPOJA YCICBACMOCTH U HpOMG)I(yTO‘IHOfI
attectauuu. OoHJ BKIIOYAET B ceOs BOIIPOCHI sl coOece10BaHMs

2. @OoHJ  OLEHOYHBIX  CPEACTB  TEKYIIEr0  KOHTPOJISI  YCIEBAEMOCTH U
IPOMEXKYTOUHOM aTTecTallud pa3paboTaH Ha OCHOBe pabouell MporpamMmbl JUCHUIIIMHBI
«3amuTta MHQOpPMAIMUM B CHUCTEMax YIPaBICHHUS» M B COOTBETCTBUU C 0OOpa30BaTeNbHOU
MporpamMMoOi BBICIIET0 00pa3oBaHMs IO HampamieHHIO moArotoBku 15.03.04 ApTomarm3anus
TEXHOJIOTUYECKUX TIPOLIECCOB M TPOM3BOJCTB YTBEP)KICHHOM Ha 3acenaHuu YueOHO-

meroandeckoro copera CKOY, npotokoi Ne ot « » 2019 r.

3. Pazpabotuuk Kouepos 0. H. nonent xapeapst UCDA

4, ®dOC paccMOoTpeH W YTBEpKJIECH Ha 3acemaHud Kadeapbl MHGOPMAIMOHHBIX
CHUCTEM, NIEKTPONPUBOJA U ABTOMATHKH , TIPOTOKOJI Ne oT« __ » 2019r.

5. IIpoBenena skcneptnza DOC. UYneHbl SKCHNEPTHOW TPYMNIbI, MPOBOJIMBIINE
BHYTPEHHIOIO SKCIIEPTU3Y:

[Ipencenarens

DKCIEPTHOE 3aKIHOYEHUE
« » 2019r.

6. Cpok nerictBust @OC



JUIS TIPOBEJIEHUS TEKYILEro KOHTPOJISI YCIIEBAeMOCTH U MPOMEKYTOYHON aTTeCTalluu MO

[Tactiopt oHIA OIICHOYHBIX CPEACTB

JTUCLUTITUHE!
«3ammra nHGOPMALIUK B CUCTEMAX YIIPABICHUSI»

Hanpasnenue noaroroBku 15.03.04 ABTomMaTu3anus T€XHOJIOTHYECKHUX MTPOIIECCOB U
IPOU3BOJICTB
[Tpoduns UHbOpMAIIMOHHO-YIIPABISIONINE CHCTEMBI
Kpanudukanus BeITyCKHUKA OakagaBp
®dopma 00yueHus OUHAs
IlNon nauana obyuenus 2021
N3yuaetcst B 6 cemecTpe

Kon Otan Cpencrteau | Bun Tun Haumenosa | KomnuectBo
orleHnBae | (OpMHpPOBA | TEXHOJOTHH | KOHTPOJ | KOHTPO | HUE 3aIaHui I
MOWM HUS OIIEHKH o, s OIIEHOYHOTO | Ka)KIOTO
KOMIIETEH | KOMIIETEHI] aTTecTar| CpencTBa YpOBHSI, T
AN 17051 us bazos | IloBwimeHa
(Ne Tembr) b bIN
IK-1 Tema Nel-15 | CoGecenmoa | Yerneiii | Texymy | Bompocst 22 21
HHUE 5051 JUIA
cobecenona
HUS
CocraBurenb Kouepos 10.H.
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2019




MuHucTepcTBO HayKu U Bbiciiero oopa3oanus Poccuiickoit @enepannu
denepaibHOE rOCYAAPCTBEHHOE aBTOHOMHOE 00pa30BaTEIbHOE YUPEKICHHUE
BBICILIEr0 0Opa30BaHMs
«CEBEPO-KABKA3CKUI ®EJIEPAJILHBIIT YHUBEPCUTET»

Bomnpocs! ass1 cobecenoBaHus
10 JMCUHMILVINHE 3amuTa HHGopManMu B CHCTeMAaX yIpaBJIeHUs!
ba3oBblii ypoBeHb

Tema 1.3ammura wuHpopMaiuu B 0Oa3zax maHHbIX. OCHOBHbIE TpeOOBaHUSA K HH(POPMAIMOHHON
OesonmacHocTH. Mcmoibp30BaHME COBPEMEHHBIX HH(POPMALMOHHBIX TEXHOJOTMH W METOJOB IJIst
oOecrnieueHne HPOPMAIMOHHOHN 0€30aCHOCTH
1. 3amura uHpopmalu B 6a3ax AaHHbIX. OCHOBHBIC TPEOOBaHHUS K HH(POPMAIIMOHHON 0€30M1aCHOCTH.
Hcnonp3oBaHne COBPEMEHHBIX HH(POPMAIIMOHHBIX TEXHOJIOTUM U METOJOB AJIs 0OecreueHue
MHQOPMAIIMOHHOHN 6€30MIaCHOCTH.
2. Beenenue B BOIpOCHI 3auiuThl nHpopMannu. MHpopMannonHas 6e30macHOCTb YeI0BeKa U OOIIEeCTBa.
Tema 2. Opraau3aiinoHHbIe MEPHI 3aUTH DBM
1. OpranuszaunoHHbIe MEPBI 3aUTH DBM.
Tewma 3. AHanu3 yrpo3 COXpaHHOCTH HH(pOpMAaLUU
1. AHanu3 yrpo3 COXpaHHOCTH HH(OPMAIINH.
Tema 4. ConpoBokaeHNE KOMIUIEKCHOH CHCTEMBI 3aIUThl HHYOPMALUU B aBTOMATU3UPOBAHHONW CUCTEME
(KC31m)
1. CompoBoK/IeHHE KOMILICKCHOM CUCTEMBI 3aIUTH HH()OpPMAIIUK B aBTOMAaTH3UPOBaHHONH  cUCTEME
(KC31M).
2. Pa3zpaboTka u peanuzanysi miaHa 3amutsl nHpopmaun. CyTh 3a1a41 COMPOBOKICHHS
KC3H B AC. Ciyx0a 3auutsl nHGpopMammu B AC Kkak OCHOBHOM MEXaHHU3M OpTaHU3aluu
conpoBoxknenus KC3U.
Tema 5.Opranu3aliiOHHbIE OCHOBBI 3aIIWTHl HMH(GOPMAaLMM B AaBTOMAaTU3UPOBAHHBIX CHCTEMax Ha
NpEANpHUsITUN
1. OpraHu3anyMoHHBIE OCHOBBI 3alIUThl HMHQOpMAIMM B aBTOMAaTH3MPOBAHHBIX CHUCTEMax Ha
NPEANPHUITHH.
Tema 6.3amuTa HHPOPMALMOHHBIX U CETEBBIX PECYPCOB B CETSX, MOAKIIOUYEHHBIX K HTEepHET
1. 3amuTa HHPOPMATMOHHBIX U CETEBBIX PECYPCOB B CETSX, MOAKIIOUYEHHBIX K MHTepHeT.
Tema 7.Mepsl HENTOCPEICTBEHHOH 3a1uTs DBM
1. Mepsl HenocpeAcTBEHHOM 3amuThl DBM.
Tema 8.3ammra anmapaTHbIX CPEJCTB
1. 3amuTa anmapaTHbIX CPEACTB.
Tema 9.Kpunrorpaduaeckre METOABI 3aIIATHI
1. Kpunrorpadudeckiie METOIBI 3aIIUTHI.
2. 3nauenue Kpunrtorpapuu B HHGOPMAIIHOHHOM OOIIECTBE.
Tema 10. CuMMeTpUYHBIE CUCTEMBI IU(POBAHUS
1. CuMMeTprYHBIE CUCTEMBI MTU(PPOBAHUS.
2. OCHOBBI OTHO-KJTIOUEBBIX KPUIITOCHCTEM.
Tema 11. [TpuHIMITEI TOCTPOCHHUS TPOTPAMMHBIX ITUPPOB
1. TIpUHITATIBEI TOCTPOCHMSI IPOTPAMMHBIX TG POB.
Tema 12. Tumer mudpor
1. Tunsl mmgpos.
2. Hludpsr ¢ ynparmsembiMu onepanusMu. Crocod mmppoBaHHs HA OCHOBE YIIPABISIEMBIX
HIEPECTaHOBOK.
Tema 13. HecummeTpuunbie cucTeMbl MH(QPOBAHUS
1. HecummeTpuuHble cUCTEMBI IX(POBAHHUS.
2. JIByxkmroueBbie mudpsl. CHcTeMa OTKPBITOTO PaCcTIpeeTIeHUs KIF0UeH.



Tema 14. 3ammTa onepannoOHHON CHCTEMBI

1. 3amuTa oneparMoOHHON CUCTEMBI.

2. IIpouenypsl npoBepku. Kontpons gocrymna.

Tema 15. 3amura nHbpOpManKHU B 0a3ax JaHHBIX
1. 3amuTa nH(GOpMaIMU B 0a3ax JaHHBIX.

IHoBbINIeHHBI YPOBEHD

Tema 1.3ammura wuHpopMaiuu B 0Oa3zax gaHHbIX. OCHOBHbIE TpeOOBaHUSA K HH(POPMAIMOHHON
Oc3omacHOCTH. Mcrmosp30BaHME COBPEMEHHBIX HMH(POPMAIMOHHBIX TEXHOJOTMH ¥ METOJOB IS
oOecrnievueHne MHPOPMAIIMOHHOHN 0€30aCHOCTH

1. HopmaTuBHO-TIpaBOBBIE  TOKYMEHTHI,  PETJIAMEHTHUPYIOIINE  JIEATENIbHOCTb B  00JIaCTH
UHQOPMAIMOHHOH Oe30macHoCTh. ['ocyapcTBeHHAs! cUCTeMa 3aIUThl HHPOPMAIIUH.

Tema 2. Opranu3zanroHHble Mepsl 3auuTel OBM

1. [Ipobnembl opranu3anyy padoThl BEHIYUCIUTENBHOTO HeHTpa. OpraHu3alnoHHO-YIIPaBICHYECKHE
MEpEI.

2. OxoHommueckue npooiemsl. Lemn 3anmuter DBM 1 OTBETCTBEHHOCTb.

Tema 3. AHanu3 yrpo3 COXpaHHOCTH HH(OpMAaLUU

1. XapakTepucTHKa METOJIOB M CPEJACTB 3ammThl MHGopManuu. [Topsmok oOecriedeHus: 3aliuThl

uHpopMaIuu B aBToMatuzupoBanHoii cucreme (AC)
Tema 4.ConpoBokaeHHE KOMIUIEKCHON CHCTEMBI 3aIUThl HHYOPMALUU B aBTOMAaTU3UPOBAHHON CUCTEME
(KC31m)

1. [IpaBoBBIC OCHOBBI CO3MaHUSA U ACITEIBLHOCTH CIY>KOBI 3alUThl UHPOPMAIIMH, €€ OCHOBHEIE
3a1a4yu v (QyHKITUH.

2. CoctaB ¥ copepkaHWe TUTaHA 3alIUTHI, COACPKAHWE MEP W TOPAJOK ero (OPMHUPOBAHHS H
peanu3aluy.

Tema 5.0pranu3aliioHHbIE OCHOBHI 3alllUTHl HMH(GOPMAIMd B aBTOMATU3UPOBAHHBIX CHCTEMax Ha

MIPEIIPUATHN

1. OCHOBHBIE TEXHUYECKHE KaHAJIbl yTeYKH WH(QOpPMAIMU B aBTOMATH3MPOBAaHHBIX cucTeMax.

Mepsl U cpelncTBa 3alIMTHl BJIEMEHTOB aBTOMATH3MPOBAHHBIX CHCTEM OT YTEYKH HH(POPMALUHU IO

TEXHHYECKUM KaHaJIaM.

Tema 6.3ammTa HHPOPMAIIMOHHBIX U CETEBBIX PECYPCOB B CETAX, MOAKIIIOUEHHBIX K IHTEpHET

1. Knaccudukanus ys3BUMOCTEH; MOIXOAbI ONPEACICHHs YI3BUMOCTEH 0€30MacHOCTH ceTei;

ckaHepsl 1 mpoBepku yszBumocter ¢upm 1SS, CISCO, NMAP u ppyrue; 3amuTa ceTel OT

KOMITBIOTEPHBIX aTaK.

2. Pacnpoctpanennblie ataku Ha cuctembl cs3u (DoS, ping-of-death u 1.1.). Metoasr u cpeacTsa

3alIUTHI; IOHSATHE aIalITUBHOTO YIPaBJICHUs 0€30MaCHOCTHIO CETH.

Tema 7.Meps! HEOCPEICTBEHHOH 3amuThl DBM

1. 3ammra OT CTUXUIHBIX OeACTBU. 3alKTa OT 3I0YMBIIUIEHHUKOB. UneHTudukanms u
YCTaHOBJIEHHE JINYHOCTH.

Tema 8.3ammra anmapaTHBIX CPEICTB

1. 3amuTta mamsaTH. COCTOSIHHS BBITTONHEHHUS TporpamMM. lIpuMeHeHne MUKpOMPOILIECCOPOB s

3alIWTHI AlIapaTHBIX CPEACTB.

Tema 9.Kpunrorpaduueckre METOIBI 3aIIUThI

1. IIpobnemaTrka Kpurrorpapum.

Tema 10. CrUMMeTpUYHBIE CUCTEMBI IIH(POBAHUS

1. OnHo-KJIr0OYeBbIE IUQPHL.

2. OmHO-KITIOYEBBIC MOIETH (P POBAHMUS.

Tema 11. [TpuHIUTIB TTOCTPOEHUS TPOTPAMMHBIX MH(POB
1. HenerepmuHupoBaHHbBIE MPOrPaMMHbIE IIU(PHI.

Tema 12. Tumer mudpoB

1. [Iudps! ¢ yrpaBIsieMbIME ITOACTAHOBKAMH.

2. Tudpsr Ha OCHOBE MOIU(PHULIINPOBAHUS TTOAKIIOYCH.
Tema 13. HecummeTpuunbie cucteMbl IH(QPOBaAHUS

1. Iudposas 31eKTpOHHAS TOAMKCH. XAMI-QYHKITNN HA OCHOBE OJIOYHBIX MTH(POB.
2. BepositHocTHBIe I pel. ['oModoHnveckne mudpsl.

Tewma 14. 3amura onepaMoHHON CUCTEMBI



1. M3omnsamus obnmacTedt HapyIIeHUS 3aIUThl OTICPAIlMOHHON cHUCTeMBI. Pa3paboTka m peamm3amus
OTIEPAIMOHHBIX CUCTEM CO CPEJICTBAMH 3AIUTHI.

Tema 15. 3ammra nHbpOpMannHu B 0a3ax JaHHBIX
1. [lpunstue pemwennit o npocryme. OpraHuzanus [ocTynma K 0Oa3e maHHbBIX. HasHauenwe
MOJIHOMOYHH.

1. Kputepumu onieHUBaHUA KOMIIETEHIUI*

O1eHKa «OTIMYHOY BBICTABIISCTCS CTYACHTY, €CJIA OH ITYOOKO M MTPOYHO YCBOWJI MPOTPAMMHBIN
MaTepuall, UCUYEPIBbIBAIOLIE, MOCIEIOBATENBHO, YETKO M JIOTMYECKH CTPOMHO €ro H3Jaraer,
YMEET TECHO YBS3BIBaTh TCOPHIO C MPAKTUKOM, CBOOOIHO CIPABIISIETCS C 3a/ladaMy, BOIIPOCAMH
U JpYrMMH BHJAMH TPUMEHCHHS 3HAHWUM, IPUYEM HE 3aTPyAHSETCS C OTBETOM MpPHU
BHUJION3MCHEHUH 3aJaHHi, WCIIONB3YeT B OTBETE MaTepual MOHOTPapUYECKON JTUTEPaTyphl,
MPaBUJILHO OOOCHOBBIBAET MPHHITOE pEIICHUE, BIaleeT PA3HOCTOPOHHUMHU HaBBIKAMHU U
MPUEMAMU BBITIOJTHEHUS MPAKTUYECKUX 3a7a4.

OneHka «XOpOLIOY» BBICTABIISETCS CTYJEHTY, €CJIM OH TBEPJAO 3HAET MaTepHual, rPaMOTHO U IO
CYIIECTBY H3JIaraeT €ro, He JOIyCKas CYIIECTBEHHBIX HETOYHOCTEH B OTBETE Ha BOIIPOC,
NPABUIIBHO TIPUMEHSIET TEOPETUYECKUE MOJ0XKEHUS MPU PELICHUU MPAKTUYECKUX BOIPOCOB U
3a/1a4, BIaIeeT HEOOXOUMBIMU HAaBBIKAMH U MPUEMAMU WX BBITIOJTHEHUS.

OueHka «yHOBJIETBOPUTEIBHO» BBICTABIACTCS CTYIACHTY, €CIM OH HMMEET 3HaHMUS TOJBKO
OCHOBHOIO Marepuajia, HO H€ YCBOMWJI €ro JeTajieil, JOMyCKaeT HETOYHOCTH, HEIOCTATOYHO
MpaBWIbHBIE (OPMYIUPOBKH, HAPYIICHHS JIOTHYECKON IOCIIEOBATETLHOCTH B HW3JIOKEHUU
MIPOTrpaMMHOTO MaTepHaia, UCIIBITHIBACT 3aTPYIHECHHUSI IPY BBHITTOJIHCHUH MPAKTHYECKUX padoT.
OneHKka «HEYJTOBIETBOPUTENIbHO» BBICTABIISIETCS CTYACHTY, KOTOPBIA HE 3HAET 3HAYMTEJIbHOU
YacTH TMPOTPaMMHOTO Marepuaia, JJOMYCKAaeT CYIIECTBCHHBbIC OIIMOKH, HEYBEPEHHO, C
OOJBIIMMHU 3aTPYTHEHUSMU BBITIOIHSET MIPAKTUIECKHE PAOOTHI.

2. MeToauyecKue MaTepHualibl, oNpeeasiioliue NpoueIypbl OeHNBAHUs 3HAHMUI,
YMEeHH i, HABBIKOB U (WJIM) ONbITA AeSITeJIbHOCTH, XaPAKTEePU3YIOIIHUX 3Tanbl GOpMUPOBAHUS
KOMIIeTeHIIU
[Tporieaypa mpoBeIeHUs TaHHOTO OIIECHOYHOT'O MEPONPHUSATHS BKITIOUAET B ce0s: TPOBEICHUS
cobeceqoBaHus.
[IpennaraeMbie CTYICHTY 3aJJaHUS TO3BOJISIFOT MPOBEPUTH KomreTeHiuu [TK-1
JIJ1s TOITOTOBKHY K JJAHHOMY OIICHOYHOMY MEPOIIPUATHIO HEOOX0AUMO 5-10 MHHYT
[Ipu MoOATOTOBKE K OTBETY CTYJACHTY NPEIOCTABISAETCS MPaBO MOJIb30BAHUS: 3aMPEIICHO
MI0JIb30BAThCS JIF00O0H TUTEPATypOl U TEXHUUESCKHMMH CPEJICTBAMHU.
[Ipu npoBepke 3a1aHusl, OICHUBAIOTCS: TIOCIICI0BATEILHOCTD U PAllMOHAILHOCTh OTBETOB Ha
MOCTaBJICHHBIE BOIIPOCHI

OI11eHOYHBIH JHCT

Ne | ®dammm Bux paboTsl Hror
n/ | s, uMs CootBetctB | PackpeiT | SIcHOCTB, O6ocHoBanHo | CaMocTrosTenbHO | YeTKOCTh,
I | CTYAEHT | W€ OTBETa ne YETKOCTh, | CTb CTh B 000CHOBaH
a 3aJIaHUIO0 nmpoOyieM | JIOTUIHOC | W3JaraeMoit (opMyIHpOBKE HOCTb,
bl, TEMBI | Th, MTO3UITHH, TTO3UIUN HAay4HOCTb
HAYyYHOCT | OTBETa BBIBOJIOB
b
H3TI0KEHU
i

CocraBurens Kouepos FO.H.
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